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Ky EELBBRAEREDRAC BRA REE R iDRACT.
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{3 F & #E £ B 3% iDRACT
{5 /A 8 — % R R B 3R iDRACT
B EUAE RED
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$E: B& Active Directory 4, EF openLDAP. openDS. Novell eDir 0 Fedora B B EREHZXiE. ARAF
RAVFER “<” 1 “>” /.
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25



R &L Configure Users (FLERA ) #SURFEIAKAEIRER, HFENREBAKIAZBELSIIG, N
£ %7K Default Password Warning (ECIAZRIES) TUH, AWFERLERED.
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iDRACTWeb AESEBREANFERAERFHARPETERFERR.
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FIFR, W iDRACT £ T4 CRL##E CRLA LA FIEH . RIEH 7 CRL %I 5 2 m sk CRL
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HXEE
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FCE DNS AR % &3 .
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2. BAEEEFFHEBTE Login (BR) .
BETRPINBEHEEFO.
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{5 Web 5 E % 3 iDRACT:
1. {#EFA% Active Directory il P & R & THEY
2. 7EWebba2Edh, %A https://[FODN address]

% FEWMRBAHTIPS i A5 (G 443) EF X, EEA https://[FODN address]: [port
number], EH, [FODN address] =& iDRAC7 FODN (iDRAC7dnsname.domain. name) M [port
number] & HTTPS i A5
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WRREEEMHFEFET, iDRACT IP biit & 4254k, ={iDRACT MR EIEh7FA IR, WA iDRACT Bk
I57E CMC Web REHFETK

EXEEELR, BEZH dell com/support/manuals iR 1LEY Chassis Management Controller User’ s Guide (Chassis
Management Controller F§ F45/)

{% FE#2 RACADM 3j5ia] iDRAC7

& AT LLE T RACADM 2> FH#2 F{# A i #2 RACADM i771a] iDRACT.
BXxELER, 1557 dell.com/support/manuals L3248 RACADM Reference Guide for iDRAC7 and CMC (& FR
F iDRAC7 #1 CMC &Y RACADM S#45/) -
WREIRLEE A 1% iDRACT B9 SSLIE P FHERI HEGAEB FiED, HI%IE1T RACADM S E TEEER.
B2, ZwSRIIT,
i¥:iDRACT iE 2 iDRACT £ i%%5 RACADM BEFIF BN RESEMIER ., IEHBE CA R BESE.
EE—FERAT, MREBETEIRS CARERZNM, SIFETRES

LEES 3
304 CA iF 4 LAFE Linux 1 F 742 RACADM

I&4F CA iE3 KAZE Linux L {#F3EFE RACADM
EZ1TIZFE RACADM £ ZHI, WIEATRL®EER CAIES.
EISF{F i RACADM B9EH

1. 4% DER #&=XHIIER 4534 PEM 483X (£ openssl /S 4TITE) .

openssl x509 -inform pem -in [yourdownloadedderformatcert.crt] -outform pem
-out [outcertfileinpemformat.pem] - text

2. 7£ Management Station F &R BXIA CAEB BRIME. a0, FF RHELS (64 4i) , %E&1Z 72 fete/pkiftls/

cert.pem.
3. 1% PEM 4&3CAY CA SEHH{ANZ) Management Station CA iEH .
f5an, £ cat m4: - cat testcacert.pem >> cert.pem

4.  ERBRSERIEE HIGHE L 1£2] iDRACT.

{8 A A1 RACADM ij5ia] iDRAC7

B X {FF 7 RACADM i77ia) iDRACT B91E5 2, 15% 7 dell.com/support/manuals 32489 RACADM Command Line
Reference Guide for iDRAC7 and CMC (3&F3F iDRAC7 #1 CMC &4 RACADM &£ 178 %4E/R) .
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& AT LUE R SSH 8¢ Telnet 521177 i8] iDRACT FHiz1TE 4 RACADM 8% . BXEZEE, 1557 dell.com/support/
manuals _E32t89 RACADM Command Line Reference Guide for iDRAC7 and CMC (&P F iDRACT7 %0 CMC &Y
RACADM @3 2175 % 4E/) -

{&£ /| SMCLP i77ia] iDRAC7

H & {EF Telnet 3¢ SSH &3% iDRACT B, SMCLP R2EUIAMIGSITIR AT . BXEZER, FSHE _(EH
SMCLP) .

{58 /2 L %5 A 56 E & 5 iDRACT

&R LU id SSH & 35K iDRACT (RIIAZERD) . BIRF LUK B —A) RACADM e S1EA 1755 41X 3 SSH Rt
BiEF. AT ZSEEMSTHIER, EIiZa<SITEIE{TH 5T RACADM %1,

fian:

Bx:

ssh username@<}g>

o

ssh username@<IP_address>

Hr, 1P address 52 iDRACT &Y IP Hthtit.

% 3% RACADM #%:

ssh username@<domain> racadm getversion

ssh username@<domain> racadm getsel

EES 33
34 SSH { F3 /A S B 4AME
% 1~ iDRAC7 &1&

TRIEM T AREE A MR EAYZ A IDRACT ZiERYTIR.
#%.6: £/ iDRACT &%

Fm| SIEH

iDRAC7 Web & 4

1752 RACADM 4

[Z14 RACADM / SMCLP SSH-2
Telnet - 2
B1T-1

B EIAE R
ELUTHERT, BRAFEENERIANZHBHNESHES:
&L Configure Users (BLEA ) XBR%E R iDRACT.
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- BNEmESDRESEA.
© ETHATE /B RARKFBIEHE R root/calvin.

WISRE A Active Directory B LDAP 2%, MERE—FEHHEHE. EHER2ETEITM (K #A ¥ root/calvin

1’Eﬂjﬁ'¢Eﬁj‘ A& Active Directory 0 LDAP ik . #E{EFH SSH. Telnet. iT#E RACADM =t Web FRHEE R

iDRAC Bf, IEERELEEE, T Web . SSHFA Telnet, S ABIMSEETFT—FELEHE . WTFiTiE

RACADM, %ﬁﬁ’l\ﬁﬁ%im’iﬂ%ﬁ%

EEYIERE, LA Configure Users (BCERF) 1R,

X
FI

RNEEESHER

£/ Web R EMRINE RED

TE1R% 3% iIDRACT Web R HERT, 15 R 7R Default Password Warning (BNIAZBERIEL) TI@E, N MUEXZR.
EXMX—5, BFRITUTRE:

1. 1%4#% Change Default Password (EEEIAEERD) 1R
2. 7£ NewPassword (Fi%#) FEF, HWAFZE.
FHRNRAFAFEN 20. FHHITHRELE. ZHERUTER:

- 09

- AZ

- az

- ‘-‘rg'fﬁﬂi?{ﬁl: +\\ N Lo S N N NN N N NN N NV NN NN
<~ { K

. 7£ Confirm Password (FRIAZARY) FEF, BIRWANE,
4, Ei Continue (Zf%E) . FZAUANECE 173 B IE%E R 2| iDRAC.

3E: A5 7E New Password (EiZ5%5) #A Confirm Password (Hf5i\Z5%58) FERILHECAYIE R T, Continue
(85 FFRRAKE.

BEHEMFERES, 1558 /DRACT Online Help (iDRACT BE#NZBEN) .

{F RACADM E BN B R &

EFEWEN, 1FETUT RACADM &%
racadm set iDRAC.Users.<index>.Password <Password>
He, <index>ZM 1R 16 89 (KERAPMKF) , <password> ZFRIAPENXHEH.

BXEZER, 1558 RACADM Command Line Reference Guide for iDRAC7 and CMC (3&F3F iDRACT 1 CMC HY
RACADM @ 21TE8X15/) .

{£H iDRAC IRE A FREFEMEIAE R ED

EfEH DRAC BN REFEMEIAE RER, BRITUATIRE:

1. 7EDRACRELHERF®, ¥ ZE User Configuration (AAREE) -
FEEN< & 7 iDRAC Settings.User Configuration (iDRACi&EFRFEE) TNHE.
7£ Change Password (EERSHE) FEH, HIAFZE.
fkx &t Back (L—#5) . Finish (2R #0Yes (&) .
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ERSEZERRINEREESHS

GBRHUBAS RSN ZHESHENER. EXIWX—5, BL584E Configure Users (BEERF) WIR.

£ Web REEARBARMANEBESHE

ZAEERIDRAC ERASERARINERESHENET, HRITUUTRE:

1. % Z Overview (#li&) — iDRAC Settings (iDRAC i& &) — User Authentication (F§PI&iF) — Local Users
(FHAF) .

B2 Users (AF) TUH.

2. 7£ Default Password Warning (ZXIAZRREE L) 84, i%#F Enable (BR) , AFET Apply (KA B
7£% 3% iDRACT B} 2 7 Default Password Warning (ZIAZRLEE) Tam. &N, i5i%$E Disable (M) .
g, MRLKIECERAFEERFEANREERFERESLES, 157 Default Password Warning (ZIAE
fOEELE) TIm L, %% Do not show this warning again (FEBEBRILES) %I, AFHEE Apply ([

B

£/ RACADM SRS ZERAE S HBRUELRIANEREDE

E{FFH RACADM BHETFESHEUENRIAEZREMN, 5FEH
idrac.tuning.DefaultCredentialWarning W&, BXEZER, 1ESH dell.com/support/manuals £
12189 RACADM Command Line Reference Guide for iDRAC7 and CMC (GEFAF iDRAC7 0 CMC B9 RACADM 41T
SERE) -
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3
WEXERFEMER I,

E({FFH iDRACT HUITHINR KSR, BB E iDRACT HZF2iA B INEE, i E Management Station FN= & &
%, FHBEEXIFR Web JI5585.

B EXTIRRMBSE BENESRE CMC /0 BR, FENTREMGRALIRRELNER.

iDRAC Express #1 iDRAC Enterprise [ FIHAELE B BIARIERAS IP filik. {62, Dell IR MIERN — RIFER
i&] iDRAC FiiZ A B AR 55 2580 B S & HET LA K DHCP £ :

s BI3EH —NMREESMNHEDOCHEDGRESHRERSSE, WEARED. EERSHEEFEHT
IIRIERSGA0 M 7272 Dell PowerEdge FRSZEMEBR AR . BELBABNERK, RESF[ABE RIS
R ERSSFIEE IR F AR E LS ENEFHIIE.

DHCP — i RAFEE P OB R REF SIS EHECE WY (DHCP) ARSZ8E, MI{EMILLi%EIR. DHCP ARS8
73 iDRAC7 BEh4BC IP #htik. M55, FNFM#EED,

A AZETT AR 55 32t ;B R B B & 445 DHCP. BRME—UIREEA %% . BERERMNEAMMIRE.

HHCRER
¥ & iDRACT IP $thiit

==, fotn >
¥

[;% iDRACT El#
g E g
Fe B S #589 Web %5 2

& iDRACT IP kit

B HURIE S B M EREIRMRECEMIEMRIRE, LIBMA S iDRACT ZBRBIE. BALUERUTRE S
—ARIZE IP it

iDRAC & B A FRIERF
Lifecycle Controller (i5% (53 Lifecycle Controller User” s Guide (Lifecycle Controller FHFP4#ER) )

Dell Deployment Toolkit (&5 % Dell Deployment Toolkit User’ s Guide (Dell Deployment Toolkit F P&
) )

HFEAR S 2 LCD ER (ISR RSN Hardware Owner’ s Manual (FEERPFM) D
% iE: Rﬂ‘:l:?]_)#ﬂﬁ%%%, DBEECMCHIECE AR, BAsFERNHER LCD MR EMELE. 5
SERNFAEERER, BEEFEANF LCO miREFHEE iDRACT,

CMC Web £ (i5& 1% Dell Chassis Management Controller Firmware User’ s Guide (Dell Chassis
Management Controller E#-F F355) )

FMERXFEXAREES, EBRILUZE IP Huhik, =¢fFE A EIARY iDRACT IP ik 192.168.0.120 SR EL & #1358 M 45 1%
&, f14%7 iDRACT &3 DHCP =347 IP.

MFTNRRSER BIANERTSZH IDRACT M4ERH.
HIBEET iDRACT IP itz /5 :

WR £ 12 & IDRACT IP 11l 2 J5 BB A 7 5 1 275
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EES:3E3

UTEEREFEE:

- {ERX#FAI%EE (Internet Explorer. Firefox. Chrome X Safari) B9 iDRAC7 Web 51E

- Secure Shell (SSH) - EZE #01 Windows E#J PUTTY X#HHZ Fi%. BHNERT, SSHATATFAZH
Linux 2%, B TEZRF.

- Telnet (R TFECGANER TEHRER, BELHEBRE)

- IPMITool (f£F IPMI @54 ) =X Shell 327" (££ Windows 3¢ Linux & E Dell EHR%&EEF, A
VAN Systems Management Documentation and Tools DVD 5% support.dell.com 3£15)

{53 iDRAC 1 &/ T2 F1% & iDRAC IP

£ CMC Web FHE 1% & iDRACT IP

BREAHERK

{5 iDRAC ¥ B A F#2 %1% & iDRAC IP

ZEig & iDRACT IP btk :

1. FIAZERS.
FHLB M (POST) HAiE) 4% <F2>,
7£ System Setup Main Menu (RFI&EEZKEH) TUHE, £ iDRAC Settings (iDRACI®E) .
FEEN< 2 7~ iDRAC Settings (iDRAC i&H&) T1MHE.
4, Eik Network (F4) .
RERN S &R Network (RI4%) T1E.
5 EBEUTKRE:

Network Settings (F4&IZE)
ERE

IPv4 & E

IPv6 & &

IPMI & &

VLAN & &

6. [E2l System Setup Main Menu (FRZIgEERKE) TEHHE Finish (FEH) .

ML 15

EES:3E3

BRISREHBERREIEHIS.

Network Settings (4RI E)

E0EE
IPva4 1§ &
IPv6 i& &
IPMI & &

VLAN & &
Network Settings (FI4&i%E)
EREMEZIRE:
ﬁ EBXRBZRTNEER, 558 (IDRAC REL\FREFEYIZE) .

1. 7£EnableNIC (A NIC) T, i%#% Enabled (BH) &It
2. IRIEMLZEZ, M NIC Selection (NICiE#E) THiksd, EEFEUTHOZ—:
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- Dedicated (£F) — BHIZiEFE1&%, LUFEHA Remote Access Controller (RAC) L F] B9 %& R M 4%
AmE. ZRAAASENRERGHREZ, FEEERERAZT—NEMHYIEME, FEATLEHE
MEREFREF 2B LK.

ZIETE KA iDRAC Y& AW %im O S HIR 2 AR S5 2589 LOM 3 NIC i O 43 55 SR B IR 3E1 T B%
H. NEEMEZRESER, Dedicated (EMA) EIMATFMEHEL EH LOM 5 NIC im O HY IP
Hoik PR ERIAE R SRR A F M S, 79 iDRAC 43 EC IP ik

% E: %k R g7 E A iDRACT Enterprise IF AlIERIHZERBUBER ARG L. M TANERRSE, ©EE
INERTRIATA.
- LOM1
- LOM2
- LOM3
- LOM4

E TR FERIRSE, *E?Eﬂﬁ%a%ﬂ%, A &R Fh LOM 3£ s {E F H 9 A m #
(LOM1 #8 LOM2) . J1FBRS528 A~ {E A LOM #4T iDRACT iB18.

3. M Failover Network (¥{BEsEfM4) THiscHH, J‘f’.ﬁ?‘%ﬁﬁ LOM Hfg—4 . NRMELAEME, TEWK
BT A REAE R M R I TERE

E4 i tnRIEFE NIC Selection (NICifk#®) THIR S Ai%iET Dedicated (FAD , MIZETFEX
f5lan, ZEFE LOM1 &BERTiE T LOM2 % H iDRACT M4&:7 &, M NIC Selection (NIC &) i%#F LOM1, X
Failover Network (BIFEFFEMLE) 1£1F LOM2,

4, IR DRACT XA BEFNEEWN THEAFMLIEE, N7 Auto Negotiation (EZIHE) T, 1% On (3T
) . ZEBATFERER. WREH, iDRACT SRIEMEZIRE I MG REIZE A 10, 100 = 1000
Mbps.

5. 7 Network Speed (RIZZiEE) T, i%£#F 10 Mbps = 100 Mbps.

B TEF A M EIEE IR E S 1000 Mbps. H%5 76 /5 F Auto Negotiation (BEIHE) iZIAYIFR
T, ZIEA AT A
6. 7t Duplex Mode (I #&5X) T, j%#¥ Half Duplex (FXT) =% Full Duplex (£WTIT) &I,

K4 i WR1E/EF Auto Negotiation (BHaHHE)  ZIEMER.

ERgE

MR ML E L2 E DNS AR5 28, 157E DNS £iF 4 iDRACT. XEESRINEEMAIARBEER, B FERE
(Active Directory 8¢ LDAP) . B—ERINEEFESRINEE

JEAf iDRACT:

1. 2/ Register DRAC on DNS ([s) DNS ;¥ ## DRAC) .

2. i\ DNS DRAC Name (DNS DRAC &#r)

3. 1%#% Auto Config Domain Name (EZhECZHZ) B zIM DHCP 3£EUEZ . &N, 12t DNS Domain Name

(DNS 52&)

IPv4 & E

FLE IPV4 R E:

1.  7£Enable IPvd (ZF IPv4) T iZ#¥ Enabled (BFA) iEIR.

2. £ Enable DHCP (/5H DHCP) Ti%#E Enabled (JEF) i&LR, LU{E DHCP 854 IP ik, M XF0FMIERTY
B 15> B4 iDRACT. &N, i%+% Disabled (Z2A) FMINUTZIAIE:

- BR7S 1P Hbt
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- BESRX
- BRST MBS

3. =&, B Use DHCP to obtain DNS server address ({3 F3 DHCP 3£BX DNS BR%5 284tk ) , LU{® DHCP AR %
22 H] 4 BC Static Preferred DNS Server (3%#7S& 1% DNS AR%528) #0 Static Alternate DNS Server (3%:75% F
DNS BR%28) . &M, %y Static Preferred DNS Server (%758 3% DNS BR%588) #0 Static Alternate DNS
Server (3%75#% F3 DNS AR%88) HY IP Hbtit.

IPV6 & &
B, ETEMRERE, ERLUERA IPv6 ik,
BLE IPv6 i E:

1. #£Enable IPv6é (/Z3F IPv6) TiZ#% Enabled (JBF) %I

2. XF DHCPv6 BR%2%, Z4% IP thtik. MXFAFMIER3E 304> BL4h iDRACT, IA7E Enable Auto-configuration
(ERBEZEE) Tt Enabled (BRA) #EW. MREEBHA, BEASSE. &N, HET—FSLUER
Ea7S P HhEHITRLE .

3. 7 Static IP Address 1 (%75 IP #thdilk 1) #Edh, #AERZS IPv6 ik,

4. 7£ Prefix Length (RIZRICE) EH, A 0F0128 ZEAYE.

5. 7t Gateway (PI>X) #EF, HHINRM Kk,

6. tnSR{$FH DHCP, /= FH DHCPv6 to obtain DNS Server addresses (s F§ DHCPv6 3%EX DNS BR &S 88 #htit) M
DHCPv6 B 55 233X BX = 2 DNS AR 5583 F0 0 2 DNS BR$5a8tthit. &M, 1Hi%#F Disabled () HMITUT
BAE:

- 1t Static Preferred DNS Server (375 3% DNS BRS88) 1EH, #AER7S DNS ARS8 IPv6 Hidlt .
- 7 Static Alternate DNS Server (3%75% F DNS BRE28) 1B, MNERZSZ A DNS IR,
IPMI & &
BAIPMIEE:

1. 7£ Enable IPMI Over LAN (/ZH LAN L IPMD) T, i%#F Enabled (BF) .

2. 7£ Channel Privilege Limit ({5iE#UFRPR%I) T, i%£#% Administrator (ZIB5) . Operator (3R{EF) =X User
(AR

3. 7t Encryption Key (HNEEEEHD) 1B, MIAMER 02040 Mt (REEMEATH) WNEE
. HMEHLE.

VLAN i &
A 4% iDRACT ECE 2 VLAN EafiZetyrh . EEE VLAN iR E:

1. 7t Enable VLANID (EFH VLANID) T, i%#% Enabled (BEBH) .
2. 7fEVLANID1ER, MIA—DNEMHETF (134090 .
3. 7E Priority (4R5E4R) #Eh, HWA—NET 03 7 Z [BIEIEF IR E VLAN ID B9 %4

{5 CMC Web 5 mist & iDRAC7 IP

ZE{FF CMC Web 5 H1&E iDRACT IP bt :
By £ 2BEBNBEREEERRA GEM CMC I E DRACT MERE .

1. ZE3x% CMCWeb Hm-.
2. % Z Server Overview (BR&RE#HEiA) — Setup (&EH) — iDRAC.
FEEN < 2 7% Deploy iDRAC (#32 iDRAC) TiM.
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3. 7£ iDRAC Network Settlngs (iDRAC M#&iZE) &, RIFEKiLIF Enable LAN (B LAN) LURHMES
¥, BXEZEE, {557 CMConline help (CMC BEHNZBEN)

4. BREBFETETHRRSHMMMMEILE, 155 ZE Server Overview (BRS55#EiA) — <server name>.
FERN < R 7% Server Status (BREZ2IRZS) WM.

5. EHi LaunchiDRAC (/350iDRAC) %5 = Overview (#fi®) — iDRAC Settings (iDRAC i%¥E) — Network
(ML

6. 7 Network (M%) TUHEH, EETIIRE:

- MERE
- BIRE
- IPVAIRE
- IPv6IRE
- IPMIEE
- VLANZE

K £ BXEZE8, 1555 DRACT Online Help (IDRACT BXALEEE) .

7. EREMEER, 58T Apply (KA .
BXEZER, 1ﬁ’5|ﬁ] dell.com/support/manuals _E324t89 Chassis Management Controller User’ s Guide
(Chassis Management Controller A F#5/)

ERB#hE#R

B BRI IFNMREMREFZENERRERERSSJNTETIRIETHE . L EAF%45E iDRACT 1248
EXHEERPERE, UWEEKRRENRSS, FNEEE L"’”fiﬁ‘ﬂﬁﬂ% BXEIERNEZER
152 17 ell.com/support/manuals 32159 Lifecycle Controller Remote Services User’ s Guide (Lifecycle Controller
Remote Services A A#5E)

BEhEXR LSS IPER. DHCP. DNS BRS5853 BAIAH DNS £H 2 AT ERELERRS S5, R DNS 238
E, MM DNS HEE ERSE IPFAXEDHCPIRE. MREERSZHFZCIEE, WIEHEEHK, FIitk DHCP #0
DNS #AREE.

AT LAUE R iDRACT & & A BT F81E A Lifecycle Controller 2 B shZE$%. A X{EH Lifecycle Controller 8915
2, 1557 dell.com/support/manuals E324t8Y Lifecycle Controller User’ s Guide (Lifecycle Controller F§ 35
) .

MREHTEENRFELREHEHNERIGE, WSERAKAEERKA (AP&4 root, %532 calvin) .
EEHAEMERZE, FHARZALEERKF . MR 2B Lifecycle Controller FRYE ShEK, N7 ZAHHC
BEREEEZHI, Fif iDRAC APk A&#REEER.

M iDRAC RE X REF AR B EK:

1. TAZEREK.
2. EFHBERTIIED, $R<F2>, SAF%EZE iDRAC Settings (iDRAC ¥ &) — Remote Enablement GEIE/3
B .

4% & 7% iDRAC Settings Remote Enablement (iDRAC iR EXiZBH) T1H.
3. BHRamhERk, WARERSEE P, AFEBEE Back (E—%) .
% EREERERSSE IP EER. WRZFRE, I{EFH DHCP = DNS REHITEHK (FET)
4. Bk Network (F4%) .
1% 2 7% iDRAC Settings Network (iDRAC i&E M%&) T1MH-
5. BHRANIC.
6. /3 IPv4,
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Q i B ERAR I IPVG.
7. /2 DHCP M\ DHCP 3XEXIE & . DNS BR5588 bk F0 DNS 54 .
ﬁ EMREERSSS P GHIE3) BiRME, WPHET 2WHER.

&E%ﬂ%

bt
%E

FAFi715) iDRACT RERYITEM, FFIZIZEMFNETE PowerEdge AR 28
ST

RENHIRERSE. BXESER, BESHABRRXH.
ZAEFNEL B L3R Web %1% 28 (Internet Explorer. Firefox. Chrome = Safari) .

2% B $#9 Java Runtime Environment (JRE) (3151 A Java i 2E8) F sk i ial{E A Web %) S5 2844
iDRAC7, MFEFEZ) .

4. M Dell Systems Management Tools and Documentation DVD B9 SYSMGMT 3244 3k 22 3532 RACADM #n
VMCLI. &0, $RBBEIAAIEIT DVD £ HY Setup LLZ2 %% 2 RACADM FNE fth OpenManage 5. H X
RACADM E L 58, 15517 dell.com/support/manuals 12 t89 RACADM Command Line Reference Guide
for iDRAC7 and CMC (i&F3F iDRAC7 #0 CMC B9 RACADM 3£ 175 %236/E) .

5. MRIBERZETIIEM:

mR Hm

N =

- Telnet

- SSH &Pk

- TFTP

Dell OpenManage Essentials

iz
REEFN{ER VMCLI A FHIEF
B & S 45aY Web 53 ba 28

#2375 1a] iDRACT7
ENETEIRITIZ 9] iDRACT Web R, 1EMAREIREMLS iDRACT i FRE—MEH . Flan:

. ﬂ)#ﬁﬁ%a% SRS CMC L FRE—MEHR. HXE CMC NESZERFHMERBENESF
B, 15257 dell.com/support/manuals L3218 Chassis Management Controller User’ s Guide (Chassis
Management Controller Fl F$5F) -

« HIZRFAEBRSSES - 4% iDRACT NIC IR E 2 LOM1 H i {REIR4E 5 iDRACT AL FRI—M & .
ﬁ E ARG R G A E iDRACT Enterprise, T ATH% iDRACT NIC i& & 75 Dedicated (£/) .

BENERIEZERFHITHEIG, 1Hi@id iDRACT Web REER ERMIEHI& .

R
BIEMIET &
Network Settings (4RI E)

REXERS

MRIEFEISZITAH RACADM /a3 LR EE IR R HEIIR, 18 Dell Systems Management Tools and
Documentation DVD R LA T4

+ 7Kitt RACADM
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Server Administrator

% % Server Administrator WE L {52, 1557 dell.com/support/manuals L3218 Dell OpenManage Server
Administrator User” s Guide (Dell OpenManage Server Administrator F| F§R) .

B
BBAES R ik IEE

A ERE Gk IRE

% E iDRACT IP #thiitf7, #EFTLUZ (£ iDRAC IRBEARRFEMNAMERAKARE (AR 2D . BT
lig:J4H

1. 7E£iDRACIEE/AFTEF®, %% User Configuration (AFEE) .
FEEN<#TFF iDRAC Settings User Configuration (iDRACi&EFRFEE) TTHE-

2. 387 Username (FIP4&) . LAN User Privileges (LAN FI P4%BR) . Serial Port User Privileges (ER{Ti% MM
FIXBR) #1 Password (ZFHD) .

BEXRETMIEE, 1537 IDRAC i1 E 2\ FHE/FE I ZPE).
3. {k&Ed Back GR[E]) . Finish (52R) #1Yes (&) .
A R PG BRI ER A .

WEXERFNE
ERTIA1E A IDRACT Web SRS iDRAC 15 42 FIZ FFHE E R 0 h 2 8 ARV R IF IS 8.

A Web AEGEZERFNE

ERERFNEFMESR:

1. 7£iDRAC7 Web REH, %= Overview (#E55) — Server (BR%588) — Properties (JB1¥) — Details (i¥
WMER) .
R&ED & 5T System Details (BRZLIEMER) TIH.

2. {£ System Location (RZERIE) T, MAFKEH LOHZFERFENMEIEAEE.
BXRZIEMWIER, 1S (DRACT BKFI#E)) -

3. HiEApply (RZFD . AHEAEFME2ANRFEI iDRACT H.

£/ RACADM e BEZ E ARG E

EETERAMNBEMES, EEH System. Location AWK, HXELIEE, 157 dell.com/support/
manuals _E32t89 RACADM Command Line Reference Guide for iDRAC7 and CMC (& F iDRACT7 %1 CMC &Y
RACADM & 21T75%4Em) -

{£H DRAC R ELAAREFREZTERAME
ERERFMNEFMER:
1. 7 iDRACREAMIERFH, %= System Location (RGLIE) -

REEN < 2 7 iDRAC Settings System Location (iDRACZEERFEME) -

2. MAHBEHROPZERFMMNEFMER. BXZEMBNERER, BSR (IDRAC REZNHE/FENZ
Y1/

3. {k&EF Back (GRED) . Finish (52R) #1Yes (&) .
ZiEMIE RS RTF
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AL RS REFITh R H

RSBFHAMFHNERAEDMBRENREZIE M. RTFIRBINBREMR R REER N ER R L
#, EREBRAZYIFE. SRMAGTALRZFMRFHERFIZEET. BALUFTRZHIREFSH M RE
MREFE R REE R BT -
7 IDRAC B REFP, EATIERLUTIRE:

AL tEse

AL R NIHE

RERAZTSHRRE

WRFE, BEXNBRBEENSIT
Ak, FHITATHRE:

1. 7EiDRACZEBLARIERFT, #%Z Thermal (f#) .
REEN < 27 iDRAC Settings Thermal (iDRAC iZEM ) TNHE-.
2. BEMH. APERFAXERE:
- BREEZ ZUAMERT, BN Auto (AR . BNBREIZ 7 System BIOS (FH4EBIOS) —

System BIOS Settings. System Profile Settings (&%t BIOS % E. RAMBEIHIEE) THE NEEFER
BEXHIRE. EHALLEREMIT BIOS BB B HRBENXE X, ATHRIETA:

* mKMEE (MHgEBH) — LUEIMMRBIHEARN, R/ ERSHAERER
M. HEEENXBERESRATMARIRIER, SAMMZEREBKEIEEE.

* RTIE (FRMECHRL) — EERERETHREXNBERENRN. XER/NRELRINE
AT RESZ AT REEL . B/ INEIRBRMIERMINETS, RARELRERHESR
MRERARE . TRBMHAEMASIFREIR FEAGAEK.

% B HAEEE L OIMEIRE (18 -30°C) MBI R S B A S B HRER M.
- BABGETT - BATLU%ESE Default (BRIL) . Max Exhaust Temperature (B AHESIERE) 55 Fan Speed
Offset (RERIREMBE) 1EH% ANEI.

- Max Exhaust Temperature (in C) (RAZESHBORE, UCHRM) - RAFRFERERETL, F
BESHMEEARBIT0C. RERANLNIHLN. $ERNBERELHNNEEENTSHIREE
RRBUBRRES SR IHNRAS SHERURE RIFE 50 C EIR.

- Fan Speed Offset (Default = None) (RUBRE M [BAIN=-FED - SFEAEFIAISINE PCle 180
AREBPA TIHNZ RN ZPERFFRARSSHBRERN, BEXNBEERB. NERER
BSHNEEE @i At AT BT M B KGR E MR L8 (R % E . Bl
AT, %A None () . BATLL%E:

*  Low Fan Speed Offset (IERBERE WM - BARBREZ P ERERE (KL50%)
* High Fan Speed Offset (SMERERTE) - WIHXEREZEELRE (K£990-100%) .
3. k& Back ([FiB) . Finish (5ER) #Yes (&) .
fit PR ERNECE T A .

Ao B X #¥8 Web 352

Internet Explorer. Mozilla Firefox. Google Chrome #0 Safari Web | 5588 3 #% iDRACT. BXMAMEE, HSH
dell.com/support/manuals 32 {tH5 Readme (BiRTH) .

WIER MIE TR I AR 55 881 1E E Internet AU B TR E4ER iDRACT Web 52T, M WAELE Web i3 %5 28 LA MIZ AR S
22if7/8] Internet. ItLER4TIR{HELE Internet Explorer BI{E £ .
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Bt & Internet Explorer Web 3| 5% 88 .

1. 7EWebiltssEdh, 2 ZTH — Internet £ —~ &L — AWM.

2. BHETEXAET, EEDE, ARREER. BERERIN. BHAENXEINITHFZIEIE.
B TR EIFRE ActiveX I FIESIIER S, HIREUTEI:
% S PR RS PRNEEBURT IE R

- ActiveX Z4BahieT: BH

- ZERIFEARIT A BR

- THOZ2H ActiveX 54 127R

- IR A AR ESHITRIZARY ActiveX X HANIA (L FNITHIA: 18R
- JE1T ActiveX I FNHEH: BH

- XRRIE AR R ERITHIZR ActiveX IR RITHIZR: B

ETHT
- XHTHMEDIET. B
- XHTH: BA
- FRTH: BA
ERIET

- #iF META REFRESH: BH

- FtiF Internet Explorer P TURI ST S8 50O A : B

- RFHBMAMBAENED, AZXNMLERE: B

- RBIERHAFT—MEBMRFRRHITE mIERIEE: BR
- f£ IFRAME Hmn#EFmxH: BR

- BETHRITAXHE, MARETXHIREZ: BR

- BEESERR: RER - 1K

- RBEXIEmMERSEEE: BH

- ERBEFOMELRER: ZH

EMAT:

- ETMA: BH

- RIFEEEARFITHMRE: BA

- Java /NEFHIA: BH
#ZFETH — Internet i£I — B4 .
EXET:

- BRLLUTF-8 &£3% URL: &

- EAEAIER (Internet Explorer): &

- EABKRER (Hi) . &

- BREMHAREIRAEM: ER

- BRERE (Hi) . &

- BRATEE%R: &4

- BREZAEETR: &P

- BRERFOXREINREAN: BR

FEHTTP11EET:
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- {EFEHTTP1.1: &
- BEREBEZEGERHTIP1.1: &4

1£ Java (Sun) T:
- (¥R JRE16.x_yz: ke (AliE; RRATIREARRED
EZEET:

- BREmEGXNAE: @Ef
- EBHNRRRENE: TR

- BT ik

- BRER: &

# “me” T

- REZTHMEIEREHHE: FK
- RETHMNEFNES: BB
- RETHNEFNESR: &P
- f#F SSL2.0: &
- f#F SSL3.0: &
- {EATLS1.0: %
- MR SIERAHES: ®4
- EREMIERSEXNZEFIRA AL HES: ®4
- EEERTHMERRENAEZHES. &4
EEEMIZIEE, BNETHEFEMER. fln, mREMEIERHEEO, MERS iDRACT Web FiE
ARETEIESE TIE.
6. BHEA, RARBREWE.
7. BEHEEEETE.
8. 7ZEEEM (LAN)RET, 2EREMIRE.
9. WMRPEDTERHRERSSZE, NIRRT ARG R R ERREFIE.
10. BEBEFNR.
1. XAHEFHBIREE, FWIRFTEERBEYL.

R
EE Web FHE YAV ARA
4% iDRACT K n2| 251 5=
%M Firefox PRI B EATHEE

4% iDRACT iR N2 Z{E1H 5T+

LR35 iDRACT Web RER, MMRZ{EEFIF D85 iDRACT IP tllt, RAESIEREEZHIFMEZTIR
. SERE, 1EE T Refresh (BIFT) s& EFH/E5h Web i 5288 LUE S5 1= iDRACT Web R BYERE
EREIRERZKE, MBEZ(EEFIFRD D IDRACT IP ik, Internet Explorer (IE) 8 RERRA FU4Z IP sl iF
IEFIEF.
i RE RN S SR N MEEAYIE R %S iDRACT Web R, MYBHINE—KELR, RESERET
FTEAEPEIRES. XRHTREEENTMHITA.
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F7E IE8 4% iDRACT IP SRINEIZ IR D, IFEMITUTIRIE:

1. %# Tools (TE) — InternetOptions (Interneti%I%) — Security (&) — Trusted sites (Z{5¥45)
— Sites (=)

2. 7£ Add this website to the zone CIEIZMEEFMEIXIE) i iDRACT IP it

3. BiHAdd GRIN) , BFH 0K (FBE) , AREE Close (KHFD) .

4 BFHOK (FBE) ., AERIFREE.

T H Firefox PAIE B ETIRE

WFEEHERARME, Firefox By “HRBR” LEREREEHAAIIRA fERERY. MREH, BEE
EESER B RHE 4715189 iIDRACT 223 Virtual Console ZE S, BMEEFHRARAHEE B0t .
EXHAZEDIGNEERETLENEY, BRITTHSE:

1. #TFF Firefox Web /%2228 0.

2. fERUEFERS, M about:config, FHi% <Enter> 2.

3. 7£ Preference Name (E¥EINZFR) 57, IZEIFH M5 xpinstallwhitelist.required.
Preference Name (EiETIZFR) . Status CIRZS) . Type (B F0Value (&) HIEISTBFEASTIA.
Status CIRZ) EBTRAFIKE, FH Value (B) ST Falses

4. 7t Preferences Name (EiEIRNZFR) 5d, #%Z| xpinstall.enabled.
AR Value ({B) K True. BNRAZ, 1HW I xpinstall.enabled, 1% Value (&) & & A True.

E& Web FHERIAMILIEA

iDRAC7 Web REIRMH AT IES AIARA

#iE (en-us)

JEIE (fr)

=& (de)

PHHEZFE (es)

HiZE (ja)

&k # 3Z (zh-cn)
MR ISO PR R T EFIIES TR, MFRLEIHMES, TEBNREBRNABA 028 GEZRAHESR
FiEIhEE.
iDRAC7 Web REWITHAFSARMUMES—EFER, LHRHNZMIES AR ZHF. iDRACT Web REAYFLE
R (ANERNSHE) AT EENTHIINISBA TS EMIAESEE. HtBERTISAESHEE
S alE .

Ky X ASRERESEE T ROFAEESRETE AT HFERAMUARAH iDRACT Web F .

B & E

{# /9 iDRAC7 AT LA #7 iDRAC7. BIOS #nEFA i@ T Lifecycle Controller BB SZ i3 H0i& Z E 4, Blan:

Lifecycle Controller
BiEF
BRIERGERHEFE
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B BUSETE R E 4 L3 E) iDRAC. E LETHE. A.‘ET*‘*EW%LE’]E#H’JéHIJH)EZIHDIEEF}%E’JH}E
A, MREELHHEHLY WERT—FERERE. TEEENISHNEHRUNEA. FERFEH
SHEMSSMEREITRRR, WEAETXRRRENISHEIT. RE— IA?%Eﬁ%l—eﬂﬁﬁfﬁﬁﬁﬁﬁiﬁo

EEHESFG, Systeminventory (RFEZFREM NHEETREHFHMEHRAFICRAE
SR ERRG TR R G

.exe — E-T Windows B4 Dell E37 & (DUP)
.d7
.usc
.pm
FFHREZ A exe BI3LH, BLHEA System Control (RGEIEF]D MR, #ERHZIFA T2 EHEIRI
BEFN Lifecycle Controller.
ST RAEA A1, usc LAK pm B3, ELGEE Configure (BLE) XBR.
*E?'éﬁ?%

E}ﬂ |DRAC7 Web 51 & #1i& & E 4

{# 3 RACADM % £1i% & [E 4

{# /) CMC Web R E #E 4

{$ 1 DUP B EI4

{$ FiT 2 RACADM & 3 [E 4

{$ A Lifecycle Controller Y32 BR 45 EHE 14

THEFEH

IETHRRGESCHRNBUR T EFH %
iDRAC7 Web 5 - THITEN BREGFRHZTHFIMG. BRI E SR T2 firmimg.d7.
% sE: AR89 30 4& = A F1E FH CMC Web 2 E1% & iDRACT.

ZERE - THAFETRERSH Dell EFHE (DUP). Linux 3R{ERFE Y R E=Z bin, M Windows ##
ERGRIXH REBZ exeo

Lifecycle Controller - T3 & # AT 4w R 3CfFF0 DUP, FfE M Lifecycle Controller Y Platform Update (&
B DREREIHREEG. EXTEEEHNESER, 155 dell.com/support/manuals iz i H)
Lifecycle Controller User’ s Guide (lifecycle Controller F§ F38F) -

{£F iDRAC7 Web REE $T& ZE 4
ZE{EF iDRACT Web REEFNZFE M, BHITUUTRE:

1. %% Overview (#fi£) — iDRAC Settings (iDRACi& &) — Update and Rollback (EEFHFAEIE) — Update
(EHD -

It B} 4% 2 7 Firmware Update (EE#) T1HE.
2. B Browse (%) , AMMFHEMEEEGBG I, AFET Upload (EH) .

3. #ELFEME, Update Details (EFFMIER) #H B~ LHZ iDRAC HETEHXHRERS. BXF
BRIMER, 15517 /IDRACT Online Help (iDRAC7 BANLESED
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4. EFFEFMRIEMXHFRETUATE—ED:

- WTFARFEFNRZERSISHEHRE, RS Install (32 . Flgn, d7 BHCH.

- WTFEEFHAREEHSISHEMEME, {58 E Install and Reboot (LZEFHEFH51S) X Install
NextReboot (TFREHG| AL .

- EEGHEHSES, 158 E Cancel (BUH) .

£ B3 Install and Reboot (Z3EFHE#H SIS ) K Install Next Reboot (TR EH SIS RIE) B, BRER
BB Updating Job Queue (EFEABAFTD .

5. Ei Job Queue ({EMFBAFI) E7% Job Queue (AEMMPAZ) TUE, ZEMATUUEFINERSMEMNESER,
g BE 0K (FRE) RIFHAITTEHEERSEEHRE.

{2 FH RACADM SE i £ &l 14

E/(FF RACADM EF% & E 4, 15E M update TH<. BXEZES, 155 dell.com/support/manuals £12
& RACADM Reference Guide for iDRAC7 and CMC (i& FAF iDRACT7 #1 CMC B9 RACADM S%45/) .

{8 F CMC Web F = #E 4

&R LAE R CMC Web SR ESE A T 71 1 R 5523 89 iDRACT Bl
f£F CMC Web 5 T 52 #7 iDRACT &4

1. &% CMC Web RE.

2. %% Server (BRE2E) — Overview (#LiR) — <server name>.
FERI < R 7% Server Status (BRE2IRZS) TUHE.

3. B LaunchiDRAC (/531iDRAC) Web FEEFH#1T iDRAC Firmware Update (iDRAC E#4EH1) -

{¢ A iDRACT Web 55 % #i% & B4

{3 DUP E T4

{3 Dell EFTEM4 & (DUP) EFE M Z AT, 1ETR:

o REFBH IPMIFIZERFEINIEF.
WMRIERIRSIZEIT Windows BIERZE, /2 A A Windows Management Instrumentation (WMI) AR -

7E: 7£ Linux B F DUP X P25 5 #1 iDRACT B4R, MRFEIZHIEHE M usb 5-2:
device descriptor read/64, error -71 (usb 5-2: W&AMIATTEI/ 64, ik
-71) ZEMEIRER, FARE.

c MRARFRET ESXEEER, NIFEIZITH DUP X4, EHAER T &=L "usharbitrator’ AR

%: service usbarbitrator stop
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f£F3 DUP SE 7 iDRACT7:

1. BTREMBERGTH OP HESERGE LEFE,

2. i&{7DUP.
EHREN. BHENTUEEFTENRIRL.

{£ A ITiE RACADM EHE 4
E(FFHIziE RACADM #H4TE -

1. BEHRGTHZ TFTP 8¢ FTP ARS8, filan: C:\downloads\firmimg.d7
2. BfTLLT RACADM %4
TFTP AR %5 25:

- {#£F fwupdate A% : racadm -r <iDRAC7 IP address> -u <username> -p
<password> fwupdate -g -u -a <path>

EHh parh & TFTP B 5588 £ 7744 firmimg.d7 BYGIE .
- {FH update %6%: racadm -r <iDRAC7 IP address> -u <username> -p <password>
update —f <filename>

FTP AR%5 28

- {$H fwupdate #%: racadm -r <iDRAC7 IP address> -u <username> -p
<password> fwupdate - f <ftpsrever IP> <ftpserver username> <ftpserver
password> -d <path>

Hh path 2 FTP BR 5585 _E750% firmimg.d7 BOGIE .

- {#F update 45%: racadm -r <iDRAC7 IP address> -u <username> -p <password>
update —f <filename>

BXELIEE, 1557 dell.com/support/manuals 1289 RACADM Command Line Reference Guide for
iDRAC7 and CMC (i&F3F iDRACT %1 CMC 89 RACADM #4175 %355 ) P8 fwupdate 4% .

{$ 9 Lifecycle Controller %2 AR 5% 5 £ E 44

B Xf#EH Lifecycle Controller Remote Services EHFEFRYEE, 1527 dell.com/support/manuals 12 4EH
Lifecycle Controller Remote Services Quick Start Guide (Lifecycle Controller Remote Services [#iEN[1¥E/) -

EEMEESHEREH

EAAEEFHMERIT AR, SFEEEMEREL. XR—MFAIDIE. £ TRERS|ISHE R LUBIBRHA
RIETA R
*E?E%i?%

{ /7 iDRAC7 Web REIEFFMER M ELEH

E({E A iDRAC Web AEEFITXIMENAIFIFR, 1EHZE Overview (HER) — Server (BREEE) — Job Queue (E
MEBAFY) . JobQueue (YEMLBA%YD T SR Lifecycle Controller fEMEFAFI 4R BIIRES . BRI RFEBIE
B, 1555 iDRACT Online Help (iDRACT BEM 3B .
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EMIRRAEL, iHEFMANME BT Delete (HIFR) . RESRIFTTEFF B M Lifecycle Controller {ENBAFI h 75
FRETEMEN . BRI T R EH S| SHABMERET G HEBGEITRI(EN . 1B EEMIBRESNEN, BOURZSH Running
(ETEIEIT) =X Downloading (IEETET &) Bl .

& ELA Server Control (BREZEEIEH]) PR BEMIBR ML .

f$£F RACADM EFNE B MR EHN
E{FF RACADM EF M ELEHT, (£ jobqueve FiHv< . BXEZIESR, 1521 dell.com/support/manuals

32489 RACADM Command Line Reference Guide for iDRACT and CMC (i&F3F iDRAC7 1 CMC &Y RACADM %%
T5EER) .

[B3% iDRAC7 E 4

ERTLUMER T3 A A B IR Z AT R K A AR AR :

iDRAC7 Web 5EE

CMC Web

RACADM CLI (iDRAC7 7 CMC)
Lifecycle Controller

Lifecycle Controller T2 AR &%

P S 3

{g FH iDRACT Web 52 [EEE 4

£ CMC Web REELRE 4

{$ F§ RACADM [EIiRE 4

{$£ F Lifecycle Controller [E13% & {4

{$£ A Lifecycle Controller-Remote Services [E]3% El#4

{$ F iDRAC7 Web SR E IR E

(& F iDRACT Web REIEIRE M, FHITATIRIE:

1.

E: AT FERT iDRACT B EIR, FXFHEMEMIR&EH.

7£ iDRAC7 Web RE ™, % = Overview (#iR) — iDRAC Settings (iDRAC i%£E) — Update and Rollback
(ESHFER) — Rollback (EF) .

Rollback ([E;%) Tl /& 2 B1A0 LARTBY B AR AS .
B# Next (T—%) .
EMAE%E, iDRACT EHSIS.

By & ERRERXTR, BIESEFLRE, ERERENSERGUHENIT.

ﬁ 7E: tn 5245 iDRACT BLEZ=i& A EIAE, M<Y5 iDRACT IP Hlt =% 4 192.168.0.120. #EATLUEA L IP
18] iDRACT, B {$ <t RACADM B¢ F2 (372 RACADM EZEM LK iFI14XR) FHHC = iDRACT it
ik,

ER5EHKE, IDRACT £ Ei%. E{F M iDRACT, B I LaiNeseE O ERAFIN S RTEOENE

.

EEE iDRACT BIMARA, BEETIMTARE:

- % Z Overview (H#EiR) — Server (BE%52%) — Properties (B1%) — Summary (FE) FH7#&
Server Information (fREFIER) B TEFEHRAE.
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- % ZF QOverview (Hfi&) — iDRAC Settings (iDRACi&&E) — Properties (JB1$) FH7E Integrated Dell
Remote Access Controller 7 (£ % Dell Remote Access Controller 7) B9 T EEE AR .

{8 CMC Web R mEE;RE 4
E{FFH CMC Web REEZ:

1. %E3%% CMC Web FHE.

2. %= Server Overview (PRE5=S#E3E) — <PR&SS[AM>.
FERN< &7 Server Status (ARFZSKA) TE.

3. Edi LaunchiDRAC (B3hiDRAC) Web FEEFH 1T iDRACT B ELR.

{&£F§ RACADM [EI:RE4

1R
7"
.

% SLBE{E A RACADM 4% iDRAC B4 EIREIARTHIEHIA . EXIIX—5, 1EEM fwupdate 8% . EXES
151
(

[}
2, {557 dell.com/support/manuals 32 t8Y9 RACADM Command Line Reference Guide for iDRAC7 and CMC
i& F3F iDRAC7 %0 CMC &9 RACADM # & 175 %45/) .

{$£F Lifecycle Controller [B13% &4

Hx158, 1557 dell.com/support/manuals 12 {£8Y Lifecycle Controller User” s Guide (Lifecycle Controller F3 A
EFE) .

{% F Lifecycle Controller-Remote Services [E];% &4

Hx1E58, 1557 dell.com/support/manuals 12 HE8Y Lifecycle Controller Remote Services Quick Start Guide
(Lifecycle Controller Remote Services RENITIERE) -

ik & iDRAC7

iDRACT 35 W MRIER G E, LUIFE{R IDRACT AI31S. MMRBIN T AT M A RAEMLEIR, SBIEELT/5I
Bz
iDRAC7 5|1 B2 F S E% B A 5| SRS .

R G BIR SRR LED $57R KT S AR L9 172 # RS ALR . (LED $87R KT AL TSR ANIE AR 55 25 AY
BH, BEFIRRARSHFMER. )

5|1 SR FIMEEELRE SD £HEiE.

{#F Windows R1ERS1E SD F1&N L FAT 4830, SEEA Linux IIERFIEEHER A EXTI 83K
4% firmimg.d7 £ %)% SD .

1% SD FHENARSE -

5ISAEFR1N SD +, 1LIAKRAT LED 7 RATE IR ERVIRIAR, ISER firmimg.d7, E#47Z iDRACT,
AR E#515 IDRACT.

{EF TFTP PR 28

T LA{sE A fa B ST R SR8 (TFTP) BR 5588 SR AR S FE 4R iDRACT B s R EEiEH . % il #E SM-CLP #1
RACADM & 1TRE* H T4 iDRACT g% 304 . TFTP BR%S S8 w47 {% B3 iDRACT IP titsi DNS & FRiFITiF].
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Eq i tRIE(ER iDRACT Web RERIEHIEBIMEME M, NI TFTP BRI 2.

7£ Windows % Linux I2E &% L, BAILUEM netstat -a WEREE TFTP RSB EFELEIEIT. TFTP BYEL
Nim A 69. R TFTP BRFZEREIT, BERITUTHREZ—:

FEM LG EE IR EMIEIT TFTP IREAYITEHL.
EIRMER S 23 TFTP ARS8,

3 F0IE R AR 55 35 Bo B 30

BAIUENRFERE, SRS MY EREMNBEHMGEFIXEAHNREIRE. &0 EIEFR7FEE vFlash SD
FEMLEZ (CIFS 5 NFS) HUEA 304,

FEXf vFlash SD F#ITEUMEIEZ AT, 1BHAR:

FEN. BEF04A1L Dell 324589 vFlash SD £
vFlash SD £ B 5 BRI = B F 5 &1 X4

EFMRXHEESMENRE YRR, BREESMEMEE, S I ERITIRRIEE.
ERITERRIEZRT, HWIREBBRAT Lifecycle Controller.

HFRERE, RERSFEMENDXEPHREFELFTER. TRIZEERATHERBMTRER—ME (FHlan
EEERE) WMEFA RGAH (BEZBRXEDHH) . MRAHTRFMTFARNAMAE, NASWHEFITIENR
B RE R HREiE R 2l Lifecycle BRE

{#F iDRAC7 Web R H & RS FEEXH
ZE{EF iDRACT Web REIE MRS REE XY, 1HEMITUTIEME:

1. % Z Overview (#[i®) — iDRAC Settings (iDRAC i¥E) — Backup and Restore (FHQFIIER) -
I B4% & 7= Backup and Restore Server Profile (Z{3#if/RAREREEXH) TTHE.

2. %$% Backup (&) .
3. ERUTERZ —RESH CHME:

- M4HEZ, 7 CIFS 3 NFS = EREFEH THIIE.
- VFLASH

4 WAFMXHRIMEESG (AL

5. INRiERE Network (M4 EAXHAME, HMAMBIEE.
BXRE&FHRWIER, 1ESW IDRACT Online Help (iDRACT BEHLE3EN)

6. 37 Backup Server Profile (F3AREEBEEXH) .
FHINRIERSN, BATLZE Job Queue (YENLEATID TTELEFRES. ERINEER, ISERENMNESR
BE0 .

{#F RACADM &4 Ak 5525 BL & 30 4

E{FF RACADM &M BRSRELE S0, 15{EH systemconfig backup TH# <. BXEZEE, 155 dell.com/
support/manuals 32 #4£89 RACADM Command Line Reference Guide for iDRAC7 and CMC (iEFF iDRAC7 %1 CMC
B RACADM & 175 E4ER) -
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{ A iDRAC7 Web 574 J5 AR 55 2% B & 304

ERXHERTERRS.
Z (&M iDRACT Web R E &M FIERARSZBRECE XM, HHPUTLUT#HE:

1. % Z Overview (#iR) — iDRAC Settings (iDRAC i¥E) — Backup and Restore (F#@F1iEE) .
Itk B 4% 22 7= Backup and Restore Server Profile (Z{23#1iX/RARSBEEH) THE.
%1% Restore (IFJR) .
EEUTE—THEE &M AL E:
- Mgtz
- VFLASH
BANEN X H2ERERD (AHE)
WMERIEFE Network (RI4E) 1EATHME, BRMAMERE.
BEXEFHMER, 15317 IDRACT Online Help (iDRACT BX#LEZEN)
6. EEFELUIT—IN:

- Preserve (fRER) - (REBEUMB N EMH B EFEREIE.
- Delete and Replace (MifxIE#) - FH MG HERHIEBEBIRRL.
7. $ﬁ? Restore Server Profile GR/RAREREELH) -
TEERERBEIEF.

{#F RACADM & J&R A 55 25 B & 3014

ZE(FF RACADM iZJE AR SR BLE (1, 151EH systemconfig restore 8% . HXEZER, 155 dell.com/
support/manuals 32 #4£89 RACADM Command Line Reference Guide for iDRAC7 and CMC (iEF3 T iDRAC7 %1 CMC
i) RACADM £ 175 %4ER) .

HRIRIENR

T RRIEIRF A

1. ENERZEXA.

2. HBBXHEZRTIEE Lifecycle Controller,
3. ENRFITF.

4. HEMEGNEETRIIETEK.

5. EMNRGFEH.

6. iDRAC EAnfc B IR/RTIETE

7. DRAC EFHEHN.

8. ZEEMENRFITHALUREESTE.

FEREMFREEE T /LN iDRACT

AT LUE R Dell Management Console 8% Dell OpenManage Essentials Z5#% 04550 iDRACT . #53% A] LU{E A Dell
Remote Access Configuration Tool (DRACT) 3k & #% iDRAC. EFFE LUK IEE Active Directory. BEXEEER,
BB A PSR,
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B & iDRACT

@37 iDRACT RTECE iDRACT B1%. WERFPUREEER, URITEEEEES.

7B E iDRACT Z /i, 1EMRCELE IDRACT MKIREMIIFMNLIEE, FACEHHEMIFAIE. F X IDRACT
PRERIF AR E R (E R, 155 BB AIE.

B LMER LT A /AR & iDRACT:

iDRAC7 Web 2|
RACADM
LIERRS (1B R Lifecycle Controller Remote Services User’ s Guide (Lifecycle Controller Remote Services

RFiEfE)

IPMITool (i5& 17 Baseboard Management Controller Management Utilities User’ s Guide (Baseboard
Management Controller EIE /N BIZEFAPIERE) )

ERE iDRACT, IFHUTATHRIE:

1. ZEFE|IDRACT.

2. WMELE, EUMELE.

Ky & nRIECEE DRACT ML E, &7 DRACT IP thilig B3 i2h{E M iDRAC IRELRREF, A
PRI TR

B & 715 iDRACT B R TH .

EERERET.

MELE, BERFNE.

MmAEVE, BE XK EL NTP).

331 E) iDRACT WA MR EIEIBIE /3%:

- IPMI B RAC &#1T
- IPMI Serial Over LAN (IPMILAN _E£E47)

N o o P~

- LAN L IPMI
- SSH =% Telnet % P
RENFREEES

. AnFnECE BB PRAY iDRACT A .
10. BCEFNEFEFHREER. SNMP FERFSK IPMI 4R .
1. WBELE, RENE LIRKE.
12. BRALXEZRE.
13. MAELE, BEEBUTH AFERIER.
14. MMBVE, BLE vFlash SD .
15. MELE, §EF—3|5EE&.
16. MELE, 1% 0SigE iDRAC Hil.
LEPS 22

% 3% iDRACY

BRI E
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B FNEIR B R
F'FEJ:/AHH IR }?zl?%
EEHEREIEH &
EEEUN R

I8 vFlash SD +
BEE—55
B 0S 2] iDRAC Hif
ECE iDRACT LL& X EAR

#&E iDRACT 8

AT LLEE iDRACT B9EKE .

{Ef Web REZEE iDRACT 5 &

7£ iDRAC7 Web SRE 1, 1542 Overview (#E¥%) — iDRAC Settings (iDRAC &) — Properties (B1t) , &
E5DRACTHXMUTER. BXERMEMNIER, 1B5SH IDRACT BHIZ7E].
s REREE
BN E R A
R E A
RAC F d]
Al REE I STEE
BRISIEH
© LAN A TFRASERRKES
«  IPMI KA
s APREREEER
Mgz &
IPv4 & &
IPv6 i &

£ RACADM &% iDRACT 5 &

E{E A RACADM & & iDRACT 58, %5357 dell.com/supportymanuals = RACADM Command Line Reference Guide
for iDRACT and CMC (3&F3F iDRAC7 #1 CMC &Y RACADM #2175 %45/ ) PIEMHAT getsysinfo B get Fhr
SEMER.

IS MEIZE

{3 iDRAC IR E /> FTEFECE iDRACT MZIRE R, LA LUEBig iDRACT Web 52ME. RACADM. Lifecycle

Controller. Dell Deployment Toolkit #1 Server Administrator (3| S ERERGKR) EHRE. BXTEMVRIE
ENFEMESR, FSAMENMARERE.
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E: 3k

FH iDRAC7 Web S TE S, RACADM £ MK RE, EAHIEH Configure (BLE) HUIR.
yE: E M 4RI B T] e {35 5] iDRACT B 2 AT P 48 i 1 P T .

&£/ Web RIS ML E

=g
1.

P4 iDRACT MEIKE, HERITLULTIRIE:

7£ iDRAC7 Web SRE 1, 3£ Overview (#fi&) — iDRAC Settings (iDRAC#&E) — Network (PI4&) .
FEEI< &7~ Network (f4&) Tim.

RIBEHERIEEMEZRE. THIEE. IPv4. IPv6. IPMIFI/3¢ VLAN & EFH & Apply (A .

R %1% Network Settings (M4&i& &) TAY Auto Dedicated NIC (B z1ER NIC) , T iDRAC 15 NIC
EEEREZ LOM (1. 2. 38(4) FF B 7 DRACERNIC _th,)ﬂllﬁuwfﬂj‘, iDRAC & BB H NIC k3R 3R{E
LR NIC. WR7EE A NIC LM ARF)4E5E, N iDRAC (FRH = LOM. MLZ NIC 1#:31% A NIC &9
Rt A R, TMER NIC 1# 2|3 = NIC A9#8AT 4 30 #b. BT LUER RACADM = WS-MAN B & It #8AHE .

BERFEBWIER, 1557 iDRAC7 Online Help (iDRACT BX#1%381) .

At RACADM & M 4% &

=5

E3kd

LT

BRATAMEEMNETIR, BREANUTHS:
iE: B AT LIS getconfig #0 config Ay $ B get #1 set A5% 5 RACADM MW REL&S1EM .

£ getconfig 6% : racadm getconfig -g cfgLanNetworking
{£F get 8% : racadm get iDRAC.Nic

F DHCP 3%158 IP #btik, i5EA TEA®HES S A5 cfgNicUseDhep = DHCPEnable 3+ /3 A tE T &€

{£F config #5%: racadm config -g cfgLanNetworking -o cfgNicUseDHCP 1
{EF set i5%: racadm set iDRAC.IPv4.DHCPEnable 1

IR B ER A SEER TR LAN M%EE14%:
£ config #%:

racadm config -g cfglanNetworking -o cfgNicEnable 1 racadm config -g
cfgLanNetworking -o cfgNicIpAddress 192.168.0.120 racadm config -g
cfgLanNetworking -o cfgNicNetmask 255.255.255.0 racadm config -g
cfglanNetworking -o cfgNicGateway 192.168.0.120 racadm config -g
cfglLanNetworking -o cfgNicUseDHCP 0 racadm config -g cfgLanNetworking -o
cfgDNSServersFromDHCP 0 racadm config -g cfgLanNetworking -o
cfgDNSServerl 192.168.0.5 racadm config -g cfglLanNetworking -o
cfgDNSServer2 192.168.0.6 racadm config -g cfglLanNetworking -o
cfgDNSRegisterRac 1 racadm config -g cfglLanNetworking -o cfgDNSRacName
RAC-EK00002 racadm config -g cfglLanNetworking -o cfgDNSDomainNameFromDHCP
0 racadm config -g cfgLanNetworking -o cfgDNSDomainName MYDOMAIN

f# i set in%:

racadm set iDRAC.Nic.Enable 1 racadm set iDRAC.IPv4.Address 192.168.0.120
racadm set 1iDRAC.IPv4.Netmask 255.255.255.0 racadm set iDRAC.IPv4.Gateway
192.168.0.120 racadm set iDRAC.IPv4.DHCPEnable 0 racadm set
iDRAC.IPv4.DNSFromDHCP 0 racadm set iDRAC.IPv4.DNS1 192.168.0.5 racadm
set iDRAC.IPv4.DNS2 192.168.0.6 racadm set iDRAC.Nic.DNSRegister 1 racadm

set iDRAC.Nic.DNSRacName RAC-EK00002 racadm set
iDRAC.Nic.DNSDomainFromDHCP 0 racadm set iDRAC.Nic.DNSDomainName MYDOMAIN
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o

Fo & IP k0 IP fALE
BT AARIEZS, i iDRACT BHER LU T TR E A MR 2 1

IP §%iE PR %377 2] iDRACT B9% FPim Ay IP HlESEE . BEFMEANE R P it 58 ERSEEFITHLE, #F
0 213k 8 Management Station (E IP #ilit FiZSEEI KD AYiDRACT i71al. FE EfthE RiFKEBIFH
1B,

IP FAZER] SNZS M E R BHFE IP ik BB RARBORE LR, FFBALLE (SBEIE) Z bk 7 ik A9 B a3
A% R iDRACT. BI1E:

- RITHIBERERMORE.

- XKW R BT E)SE (L}lﬂ‘ﬁiﬁ)

- FHFEZE IP HEFERE I SRIFRMOREE R REZ L SIARYATE] (LIRP MG .

PEEHE IP fli’ﬂt’*%%ﬁ'ﬂlm%lﬂ’l?im ZITREBEABITHREFICR. SAPEMERE, KMALIER
BHoER, FEAMITHRERE

% EMRREE R IP b EREREREL, PESSHEARSERUTESR: ssh exchange
identification: Connection closed by remote host (ssh exchange Fpill: YL
FEHKHD

% £ an R 1% (E M Dell Deployment Toolkit (DTK), B XNRHIEEIESE (Dell Deployment Toolkit /5 /775
)

{$£F3 iDRAC7 Web SRHEIECE IP i35EFA IP 4

B M E BB E iDRACT IR PR A BEITIX LS IR,
B E IP SZUEFD IP 440
1. 7£iDRAC7 Web @, %% Overview (#t¥3) — iDRAC Settings (iDRACi&E) — Network (&)
Network (PI4&) .
FEEI< 27~ Network (PI4%) TimH.
2. i Advanced Settings (HRIEE) .
RERN < & 5~ Network Security (RZgZ&2M) TIH.
3. IBTEIPIEMHPILE.
BXAEZRTMER, 1ES1R (IDRACT BHI#E)
4. B Apply (BIFR) IRTFIRE.
{:F§ RACADM ECE& IP i#n IP PHE
1AL B BLE iDRACT RIAL R A BB TIX L 45 18
LR E IP iFEF0 IP PHE, EEMALLT RACADM x#%:
{£F config 5% :

- cfgRacTunelpRangeEnable
- cfgRacTunelpRangeAddr
- cfgRacTunelpRangeMask
- cfgRacTunelpBlkEnable

- cfgRacTunelpBlkFailCount
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- cfgRacTunelpBIkFailWindow
+ 1% set #4545 iDRAC.IPBlocking ¢E H By Xt & EL & 1F

- RangeEnable
- RangeAddr
- RangeMask
- BlockEnable
- FailCount

- FailWindow
- PenaltyTime

cfgRacTunelpRangeMask =% RangeMask /& 14 *F3Z A IP i1k #0 cfgRacTunelpRangeAddr 5k RangeAddr ETHERY IP #b
HEER . MRE %mﬂ, M A IFRENE RIEK 8] iDRACT. MULSEESMY IP it B RS SHEIR.

MRUTRERETE, ERBSBE:
o [FEAMEYIEX: cfgRacTuneIpRangeMask & (<incoming-IP-address> *
cfgRacTuneIpRangeAddr)
+ {EA#IEX: RangeMask & (<incoming-IP-address> " RangeAddr)

Hh A REEWRM “57 , M BB “RH” .
IP 32751

* LU RACADM #r 4 £ [H3E 192.168.0.57 LLSMNEFR G IP Hbdit:

- {3 config &%
racadm config -g cfgRacTuning -o cfgRacTunelpRangeEnable 1 racadm

config -g cfgRacTuning -o cfgRacTunelpRangeAddr 192.168.0.57 racadm
config -g cfgRacTuning -o cfgRacTunelIpRangeMask 255.255.255.255

- {EH set@wd:
racadm set iDRAC.IPBlocking.RangeEnable 1 racadm set

iDRAC.IPBlocking.RangeAddr 192.168.0.57 racadm set
iDRAC.IPBlocking.RangeMask 255.255.255.255

o EWBEFZRFIF—EMANELE Pt (Fian, 192.168.0.212 F 192.168.0.215) , MEIFHEDF IR IEH
ML ER B AL :
- 1§FH Setﬁi{?\:
racadm set iDRAC.IPBlocking.RangeEnable 1 racadm set

iDRAC.IPBlocking.RangeAddr 192.168.0.212 racadm set
iDRAC.IPBlocking.RangeMask 255.255.255.252

SRR RFHIREN 252, +HFHIEFH 111111000,
IP BEEE 715
o KUITRGIRE, MRE—SHRESIRAZREREM, WELEEERY P #IHETTSER 5.
- {4 config %%

racadm config -g cfgRacTuning -o cfgRacTunelpRangeEnable 1 racadm
config -g cfgRacTuning -o cfgRacTuneIpBlkFailCount 5 racadm config -
g cfgRacTuning -o cfgRacTunelpBlkFailWindow 60

- [EA set %
racadm set iDRAC.IPBlocking.RangeEnable 1 racadm set

iDRAC.IPBlocking.FailCount 5 racadm set iDRAC.IPBlocking.FailWindow
60
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UTRBISEIE—S8 A =R ERRM IR, FEEMNER S —

- {#M config &8 %:
racadm config -g cfgRacTuning -o cfgRacTuneIpBlkEnable 1 racadm
config -g cfgRacTuning -o cfgRacTunelIpBlkFailCount 3 racadm config -
g cfgRacTuning -o cfgRacTunelpBlkFailWindow 60 racadm config -g
cfgRacTuning -o cfgRacTunelIpBlkPenaltyTime 3600

- {EH set$:
racadm set iDRAC.IPBlocking.BlockEnable 1 racadm set

iDRAC.IPBlocking.FailCount 3 racadm set iDRAC.IPBlocking.FailWindow
60 racadm set iDRAC.IPBlocking.PenaltyTime 3600

BXEZEE, 155 dell.com/supportymanuals L3289 RACADM Command Line Reference Guide for iDRAC7
and CMC (G&FF iDRAC7 #0 CMC B9 RACADM £ 17& %46/ ) -

Ao E AR 55

I&ATLATE iDRACT EECEMBALTARS:

AL E - A A RACADM #1 iDRAC IREARRRFEL (AEHNFRS) iAiE iDRACT L&
A

Web Server - A Fi %t iDRAC7 Web FRERYTIE] . MREEERIZIET, 15{EH 2t RACADM E# /A A Web
Server, B %= Web Server B £ [F] B 2% T2 RACADM.,

SSH - i# 3 [E 14 RACADM if5 i8] iDRACT .

Telnet - i@ 3 E £ RACADM if5 (8] iDRACT

iT#2 RACADM - L2 i/ (8] iDRACT.

SNMP {32 - =5 i %F iDRAC7 # SNMP 2534 (GET. GETNEXT #1 GETBULK ##1E) B93c#%.
BHARGEMRENE — BRALARFKHERRS.

£/ Web RHEECERS

{$ 9 iDRAC7 Web REE BARS

1.

7£ iDRACT Web SEE 1, %5 Overview (#£3%5) — iDRAC Settings (iDRAC#&'E) — Network (%) —
Services (AR%) -

%R Services (BRSZ) T1E.

2 EEFBES, AERE Apply (A .
BXEREMER, BSH (DRACT BHIFE) .
{F RACADM EC & AR %

E{FF RACADM BAFMEERMRS, EMITATERE:

56

BT MRS config v SELSERA:

- cfgRacTunelocalConfigDisable
- cfgRacTuneCtrlEConfigDisable
- cfgSerialSshEnable

- cfgRacTuneSshPort

- cfgSsnMgtSshldleTimeout

- cfgSerialTelnetEnable



- cfgRacTuneTelnetPort

- cfgSsnMgtTelnetldleTimeout

- cfgRacTuneWebserverEnable

- cfgSsnMgtWebserverTimeout

- cfgRacTuneHttpPort

- cfgRacTuneHttpsPort

- cfgRacTuneRemoteRacadmEnable

- cfgSsnMgtRacadmTimeout

- cfgO0obSnmpAgentEnable
cfg0obSnmpAgentCommunity

© BUTHREPHNRS set HLEEEMA:

- iDRAC.LocalSecurity
- iDRAC.LocalSecurity
- iDRAC.SSH

- iDRAC.Webserver

- iDRAC.Telnet

- iDRAC.Racadm

- iDRAC.SNMP

BEXEMNRELIEE, 1§57 dell.com/support/manuals L1289 RACADM Command Line Reference Guide
for iDRAC7 and CMC (G&F3F iDRACT #1 CMC B4 RACADM @& 175 %£4E/) .

B S A HERE TR
EUREEZE RFRIFIER LCD #1 LED BRE.
IFHZRAERXRSEE, ERMERMRIERATR:

« LCD mymE#RF0Z&%E ID LED
+ LED RIE#RFNF% ID LED

MFRRRS R, REF[ETHRELABGRE IDLED ATA, BAA7IRXHFEESH LCD.

TR
BLELCDIRE
FLE %4 1D LED iR B

ECE LCDwE

EALIEZ ERGR LCD BTAMR LR EFRRECAFF & (HIa0iDRAC &FR. IP %) AR EXMFFHEH.

{EFH Web REECE LCD RE
EREERSEE LCD BiEiRE R
1. 7£iDRAC7Web REH, % Z Overview (#fiR) — Hardware (F8f§) — Front Panel (FIHEH) .

2. 7ELCD Settings (LCD & &) 84>, M SetHome Message GEEBETRENE) THiscsard, EFETIHIER
Z—:

- BREFRE GO
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- BERE

- DRAC MAC it

- DRAC IPv4 tthiik

- DRAC IPv6 $thiit

- RHEME

- INERE

- RGIEIS

- ENZ

- APEX

-k
R 1%1%$E User Defined (AAAES) , BEXKERBNEIEHES.
WMREESE None (&) , MASAERSH LD FIEBRLEETERBTER.

3. BHEMSH &R (k) . MRERH, MARSEE LAY Live Front Panel Feed (BTEIMRSEAHMEE) #R4rF0
LCD AR S EFEENERIEH ESIEM B/R Virtual console session active (ERUZHIESIE
AED EHE.

4. Bz Apply (RZAD .

BR%=5 LD AR ETRENEREHEHE.

{# ) RACADM B2 & LCD & &

Efl BHARSSE LCD BiERE =R, 15{EMH System LCD A AIxts. BXELEE, 15217 dell.com/support/
manuals _E32t89 RACADM Command Line Reference Guide for iDRAC7 and CMC (&P F iDRACT7 %0 CMC &Y
RACADM #2175 % 4Em) -

£/ DRAC & B AEEFEE LCD ®E

ERERSSE LCD BIERE R

1.

7£ iDRAC & B AFIEFH, % Z Front Panel Security (BTERZ L) .

I B 1% & 7 iDRAC Settings.Front Panel Security (iDRAC & BERTEREZ£1M) .
BASZERBIRZRE.

BT &IN:

- XTRIERAIE

- LCDHEFF®

- RGHFEE. MEREEEMHEIRER
BRREZAEIIETH S8R,
BREEMMIER, 15518 /DRAC Settings Utility Online Help (iDRAC 1R & > FITZFEAHLERE)
k83 Back (E—%) . Finish (5EE) #1Yes (&) .

BECER% IDLED & E

ZiAARS R, FESERZ LERANZER ID LED iNfF.
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{5/ Web R BCE R4 ID LED & &
A& &% ID LED BR&E:
1. 7£iDRAC7 Web REH, % Z Overview (#%) — Hardware (Bf) — FrontPanel (BiEIR) - BETF

Front Panel (RTEIMR) TV .
2. 7£ System ID LED Settings (&%t ID LED i 8) XA, £ FRUTEEIRTLUEBEEF LED (AKk:

- Blink Off (IAJ¥REHAD)
- Blink On (IRAKRFFRED
- Blink On 1 Day Timeout (JAYRFFE 1 RFBAT)
- Blink On 1 Week Timeout CIA¥EFF/E 1 E#BAT)
- Blink On 1 Month Timeout (IRAYRFFE 14 B8R
3. B Apply (RIAD
BITE#E _E A LED AYRBENEC E TR -

{5 F RACADM B2 & %% ID LED & &

EfRREZRY IDLED, 5FM setled 8%, BXESIESR, 15E 1A dell.com/support/manuals iR itH5 RACADM
Command Line Reference Guide for iDRAC7 and CMC (&R T iDRAC7 0 CMC B9 RACADM #r & 178 %i5m) .

ACE B X#1 NTP

15T LA P R £ B (8] B3 (NTP) T E BIOS S EH % %At 8] 7€ iDRAC EEC &R X F ] 47 iDRAC B [&]
BB EWNRA REECER X3 NTP iR E .

{s£FH iDRAC Web S mEic ERF X F0 NTP

ZE{E A iDRAC Web REECEFTXF1 NTP, IFHITLATRIE:

1. %% Overview (#fi&) — iDRAC Settings (iDRAC i&®) — Properties (JB1#) — Settings G&&E) -
FEED & 7% Time zone and NTP (BF[X#1 NTP) Tim.
EREMRX, 1FM TimeZone (FX) THFEPEZFMEHMNX, SARES Apply (D .
ERE NTP, iHBH NTP, #iX\ NTP AR &5ttuhit, SAFRE T Apply (RZFD)
BXEFERWMIER, 15518 /IDRACT Online Help (iDRACT BE#LEEEH) .

{# F RACADM B Z B} [XF1 NTP
Z{§FF RACADM B EBF X F0 NTP, i%4% iDRAC.Time #1 iDRAC.NTPConfigGroup b HI3t R 5 set A SEAER .

BEEZIEE, 1557 dell.com/support/manuals _E12 85 RACADM Command Line Reference Guide for iDRAC7
and CMC (i&F3F iDRACT #1 CMC B9 RACADM &£ 178 %45/) .

WEE—IIBEEF

BAILLEEE—5|I SR ENHAT RIS B THREREEHGIS. RIFIER, BRILLEBERFENE—3IS

B&E. REE TN RMBREEFSISHEMNETIEESIF, FRFEHNBIOSSIFIRFFIIE—3IFEE, HI

M iDRAC7 Web RE M BIOS 5| RINFHFHITEL AL, BRI E—SISEEFEEAUTESZ—:
FE3E
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PXE

BIOS & &
AR B/ FEA BN R
7Kt CD/DVD
RS
R A

FE#1 CD/DVD/ISO
mRES M E
it SD £

VFLASH

Lifecycle Controller
BIOS Boot Manager

F4 £ DRACTWeb REHFHE—5ISREREIFE AR BIOS 5IFRE.

fEF Web SR EAREE—35I2”&F

{3 iDRAC7 Web RHEIEEFE —5| %K

1. % Z Overview (#%) — Server (FR%38) — Setup (i&E\) — FirstBootDevice (F—5IRi&&) .
1% £ 7% First Boot Device (F—5|Ri&#&) M-

2. NTHRIIFRPEFRAFHE—SISEE, AREET Apply (A .
REBNIEFEHAEHITREEHISHEESIS.

3. ENRENKSISHMNETIESESIS, 15i%F BootOnce (3[B—%) . ki, REZIGM BIOS 5| SIFEH#Y
F—5|15&E3E.
BXRIEMBEMIER, BSIR (IDRACT BHZPE)) -

{£F RACADM & B E—3| 2i&&

BEigEE—5|58%E, 15{EH cfgServerFirstBootDevice 315 .
ERRAEESI8—X, 1B cfgServerBootOnce X% .

BERXEXNRMWESISE, 1527 dell.com/support/manuals 32 1#Y RACADM Command Line Reference Guide
for iDRAC7 and CMC (i&FF iDRACT %1 CMC B9 RACADM 4 & 175 %455) .

FERELEH S REE T BRE

ERSHBEITHSISIRFETZH, BUUEEMEHAETERPEERESEMMERENPSISMNIRE. &7
LAt Setting First Boot Device (IRBE—3|5i&&) HIHBFAAE TFHRENIT—XEIS.
EFRAEMSHAREE —3I5&E, BPITUTRE:

1. BIEBEHE.
2. HEEPUSFIEEESRD, M NextBoot (RG] REPIREMFMREFEAE—ITRE.




BRLXERRER:

1. M Dell Systems Management Tools and DocumentationDVD #, TE5E &4t %% Server Administrator.

BFEEZIEE, 1557 dell.com/support/manuals _E1Z 84 Dell OpenManage Server Administrator Installation
Guide (Dell OpenManage Server Administrator Z225455) .

2.  7£Windows BEIfkET OH, RAEREFEBHNEHSISER.
BEXEZEE, 1558 Windows 15 BA 3.

3. {EM Server Administrator 7] /2 F3 Auto Recovery (E&IkE) ERTSE. 1% Auto Recovery (BFIRE) 121EE
&} Reset (Ei&) . Power Off (x#) 3 Power Cycle (EHFFH) , FUFAHBLIEEEHEE (60-
480 Z [EBIE) .

BXELEE, 1557 dell.com/support/manuals L2 Dell OpenManage Server Administrator Installation
Guide (Dell OpenManage Server Administrator Z225357) .

4, {FRAUT®BIZ—EH Auto Shutdown and Recovery (ASR) ( B % AF0kE (ASR)) 1IN
- Server Administrator - i5% %] dell.com/support/manuals -$2#t8Y Dell OpenManage Server
Administrator User’ s Guide (Dell OpenManage Server Administrator Bl F$57)
- 7ZKih RACADM - ERHU T #%:

racadm config -g cfgRacTuning -o cfgRacTuneAsrEnable 1

5. J&F] Automated System Recovery Agent (BZ1 R MENRIE) . EXWX—m, 15 ZE Overview (HER)
— iDRAC Settings (iDRAC &) — Network (PI#%) — Services (BR%) , i%iZ Enabled (B , AR
B Apply (RZFD)

B ZH 0S 2] iDRAC Ei&

EBEMLETFE Card (NDC) S AR EMA B FIE M (LOM) & ZRIBRSSEE S, ATLUZF 0S 2 iDRAC HiB1h
fE, ZIEEETHZ LOM (MZESUEXRSE ) HEANIC (N2, BXHTIHRSE) , 7 iDRACT FIEH
BIERGZ BRI EEW T RIEIS. iDRACT Enterprise 1 AT IEIR 1 T BE

WMRBEFEEANICERH, WAEEVIRERGEDBHRLEEE, sA/F770E iDRACWeb RHE. JIHEREEMEHR

NIC i&id Chassis Management Controller 2.
EEMANIC HHEE LOM Z B R EREFH BN EF R ENIRIER S iDRAC.
BRI BT AN BRALEE

* iDRAC Web i m
*  RACADM s WS-MAN (Fi1ERZFINE)
+ DRACIREARERF (FRERFKRE)

WNRET iDRACWeb REEN TMBEE, MHHELDZEE 10 #7482 0S 2 iDRAC Hil.

R 1Ei@ i RACADM 5 WS-MAN {#f XML BCE S, FERMRLEXHEFMBEELETH, WEHRESF
15 #» /5 A 0S | iDRAC E‘%Iﬂ“‘éﬁiiﬁﬁ 0S EH IP ik,

£/2F 0S ) iDRAC BB Z B, 1HMHAR:

o EHUIRIMERZANIDRACT AL FRE—FM.
 BEREFVIRIERS P ik,
« 1RE7% Configure (FLE) IR.

7L/ R LT RERY :

© EHZEAT, ENRERZH IPHIEEER.

o ELTRBRAT, BLFUREENIRERZNERIP Hit. MRS A LOM &FEHIKT, FRMAE—F
LOM &Y IP it .
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/5 0S 2 iDRAC Ei@ThEER, WRILINREF#EIER:

© HMEREIEMIERET IDRAC HIE A NIC 45,
* BRED—ALOM &FEIRE.

T i #F 0S 2 iDRAC EBINEERIFHIFI%R.
%.7:: 0S Z iDRAC Eif - 1M+

%5 BER x5

NDC Broadcom - 57800S QP rNDC (10G BASE-T + 16 BASE-T)

+ 57800S QP rNDC (10G SFP+ + 1G BASE-T)
* 5720 QP rNDC 1G BASE-T

* 57810S DP bNDC KR

» 57840 4x10G SFP+ (Sirius)

» 57840 4x10G KR (Regulus)

Intel - i540 QP rNDC (10G BASE-T + 1G BASE-T)
- i350 QP rNDC 1G BASE-T
- i520 DP bNDC KR
» x520 2X10G SFP+/i350 2X1G Base-T (Saiph)

QLogic 10G DP bNDC KR

RE+  Broadcom . 57190P 16 Mezz

* 57810S DP 10G KR Mezz

Intel « DP 10Gb KR Mezz
* {350 QP 1G Mezz

QLogic + DP 10Gb SFP+/DA CNA Mezz

* (QME2662 FC16

* QME2572 FC8

Emulex LPM16002

NIC Broadcom + 57810 DP 10G SFP+ ADAPTER

+ 57810C DP 10G BASE-T ADAPTER
* 5720DP 1G ADAPTER
* 57190QP 1G ADAPTER

Intel - X540 DP 10G BASE-T ADAPTER
- 1350 DP 16 ADAPTER
- 1350 QP 16 ADAPTER
- X520 DP 10G SFP+ ADAPTER
Qlogic DP 10Gh SFP+/DA CNA ADAPTER

PCle Emulex LPe16000
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£5| HER K2

Qlogic - QLE2660 FC16
QLE2662 FC16
QLE2560 FC8
QLE2562 FC8

T &FA3%#5 0S 2| iDRAC HiBINAE:

* Intel 10 Gig bNDC.
&AM EHIZEAY Intel rNDC (Elk Flat rNDC) - 106 358 88 R 3%
Qlogic bNDC Part # D90TX.

£/ Web SR HE /B =2 0S 2| iDRAC Eifi
E{EH Web RE B 0S 2| iDRAC B, FHITILTIR{E:

1. % Z Overview (#fiR) — iDRAC Settings (iDRAC i&&E) — Network (f4&) — 0S to iDRAC Pass-through
(0S Zl iDRAC & @) .

It B 4% 22 7= 0S to iDRAC Pass-through (0S %/ iDRAC Ei&) T1iH.

2. % Enable (B . ECEAIEW OS IP #biit B 7R7E 0S IP Address (0S IP ithiit) FE b, E2H, FiEF
Disable (Z£H) FitZEHIE 4.

3. B Test Network Connection Gt PI4%%E3%) I&E iDRAC 2 & REEIZZ L IP Hbiit.
4 &% Apply (RZFD) . 0S 2 iDRAC E@E/RA.

{£F§ RACADM /2 =35/ 0S 2 iDRAC Hil

E(FF RACADM E I EE M 0S 2/ iDRAC Hif, iH{¥F iDRAC.0S-BMC AHixi%. BXEZER, FSH
dell.com/support/manuals 32189 RACADM Command Line Reference Guide for iDRAC7 and CMC (i& FF iDRACT
#0 CMC #9 RACADM &£ 1T5%48/)

{£/ iDRAC iR E A F2 /¥ /5 555 A 0S 2 iDRAC Ei&

E(EH iDRAC IREAFREF/ZHASZEMA 0S 2/ iDRAC Hid, FHMITILTRIE:

1. 7EiDRACIEE/AFBIEFH, % ZE 0StoiDRAC Pass-Through (0S % iDRAC Hif) -
F# RN & 7 iDRAC Settings.0S to iDRAC Pass-through (iDRAC i% & 0S 2 iDRAC i) Tim.

2. i%$¥ Enabled (J3F)> LISH 0S 2 iDRAC Ei#. &N, i15i%E+¥ Disabled (ZF) . ELEAYEH 0S IP ik
F5R7E 0S IP Address (0S IP #itit) FEE .

3. fkxEd#Back (E—2%) . Finish () #Yes () . FMEEEANBEIRTE.

TRIMETETFERLRMIERLEE.
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FEETERRBNIER AR

BRAR IEH 2R WELA 3%

{$ F Active Directory By —&35% Al{E CAEH %ﬁk CSR FFMIEH IAEH A ZRELE

ig% Active Directory F§ A RYE & . EPES . &g}gﬁtm kﬂ;@ﬁg_ﬁg%

+ TR CASEH LY b )

LTSRS
A5 CAEH — IEH A
CAMi% .

Active Directory i P& 3 Al{E CAEH ItEIEF H CA ik .

A P ER SSLEH 4 B CSR 3 M AT {5 CA SRERZE &

E4 :E:iDRACT BHEIANBXE®S
SSL AR =%IEH . iDRACT Web
BRS5 25 LT BRFNE RIS
AfEALIES.

FHxEEE
SSL B 55 28iE
SRR IE R &

SSL Ak 55 2%iE+H

iDRAC7 B2 Web AR 5528, ZARFZHR/ECEHER TAFRER SSLREMNEM L LEMMELRIE. SSLEILE
ENRMEBERAEMZ £, B—HMIZEZMMESAR, BTES RS RS ERESIIEMNE B
5, BIILEE M4 ERY ST,

BR SSL YRS AT T IESS:

@AM SSLAE FiRiEE &
SRR R GE L INE B R

ZINBEHIE A IR S R EIERIT . iDRACT %A 128 {32 SSL MR, XEJLEF A Internet H TR L EH
IERR.
iDRAC7 Web RR55 252N B2 Dell EX ZBIME— SSLEFIEH . BT LI B HIEH MAZHM (CA) E2BEREE
HRELIARY SSLAEH . IEPMEANME - TK, EEEFHARTIHFEATEMNHFIE. RANEHLEERS
FROEAESEIAT . CA BYREIEHE Thawte F1 VeriSign. E/R KRS CA ZLZBYIEHAY3TE, i5{EH iDRACT
Web R E = RACADM REE R B SEARESIEBERIEK (CSR). AR, HEMKAI CSRIEIZLA CA, Himn
VeriSign = Thawte. 7EULEI CA ZE &8 SSLIEH/E, 1HH E#i2IiDRAC.
W FEIEILEERIE ) iDRAC, iDRAC B SSLIEB MM EEIRLAIE B EFiEDR . B F%%E SSLIEH
&, XHah a8 AT LU iE) iDRAC MAS B RIEPES,
BRI EH B EXHERIEE R SSLIEREER, MARKBULIIEEMNEIAZERITE. BEBEEXERIE
IS NFFE IR, FRAEEXSRIFHAETE DRACHRAIER. MREBEX SSLIFHEEERAM LB
EXKZIES, WEEX SSLIEB#HEZER, MEABEXZERIIBEXEZMN— X EBaERA SSLIEH. EaTld
THEEXZRIEE GEEM) . BETURBRIENEEXERZIEE. EMEREEXZRZIESE, iDRAC
ERFEHNERFTHNEZER SSLIES. MREFERBEZIES, WLF7E DRAC FIEBELZ AERFT. B
BEMRM SSLIERERBZERZIES, BHEALEE—X, FAX—XRMFEBHMATEE GERATEREF
iDRAC AR XIKE) -
HXEE

4 BETEYIE B BB iEK
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L # RS uE P
EEREEBIES
LHEENEZIED
THEEX SSLIFEZERIrH
MBS B ENX SSLIEPEAIES

ERIENERERIE

CSR =21 SSL AR 55 85E 4 AYIEH INIEN M (CA) & HRIEFIEK. SSLARS=ZEE A 1F RS FBME P iREERS
BHER, FESRSSEMAMESIE.

CA 7£1 2| CSR FE & H#ZFLEIE CSR A ESMER. MRAIBATES CANRENE, CASAHEFEXERN
SSLARZ=HEH, HRBEANRSSES Nlanagement Station _EIZ{THIR ba 8838 37 SSLEERT, ZIEP AT ME—ith
FRIREIE ABIAR £ 85

CA #it CSR Mk SSLHE%%%iE#E, ZIEP AT L5 F) iDRACT. FAF 45X CSR (777 iDRACT E#) LHIE
BAE SSLIRZRIEEHESHEETE, MFEIR, ZIiEH L JUBid iDRACT €JEH CSR £ R,
HxHE

SSL BR 55 S8E 5

£ Web RE4 AL CSR
4 R #7 CSR:

Q SN CSRE S BEE M EHEHI (M LLATAY CSR ##E. CSR MBS 2 FCHE SSL ARG BiEH iy
8. &N, iDRACT A&IEZZIE.

1. 7£iDRAC7 Web S2EH, %£Z Overview (i) — iDRAC Settings (iDRACi&&) — Network (f4%) —
SSL, i%£#% Generate a New Certificate Signing Request (CSR) (R —FTEH X RZ1EXK (CSR)) , AFET
Next (T—%) .

1% & 7= Generate a New Certificate Signing Request (4K —MNFHEBERIFK) T1H.
2. HBIANEA CSREMRIE.

BXELZEE, 1§58 iDRACT Online Help (iDRACT BEHNZSRN) .
3. Ei Generate (HK) .

It BT IS R ETRY CSR. G HIRZRIEIR.

{$F§ RACADM 4 % CSR

E{¥F RACADM & X CSR, i1E4% cfgRacSecurity A BIXT R 5 config v S EL&{F M, =45 iDRAC.Security 28+
MRS set s SEAIER, AR{ER sslesrgen iv S 4R CSR. BXEZELE, 155 F dell.com/support/
manuals L3289 RACADM Command Line Reference Guide for iDRAC7 and CMC (i& F-F iDRACT7 #1 CMC A4
RACADM @ 2178 % 15/) .

F RS RFER

4R CSRE, BaLliG% 2B SSL AR & 28iE 4 L #;F iDRACT El#4. iDRACT £75ifH L& FEi%. iDRACT (¥
% X509, Base 64 4RA5AT Web AR 28EH .

A by FEEGEAE, iDRACT ZEJLS M ARATF .

EES 3
SSL AR 55 2R
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{5 Web S _E AR Z2FiEH
L3 SSLARSS28IEH -
1. 7£iDRAC7 Web RE ™, %= Overview (#tJ2) — iDRAC Settings (iDRAC i%&=) — Network (F4E) —
SSL, i£#% Upload Server Certificate ( b#kPRSFIEHD , AT LT Next (F—H) .
18 2 7% Certificate Upload (GE# E#) T1mE.
£ File Path (C#3&12) T, B Browse (XI¥%) FFi%#F Management Station £ RYIEF .
B3 Apply (BZFD .
SSL AR &5 23iEH BN S L2 Z] iDRACT B, FERINGRIES.

{3 RACADM Lt #iBR 5 3iEH

E 3 SSLAREZIEH, 1H{EH sslcertupload % . BXEZIES, 15517 dell.com/support/manuals £ 1289
RACADM Command Line Reference Guide for iDRAC7 and CMC (i&F3F iDRAC7 #1 CMC BY RACADM # & 1175 %45
) .

EEREFBIEH
BRI EE Y AT iDRACT P {EFAAY SSL ARE 22EH .
X
SSL AR 25
£ Web REEE RS [P

7£ iDRAC7 Web SRE H, %5 Overview (#fi&) — iDRAC Settings (iDRAC&ZE) — Network (f%&) — SSL.
SSL T L AT S 7t ST E A TR ER 2R SSL AR SS 28 -

{£F RACADM EERE{IEH

EEE SSLARE SIS, 1HFEM sslcertview 84 . BXEZEE, 1557 dell.com/support/manuals F32 89
RACADM Command Line Reference Guide for iDRAC7 and CMC (iEF3F iDRAC7 #1 CMC BY RACADM #1175 %48
&) .

LHBEXEZIES
BRI LB A E N E R IEHREE SSLIE.

M Web RE LHAEXERIER
E{# I iDRACT Web R LB EXERIES, EHHITUTIRME:

1. % Z Overview (L&) — iDRAC Settings (iDRAC i&&) — Network (P%) — SSL.
LB 4% S 7~ SSL BT .

2. 7£ Custom SSL Certificate Signing Certificate (BZEX SSLIEHEZIEH) T, i%#E Upload Custom SSL
Certificate Signing Certificate (_E#{HEX SSLIiEBEZERIFH) F & & Next (F—5)

It B 4% 22 7= Upload Custom SSL Certificate Signing Certificate ( E#;HEX SSLIFBERIEH) TUH.
3. B Browse (5T FiEFEBHEN SSLIEBEZIEHRIH.

QX HFENAMEFRAE #12 (PKCS #12) RYIES .

WMRIFE FHRIRIP, 57 PKCS#12 Password (PKCS#12 Z573) FER R NBAD.

B Apply (RZFD)
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IEH BN E#F) iDRAC 7+ H iDRAC Eig. EEiRHAE, iDRACEZHE/LASARAA.

{£F RACADM L H B ENX SSLIEBZZiEH

E(EFH RACADM L#H B EX SSLIEBEZIUEH, 1FEH sslcertupload Fi$. BXEZIER, 1551 dell.com/
support/manuals _t 12489 RACADM Command Line Reference Guide for iDRAC7 and CMC (&P iDRACT %1 CMC
#) RACADM & £ 17546/ -

THBRENX SSLIEBFEZIES

#ERTLUE I iDRACT Web SR 3K RACADM T8 B EX HBIEH -

THEEXZRIEH

Z{EF iDRACT Web RE T HBEXZRZIEH, HHITUUTHRE:

1. %£ZE Overview (%) — iDRAC Settings (iDRAC i&®) — Network (f4%) — SSL.

It B I B2 7% SSL T -

2. 7£ Custom SSL Certificate Signing Certificate (B EX SSLIEHHEZUEFH) T, i£#F Download Custom SSL
Certificate Signing Certificate (T 3{HEX SSLIEBXRZIEH) FH#H Next (T—2) &

EREER—FBHER, BTRATUEAEXERIEBREFEFMEMLE.

{£F RACADM T#H B EX SSLIEBEZiEH

ETHBEEX SSLIFBERIEY, 5E M sslcertdownload F&4. BXELIESR, 15517 dell.com/support/
manuals L3248 RACADM Command Line Reference Guide for iDRAC7 and CMC (&P F iDRACT7 %1 CMC &Y
RACADM #5 £ 1T&%¥6/) -

MipE B EX SSLIFBFERIEH
34 FT LL{%E B iDRAC7 Web 52k RACADM MBI A B EXEZIEH.

HBR B EXFEZIES
E (&M iDRACT Web FREMIFR B EXZFZIEH, HHITUUTHRIE:

1. % Z Overview (#&) — iDRAC Settings (iDRAC #¥E) — Network (M#&) — SSL.
e B 4% S o~ SSL BT -

2. 7£ Custom SSL Certificate Signing Certificate (BEX SSLIEBEZIEH) T, 1%+ Delete Custom SSL
Certificate Signing Certificate (M} B EX SSLIEBZERIEH) F#EH Next (T—2) &

HENXZZIEHEIM iDRAC #fifk. iDRAC EZigLUER Web FREZBENEMMRIAEE R SSLIEH. FE
& HAE, iDRAC RATA.

{5 F§ RACADM ipRk B e X SSLiEH HFZUEH

Z{EMH RACADM MFR B EX SSLIEREZIEH, 1B{EM sslcertdelete F <. BXEZER, 15S51H dell.com/
support/manuals _E2 1489 RACADM Command Line Reference Guide for iDRAC7 and CMC (i&F3F iDRAC7 #0 CMC
iy RACADM 3£ 175 %4ER) .
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{& F§ RACADM Ec & % 4~ iDRAC7

AT LAE R RACADM BL E BB HBREE 14—/ 5( % A iDRACT. LiB{EFHLA ID FAxd 5 ID Zif4%E iDRACT
B, RACADM SMHMZERESEE i MEXH. XHBERAPEEN. BXHESANEMIDRACT AT#HITAR
HEEMEE .
EOHEE X4 A HE—8 iDRACT 58 (Hlinds7s IP it , B SIERRABAEEXHSEE Hit
iDRAC7.
&2 AT LUE B RACADM f§ i R A ECE XML XHECE % 4 iDRAC. RSEE XML X EHEFEERFEE, A

BB SN BFE RSk A BIOS. iDRAC. RAID FINIC B E. BXELEE, 1557 dell.com/
support/manuals 3% Dell 35K #3213 89 XML Configuration Workflow (XML ECE TER) BARESB.

E{FH .cfg XHELE % 1~ iDRACT, IFHITIATHRIE:
1. FERAUTHSERNERMEEERBFRIDRACT: racadm getconfig -f myfile.cfgo

Z 218K iDRACT BL & F4 X myfile.cfg X, MRFE, BRILUMER S —NAFREEIZTHF-

% 7 ¥/ getconfig -f 4% iDRACT BLEE E [ & XX AE A HFNITFE RACADM FE % 2.

B iR ofg SR ARAER.

getconfig @S RR4E GRTERMMESIEE) PHAEEREREHKARRETARNEEERS.
2. FRAERXARESRELREH (A .

% B WUE R RN AR RIE R IR ST . RACADM 22 F{E R ASCI LA Hree. (gL
YEER S T HE 47 #7885 FE AT BE 3R RACADM 4B EE .

BT AT S E R FTRE & L& B #R iDRACT: racadm config -f myfile.cfg

XS5 2 INE 2 H Ak iDRACT. R LUER config FH$IGH AFERLEIEES Server Administrator [E]

mgmrﬁq

BAUT 44 ELB#RIDRACT: racadm racreset

% iDRACT EL & 314
B S .cfg ATLL:

. Bl
* M racadm getconfig -f <filename>.cfqg fF%E racadm get -f <filename>.cfqg %
3REL

M racadm getconfig -f <filename>.cfg fF%¥E racadm get -f <filename>.cfg3k
B, RRFHITHRIEE

% 5% getconfig #1 get A S HIS 2, 15517 dell.com/support/manuals 32189 RACADM Command Line
Reference Guide for iDRAC7 and CMC (&R T iDRACT #1 CMC B RACADM & 178 %4E/E)

cfg THEEZ LB EFEGYAANMNRBAMRUARFESERNEZINRN . HIRSERENEEROIT
SHITIRIE, HARETF—FHEMBRZEE., BIAXHHSLIBTLGEERYE, FRRTRAEHEIR. MR
7 ofg XHFEMEBIR, WASESHSEIXZE DRACT, EERZXHE S iDRACT 28], AR WREIERRE
HiR. 1B7E config FASHER —c &, ZIZ AT UEIEIE A FH B AR S % iDRACT HUITBIRIE,

THTECIE ofg XHEFER LT RERN:
iuiﬁfﬁ%ﬁiﬁiﬂ?%léﬂ, M RENRSIBE#ES. FRIIEPHNRPITHEAERESSRIE
AXEX-
B4
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- WMREBEFEHA getconfig 4
[cfgUserAdmin] # cfgUserAdminIndex=11 cfgUserAdminUserName= #
cfgUserAdminPassword=******** (Write-Only) cfgUserAdminEnable=0
cfgUserAdminPrivilege=0x00000000 cfgUserAdminIpmiLanPrivilege=15
cfgUserAdminIpmiSerialPrivilege=15 cfgUserAdminSolEnable=0

- MREEZEM get
[idrac.users.l6] Enable=Disabled IpmiLanPrivilege=15
IpmiSerialPrivilege=15 !!Password=*******xx (Write-Only)

Privilege=0x0 SNMPv3AuthenticationType=SHA SNMPv3Enable=Disabled
SNMPv3PrivacyType=AES SolEnable=Disabled UserName=

ZEIIRREES, FEALAEN. FIEMHKRSHERRSIFEINEEZERSIT, ZHREMNT
MEYEENERTFXMIFENES.

BNRSAMBETEXMESIE. §XELELE, 1527 dell.com/support/manuals J:#mﬁiEl’J RACADM
Command Line Reference Guide for iDRAC7 and CMC (i&F3F iDRACT #1 CMC &9 RACADM # & 175 %45
) .

{#MH racresetcfg TSI iDRACT EE HEINIRE, ?ki:J_{T racadm config -f
<filename>.cfg B8 racadm set -f <filename>.cfqg % . HfR.cfg I'f#ﬁlé’\ﬁﬁﬁﬁﬁ B Xt
. AR, B3MEMSE.

A by (B racresetcfg FHOMISBIZEEM iDRACINIC IR B EZAHBIARE, HBREAEREAMAR

EE. REPATAKN, ESREEBAPREERAMIANRE.

S

LU “#” FERBIPTBITE R A TR, ERITOMEE—FIFE. “47 ?—f—'fﬁ?&ﬂﬁﬂﬂ?ﬂ%ﬂl{%ﬁm
A “#” FH. —%iﬁ%ﬂﬁ@iﬁ%&%iﬂl&ﬁ?—ﬁ%EPEI’EE@.‘%#57?'1‘—?0 FPREENTFH. EATREREMN

racadm getconfig -f <filename> .cfg @&EM .cfg, AR IFA[E R IDRACT #HT racadm
config -f<filename> .cfg W%, MARMENEF. 1§|J§H

#

# O ATERE

[cfgUserAdmin]

cfgUserAdminPageModemInitString=<iAHlFHAISSVIBNLTFFETR # Nedr>

FIEHRELBERMEBRE “(7 M “1”7 ﬁf—'fi‘mﬂ FEBIRRIELE 7 FHSTEE T A A

%%%ﬁ&iﬁéﬂqﬂ@&ﬁi‘f%zﬁﬂ %A GIERRE TR E’]S(T%A‘Eﬁﬁalae i & HE LA L0 R

¢H, 0 dell.com/support/manuals J:?Eﬁ# #) RACADM Command Line Reference Guide for iDRAC7 and CMC
E(EEE iDRAC7 1 CMC #9 RACADM #r & 178 %38m) PENX. UTRHIBREZFR. WRIXTH
B A

[cfgLanNetworking] -{group name}

cfgNicIpAddress=143.154.133.121 {object name}

FIESHEMIEEN “MR=E" #, EFNR. =FEZELET

1EFE’J SRR ARG, EFHFEANT #%1%?#7@’" “=7 AMEEAEFEISREERE (G, FZ
DE D ) %R RERHRARNEHRABIXMATE.

FESHA LRSS EEMTRG.

racadm getconfig -f<filename> .cfg & ERMBAERSIMEKH, RIFRARAEEEEME
%

EEERIENANE, BERAUTHS:

racadm getconfig -g <groupName> -i <index 1-16>

MFESIHE, WREMBLAZ “[]” WEHE—IHTR. UTRERTRS|IHARIRG:
[cfgUserAdmin]

cfgUserAdminIndex=11
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WMRIBEEAN racadm getconfig -f <myexample>.cfq, fEIGET L] IDRACT BCEAY .cfg 3.
B E AT RETGIFAEE—RY ofg IXHHTE S

&4 iDRACT IP it

R E M HERL iDRACT IP ittt RS, MIBRETETRLEN <FTE-EFH. AAERET2HEFRETH T B
FREERE, BFS IPHUHRSEXNRAA <LTE-EKEH.

(kR

#

# W% "cfglanNetworking™
#

[cfgLanNetworking]

cfgNicIpAddress=10.35.10.110
cfgNicGateway=10.35.10.1

X E T

#

# W%4 "cfglanNetworking"

#

[cfgLanNetworking]

cfgNicIpAddress=10.35.9.143

# VERE, AT AR IR O3 R Bl

cfgNicGateway=10.35.9.1

% racadm config -f myfile.cfg SMXEHBIITSIHREMEIR. ERNXESENMEHME
B. ks, ERLMERS E—RBIHEER getconfig L MINEH.
fE A ST bl SE B A R E s S MR ECE #T R % .
By & “EEHRT R-TREBAE EAREXHRER.

ZHipE S £ FE S ERY iDRACT BLE IR E

&R LA R iy 1a) U@ it K i RACADM =X iDRAC & B/~ FFE F IS iDRACT BL B IR E. B2, B LIEEXLER
BRE. EXWX—=:
1. 7£iDRAC7 Web RE ™, #Z Overview (%) — iDRAC Settings (iDRACi&E) — Network (F4&) —
Services (BR%) -
2. EEUTHAIZ—HEE:
- Disable the iDRAC Local Configuration using iDRAC Settings ({F iDRAC i& &2%FH iDRAC AHECE)
— 7 IDRACIRELAAREFPER A MEREERE.

- Disable the iDRAC Local Configuration using RACADM ({#F RACADM 2 iDRAC ApELE) — &EK
th RACADM HZERifie LMEHRELE IR E .

3. B Apply (A .

B4 i nRinRBEMA, BFEEM Server Administrator 3 IPMITool $447 iDRACT B2E . BT LUEA
LAN Lt IPMI.
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&% iDRACT IS ERGE(ER

& LAESR iDRACT FIZE RAZ KIS ITIRAFIEE. ﬁ@fﬁﬂlﬁlﬁﬁlﬂﬁﬂﬂ fEREBRIEITINN . FiERE. MK
WEUREEFMLIEBRASIE. FFIRESE, EEATLIEE flex address (528 .

B S5
ﬁﬁi %’ ’%#‘Ei?ﬂkxﬂ%ﬂ% %

@"‘F‘%H’J?ﬁﬁﬁh?‘f

ETER LIREHKE

FREMAN LN F RS &
HREBMEIEMESE
FRFMFNNEI FC HBA 1§ &

2 E FlexAddress kB2 F R FiEHE
EFEEIE IDRACT £1E

EEXERRETRRFREMLE

7E% 5 iDRAC7 Web SR HERT, @33 System Summary (RFEHE) MEAIUEEERRFEREITIRR. iDRACT 8y
BEXER, FUIEBIREE, FmAEEIEER, URREEFHNFRBHXH. XHFBREH. EFHE
E?ﬁ*ﬂlﬁllﬁlﬁlﬁ:u&iiﬁ iDRAC7 %11 %

Eijjja) System Summary (RZEHE) THE, 5% ZE Overview (BLiR) — Server (fR%2E) — Properties (J&
) — Summary (GEE) . FEEIS E 7R System Summary (RAHE) TNH. BXELZIER, 1BES11 DRACT
Online Help (iDRAC7 BENZBEN) .

BERILAER DRAC R ELNAREFEFEEAREARERE. EXWX—S, 15X DRACRELNAEFHEE
System Summary (RZHHE) . FEEI<S &7 iDRAC Settings System Summary (iDRACIEERZSEHE) TTE. A&
EXELZIER, 1ES7 IDRAC Settings Utility Online Help (iDRAC i E 2> A2 FEEHE3E)

ERRGRIEF

BAIUEEXTEER A LRENEHNEHAENER. EXTIX—5, 7£DRACTWeb REH, ¥ZE
Overview (#fif) — Server (PR%8%) — Properties (JEfE) — System Inventory (RAFEEM) . EXER
HEMHIEER, 15317 IDRAC7 Online Help (iDRACT BX#ESED) .

BHRBREMTSETEREREPUT A BASHBHES:

iDRAC

RAID #2585

A ith

CPU

DIMM

HDD

NIC (ERHIFRERNRD

n



I+

SDF
A% (PSU)
R

JE4FH{FiE HBA
usB

B4 IR F AR B AT A B E AR A -

BIOS

Lifecycle Controller
iDRAC
BRIERFEEFE
32 (LB
#%; CPLD

PERC =il %

Faith

MIBHER
IR

NIC

KAEE

HiR

HAE

HISEREAEG AR ENEGRAR, H¥REAFHET Collect System Inventory on Reboot (CSIOR) (EF
5| SATINE RS EIREM (CSIOR) EMUEEH | SMHINERFKZREM. LoWE, BRIDRACT, KRS
fnZE System Inventory (RGERIEFEM NTHEHEFIEMHER. EEVREFEKER A TR, EARURS
8 RENEEmE.

E4 iE:CSIORETAEEINERTERA.
B Export (B AISREHZRBEMUXMLIERN S HFREFIIEEME

ERERERER

THfE R AT AT ENZERFIEITIRNR:

72

FLjth - SRS T RLEHR CMOS FnE4R 7% RAID (ROMB) LRAYIER

K I AAERGRBEL R ROMB FY, 7% ROMB itiREA AT .

R ((UERTHNRAMELESR) - REXTRENBNESR, SFEKBETRINERREEEFH
ERREIR.

CPU- 5 RZE RS CPU RIZITRRANRTS . EXLIRELIERE B AT TN 5.

R - BTREZE ARG PFERNIEBR KN FZIR (DIMM) BB TR FURTS

BN - A XNENEE.

RIFRE ((UEMATHNRAMERRS R - RUXTRIELEMBRIRRETRRSHER.

B £ WRAFRAF - RERE, WFRIFERETRKZE Disabled (EXF) -
ABINENR - 124X T /&R SD 44 (vFlash FPIERIN SD 483 (IDSDM)) BIEE.



MEREA IDSDM T4, MEE/RUUT IDSDM 288 4K75: IDSDM T4 IKZS. IDSDM SD1.
IDSDM SD2. R &B}, {XE7R IDSDM SD1.

MR Y ZRGEIFHE IDRAC EiR/G, IDSDM TR ERMIA FEFRS, IDSDM SD1 £ R8RS

BAERFEETR.

4R EH IDSDM nf%ﬂ IDSDM 7@/ SD +, FEEF—4 SD FRYRS2HY, MB—

M ERRES B HH. %Ei#ﬁ%l—ﬁ%%ﬂ?]&ﬁ IDSDM Ehflﬁ/\ SDFzEMTTEME. RETT

£I%fE, IDSDM qﬂﬂﬁ/\ SD FRYIRTSER S TR A -

HEERIRELURE IDSDM R E 4 SD £z BIBITT A MR, BT IDSDM fFREEEXH, FEitARE
£ IDSDM 4R 7.

7€ IDSDM #&3 dh, B ERIPSHIRIFN SD FHAKEHLHHE (SEL FSEE, BRIEHERAT S
RIFRY SD £ I TERME BHRBR.

BE - RMXTRAENESREMHSUEE ((VEATIRIMEXES R WES. RERNBRE
TRAUFHRSREM TR ERFIERREERR.
BE - BTSN AGEAEH EREERFIRTSMINL.

TFRBEEAFI A iDRACT Web FEFN RACADM EE A BRIER . BXE Web RE LR RHEEMIESR, 1S
%48 Sz ST B9 /DRACT Online Help (iDRACT BE#LESEA)

3.9: £ Web &1 RACADM HifE ISR 8

EEERREHFRER {EF Web 5 HE {&£F RACADM
Hith Overview (#fi&) — Hardware (F& {% F getsensorinfo 6%,
) — Batteries (f2jth) W T RiERE, SRR ER
System Power.Supply #ir & 70 get F
FIP 7
support/manuals J:?Eﬁtﬁ’l RACADM
Command Line Reference Guide for
[DRAC7 and CMC (GEFB T iDRACT #0
CMC B9 RACADM % & 175 %4
&) .
I8z Overview (#fi&) — Hardware (F#
) — Fans (RR)
CPU Overview (#fi&) — Hardware (##
%> —CPU
AF Overview (#fi&) — Hardware (F@
> — Memory (R%E)
BA Overview (#fi&) — Server (BE%H%
£28) — Intrusion (&)
HiR%& Overview (#fi&) — Hardware (##

AIRBENIRNEFEN R

i
T

) — Power Supplies (RiEi%
%)

Overview (#fi&) — Hardware (##
) — Removable Flash Media (7]
BINRTEN R

Overview (#Ei&) — Server (BR%
#) — Power/Thermal (B iE/mt
#) — Temperatures GEE)

Overview (#Ei&) — Server (BR%E
£#) — Power/Thermal (B iE/m}
#) — Voltages (BEJE)
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BERZHNFE=SHFEHE

= SAAEEEFERMIESRAHNBIER RS, S SHFAURSEAUAREERETIEER

GRESE113°F (45°C) A ETiE.

3 : 3FF 135W CPU. PCle SSD. GPU £#1 LRDIMM, AXiFHF=SHiE. HBETHRRS BT I IFHeE
=REE, &5 Dell B R

WERZHHBTSHFSMT:

1. 7£iDRAC7 Web RE S, EZEHHR — FREX — thE/H/H — BE.
FEE < BN BE T .

2. EEFHZSHS, ZHSETREBEETEEHETSSHEMT.

BRI RRES TEEZIFHEE BEMINEEE T T/EMRBRE 2. RERANDIREERRIZRH
E—ERATE SRR, LUEENRE. HRREERAFENAE FEXBRNFS, FEEBINRREBHE
WEME TR, EATLERERMFHIECENZHENADRE.

By EGEZAURBEFAAHBZSHEMHNRARHNDRER L.
HAERAIRETE B HIRER:
EEEE - SEAREBINORESBRSIESHENRERGT TENRFENE. £A8 121088
B, RGERILLE 10% BYR B N EE SSEE R ITIE.
MEEE — GEAFEBIANNEREERSTERNENEE XM T TIERRENE. £A81210A8
FIHAR, RGERLUE 1% WRERECEEERIE. mEEENEMN T ESEEAIRE.
TS E R BIRUIB SR R, LAEIRER 10% #11% KF. FHieRERERERSENLI £ RZrER.
MRAFEBITBEZIFEE HENFE T HETERENTENE, NER—MEH. WREEITEN
BN EREXTFHETEEKE >=8%) H™EKTE (>=08%) , MK Lifecycle BEFIEF—1F
., FFEERMERAT SNMP (&R, IXLEEHELE:
HEZENRDMAA, NQEEXTESHEMNFERBATHET 8% N, BEREESHE.
HEDEN2AMARN, NOEEXTESREMFHENBXTFHET 10% 8, BERTESH.
HEZENRANRAA, NQEEXTFEREMNFERBATHET 08% K, BERESEH.
HESENRADMAA, AQEEXTFFEREMNFERBATHET 1%, BERTESHE.

R R LB E iDRAC LRI EH. AXELER, BRI CREEHRENEH" B9 .

{£/ iDRACT Web REEE I iR EH#E
BER LREHR:

1. 7£iDRACT Web REH, #¥Z=HR — BRFEF — hE/MAH — BE.
MRS 2R BERME.

2. FZRARGRAOREREHENS, EPREHETIE-—XK. XN XMIE—FHNERAQEE (F
HEMEE HERER.

BXEEIER, BESH (IDRACT BHI7ZE)) -
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4 i EITIDRAC EIFE#SL iDRAC Bk /R, REBREBEAEFASRREERS.

{EF RACADM & 1R E £

ZE(FH RACADM EFER L KHE, 15F M inlettemphistory FinS . BXEEER, 5S1H (EHF IDRACT #1
CMC 79 RACADM > ${T7&£15/) -

FR R AN &

&R LUE A iDRACT Web SRSk RACADM iZi2 5 Z E R K F U T RALSHRARNELE (CEM) IhaE MEFMR &
MIEITRAFERBRFZIREM:

RAID #5428 (B¥ERM) .

HAE, SIEHEEIRER (EMM). BIRIEE. KEHRNESFEE RS
o WNRHIE

ER#%E

ARid, WS-MAN BREZFAZHEFHEENER.

iDRAC7 7T £2 =70 M4 PERC 8 Z%1AY RAID =488, 3& H310. H710. H710P 1 H810. AIZIFESHRANEIEN
ot 85 b BB HSEBL 82 (ITA) 0 SAS 6Gbps HBA.

BB REEE S RIENEES SR,

& R IEEE AR EEIRAN SNMP [&RE. BHCRTE Lifecycle B

BEEMAMESR, 15217 dell.com/support/manuals LI21H OpenManage Storage Management User’ s Guide
(OpenManage Storage Management B F38F) -

f£F Web 57 m sx il 7 il &

£/ Web AEEEEFHREES:
% Qverview (HEYE) — Storage (FFfiE) — Summary (BE) BEGMHAMHMNRIEICZEHE
=, tTiEERE 30 W ERIFE.

% Qverview (HEYE) — Storage (FfiZ) — Topology (3Rl BEEEE/EA IS BIIIERHPIN
&,

« % Overview (#it%2) — Storage (¥Ffif) — Physical Disks (HpIBf#) TEWIEMEREE. BETF
Physical Disks (#IERREE) TUM.

« % Overview (#%3) — Storage (¥Ffi%) — Virtual Disks (A TEELMERER. BETF
Virtual Disks (FE#IAEE) T1mE.

« % Overview (#%3) — Storage (#Ff%) — Controllers (32418%8) TF RAID IZ4IRER. BETR
Controllers (3Z=#I88) TiME.

« % Overview (%) — Storage (#fi§) — Enclosures (H#E) EEHIEEE. 18 E 7R Enclosures
(Hl#B) .

BEATLUERFEREEREMREER.
BXETHRBEMERGEREAFAES, ESR (DRACT BHI#E) .
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{FH RACADM M5 7 ik &

EEEEHREER, BEEArad®$. BXELER, 15517 dell.com/support/manuals 12 #t89 RACADM
Command Line Reference Guide for iDRAC7 and CMC (& F3F iDRAC7 #1 CMC &Y RACADM #4178 %£4E/m)

TiRB RS MR &

BRI BERERAP TIIMERENEITRAHAEEERREER.
M £&3E 0O+ (NIC)
BEMKIEECES (CNA)
R E M+ (LAN On Motherboards, LOM)
M #&F+ (Network Daughter Cards, NDC)
FE+ (Mezzanine cards, {LUERATIHNARSE)

MFEMNEE, BAUERROMZHESXPUTESR:

Link Status GEIIRZE)

Properties (JE1%)

Settings and Capabilities (G&ZFNIhaE)

Receive and Transmit Statistics (FEUCFIfE XL ITEE)

£ Web SR MIEM KL EF

EFEA Web AEAEENLKERZED, 5% E Overview (%) — Hardware (ff) — Network Devices ([
%) . FERIS R~ Network Devices (RI4Bi%#) TiH. BXMETREBUMIEAES, 15SH (DRACT B
HIEED)

E: 205 0S Driver State RERKBENIEFRT) EREVIRZSH Operational (ATHR{E) , ELETFIBER
SR FNIE FFARAS R UEFI BRENEE FIRTES .

{5 F3 RACADM 1530 P %1% %

BEBEMKIRZIEE, 1&1E A hwinventory F1 nicstatistics <. HXE LI5S, 15517 dell.com/support/
manuals _E3R {89 RACADM Command Line Reference Guide for iDRAC7 and CMC (;EF]F iDRAC7 %1 CMC By
RACADM #3£1T8%36™)

%7 iDRAC7 Web R EF R/REVE LS, 18 RACADM = WS-MAN BHE AT RE R EH At B 1%

iR EMFOLAN FC HBA & &

EEREENSTRAFEEZEREPAAFEEEN D LIEA S (FC HBA) IR ERIZFIREM. Emulex Fn
QLogic (FC8 F&4M) FCHBA ZEI%#f. M FHE FCHBARE, AIUERROMUTER:

o HEIERSHER
- imOBM
Receive and Transmit Statistics (FEYTFR{EZEFITEER)
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fEEFH Web 52T 40| FC HBA & &

E(FEH Web FEZESE FCHBA E&IEE, &8 ZE Overview (&) — Hardware (FEf§) — Fibre Channel (3
HEE) - WREERFCTIHE. BXMETRBYNESIER, 1857 /DRAC7 Online Help (iDRACT BXH1 %5
B .

W TAEIT R R iEES4S (FCHBA RTHRT) #1FC HBA & & HYZEEL,

{$5F§ RACADM 153 FC HBA % #&

E(EM racadm &=FE FCHBA B &5 8, 1&(EH hwinventory F% 4. BXE%S 55, 1555 dell.com/support/
manuals 3289 RACADM Command Line Reference Guide for iDRAC7 and CMC (i&FF iDRAC7 #1 CMC B9
RACADM &2 1TE8%£18/) .

&EE FlexAddress KB £ R FiERE

IR RBRSEH, FlexAddress RIFAEN T E RS ZimOEZRER KA. VS EAEIRkZFRFI MAC ik
(WWN/MAC).

BAIERES M RRHRARUKXMAAIERE Fim OB UTER:

FEEEINEL .
BEEARE. HAHREOTIE S A MAC Hott.

EZ5E iDRACT H &Y Flex Hitt {52, 157E Chassis Management Controller FECE B Flex StThAE. HBEEZ
=2, 1557 dell.com/support/manuals 28 Dell Chassis Management Controller User Guide (Dell ChaSS|s
Management Controller P #8/) . MRBRAHNEZMA FlexAddress IRE, MEMIE ELIEHI EERN RSIE
N

Ei EERRARSBELIARZERENBIR, STROMELERRBLALZLERBLBENREF.

FlexAddress L1 g & {E FI#F8 4 BL A MAC Hblit B AR 5588 40 EC B9 MAC Hiflk, B S571H 3 LOM. KEFF11/0
#E R —i¥2 4 iDRACT 37 . iDRACT FlexAddress TIREZ 35 A HLAH 1 #9 iDRACT 1R BB IRFE4FE R MAC Hbilk. #FEH
BB MAC it 76 7E CMC AE S k147 2E R, 1SR /2 A FlexAddress, i% MAC it < 7 iDRACT 3| 32 %
$%%I| iDRACT.

N CMC /B NS S BEL Y MAC tiflt, iDRACT £ 2R THIEAT T E B9 MAC Hidt
Overview (#Ei&) — Server (BR%8§) — Properties (JB1E) Details (ZE4H{SS) — iDRAC Information
(iDRACE2) .
Overview (iftiA) — Server (BR%8§) — Properties (JE1E) WWN/MAC.

+ Overview (#ti®) — iDRAC Settings (iDRAC i{&&) — Properties (JE1%) iDRAC Information (iDRAC {5
B2 — Current Network Settings (BT E) -

+ Overview (i) — iDRAC Settings (iDRAC i#&&) — Network (M%&) Network (R%&) — Network
Settings (PI4KIKE) .

A NS Fm FIexAddress » IR MBRE 289 EAY MAC Ml BIH 48 9 B 9 MAC bl s 48K, iDRACT
IP bt
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EEH% 1L iDRACT =1F

AT IAEE S A% X iDRACT WA PEFHLILA P SIE.

{8 Web SR H£% 1L iDRACT &1

REEIENR A P L F1%E B % Configure iDRAC7 (ELE iDRACT) PR RE{$ A iDRACT Web 5224 1L iDRACT

&iE.

ETFEFMLIE iDRACT £i&:

1. 7£iDRAC7Web RE, % Z Overview (%) — iDRAC Settings (iDRACi&E) — Sessions (£i&) .
FEEN Sessions (£1EF) THSETRIEID. AFAL. IPHUUESIERR, FEAXLEEHAEMES, &
S5 (IDRACT BEHIZPAD) «

2. E&IELiE, 7E Terminate (£81E) FIT, Bt &imagErssEfR.

{88 F§ RACADM £ 1t iDRAC7 i

B BAEE AR A #E(FFH RACADM £ 1t iDRACT &1 .
EEEYRAASE, JEH getssninfo 7%
ELIFAPSIE, 151 closessn 8% .

BERXEHSHESIEE, 1527 dell.com/support/manuals LI21EY RACADM Command Line Reference Guide
for iDRAC7 and CMC (G&FTF iDRAC7 #1 CMC B9 RACADM & $1T5%£45/)
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& & iDRACT &=

B LUERA TRz —5 iDRACT iB15:

* iDRAC7 Web 5% H

+ {#F DBY fE45 (RAC &1T( IPMI B1T) # TEE - (UEATNEXRSHBNEXREE.
* IPMI Serial Over LAN (IPMILAN E&4T)
+ IPMI Over LAN (LAN E IPMD
T2 RACADM
+  7ZK3 RACADM
s EERSE
BEIHIL. SLMAREGNER, FSATE.
F 0 EERR —BE
BIEER B2 1:0)7I80e ENeS AR &M
iDRAC7 Web & Internet 133 (https) TiEH Web Server
FRSBTEEDBI BN RITHY RACADM iDRACT E4H9ER
BTN SMCLP RAC SB173% IPMI BT
IPMI o
IPMI Serial Over LAN BHRTEERILMYL  IPMI IPMITool EZ% B IPMI
(IPMI LAN E&1T) SSH LAN FE1TERA.
Telnet
LAN E IPMI HEHETASEE&  IPMI IPMITool B %% H IPMI i&
EEBA.
SMCLP SSH SMCLP iDRAC7 L H4 SSH & Telnet
Telnet 22
j#2 RACADM https %2 RACADM Jﬁﬁifaz RACADM BER%EHE
El#k RACADM SSH [El14 RACADM [E % RACADM B R H /5
Telnet H.
7 RACADM IPMI 71 RACADM ZS i RACADM B &,
EIERRE [1] WS-MAN WinRM (Windows) WinRM 2 %2 (Windows)

[1] ﬁ;&%gﬁﬂ el 1H

(Lifecycle Controller Remote Services Fi F8F) -

LB S 3

£ DB 8. 45583 R {TiE 1% S iDRACT #{TiBIE

OpenWSMAN (Linux)

{F DBY FE4GAT7E RAC SR {THN R 1T & 2 (B]113%

{£F IPMI SOL 5 iDRACT i&1{E

B¢ OpenWSMAN B %%
(Linux).

217 dell.com/support/manuals 32189 Lifecycle Controller Remote Services User’ s Guide
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{$F LAN F IPMI 5 iDRACT J&15

B A2 infE RACADM

4 Ff 7 #th RACADM
BRZERSG LA IPMI

A5 SHAE R BITIESI BB E Linux
S i5H) SSH INZEAE

{ A DBY FL4%i# d FR{TEH 5 iDRACT #HITER
T A BT T B LRI AR S B0 S8 T AT R R 5

RAC £1T
IPMI 1T - EIEEEZEABA N EIEEERIFER

EMRZETIRRS S, NBRITEZBUNHEEIL. BXESIER, 1HSH dell.com/support/manuals iz
189 Chassis Management Controller User’ s Guide (Chassis Management Controller Fi F3#8/)
FEENBRITIEE, HMITUUTRE:
1. BLE BIOS LUIBH BITiERE:
15 B1TiBIE DB BTN BRI BITIR O EREZ B R AWM BRITIEES
HAREEMMERTERHEER TEAUTEM—INABITIEE:
- Xterm # &9 Linux Minicom
- Hilgraeve A9 HyperTerminal Private Edition (k7K 6.3)

RIEZERGLTHIISIRETHMNE, BUUEIFNEERERIRMERGERSE. XETUTES:
SAC GEFF Windows) #A Linux AN FE GEAF Linux) .
4. 7£iDRAC7 /2 F RAC BT S IPMI BITIER.

HEXHEE
S EBITIEERE BIOS
E R RAC SE1{TiE1E
B IPMI SBITiEEREATNLIFIER

S xf &BR{TiEREECE BIOS

St BT ECE BIOS:
Eq £ X0OUER THZRIAE AR % 25 th &% iDRACT.

FRSIEFHBHNRT-

2 <F2> 82,

4% Z System BIOS Settings (%%t BIOS &) Serial Communication (HR{TER) -

1%£3% % Remote Access device GEIZiH8]13%%) 89 External Serial Connector (SMEBERITIEIESS) .
fik:x B Back (iR[E) . Finish (5D #1Yes (&) .

#% <Esc> §2i1R H System Setup (BRAFIgE) .

@ o R w N =

I F RAC HBITEE
1E BIOS hEE RITHEIER, 72 DRACT /2 RAC &17.



Ky i XOUER TSRS A5 AR 55 2% LAY iDRACT.

{EF Web R E /2 RAC R1TiERE
&P RAC 1T

1. 7£iDRAC7 Web SR, %5 Overview (#f45) — iDRAC Settings (iDRAC&E) — Network (P{4E) —
Serial (FRfT) .

MEEN < B 7% Serial (BfT) THE.

2. 7£RAC Serial (RAC B1T) T, i%#% Enabled (BBR) FisEBMHERE.
B Apply (BZHAD)
IPMI RITIRECHRE.

{$£F RACADM /2 F RAC SH1TiEE
ZE({Ff RACADM JZH RAC BB1TiEE, BFEAUTIETIZ—:

1% cfgSerial ‘A 9T R 5 config in S ECES1EH -
+ 1% iDRAC.Serial AR RS set v SEAER

BH IPMI BiTEZEEXFLIFER

E /S BIOS ) iDRACT 89 IPMI SR 1TERH, BEM TEEIRAY iDRACT FECE IPMI & 1T:
g E: X AE B T 1225015 2 AR 55 85 1 A% iDRACT.

IPMI EARER — ZHFEFiFE =D, 5k Baseboard Management Utility (BMU) Fft#5 &4 IPMI
shell (ipmish). a0, ZFi@id IPMI EAREXER ipmish ITENRFEEHHE, BEiTUTHS:

ipmish -com 1 -baud 57600 -flow cts -u root -p calvin sel get

© IPMIZiRiRs — SCFEFMEBRITLR IR A X ASCI fr . AR SCHHE N 758t F) ASCH AR BIR
KEMHS (BFBRIRITED FRE IPM 6<. ERIFEEET SSH =X Telnet H X iDRACT R EFHIR
ER %51 2= L Z BIOS.

EES 3

§t34 84730 & BIOS

IPMI E21748 RS0 Y H A i B
{E A Web S E /3 A B 1TiEHE

WIRZE A RAC BRITHROLLE M IPMI B1TH 0.
ZRE IPMI BITHEORE:

1. 7£iDRAC7 Web RE ™, #Z Overview (Y1) — iDRAC Settings (iDRACi&&E) — Network (&) —
Serial (BBfT) -

2. 7z IPMI Serial (IPMI 47> T, EEZBMHRE. BXRIZIETMNER, 1551 (IDRAC7 BEHIZ#E)) .
B Apply (BZRD -
{& /3 RACADM /5 A B 1TiE# IPMI 23X
ERE IPMIRR, FZEARAC £17#&O, AREAUTE—WSHERA IPMIZER:
£ config 5%
racadm config -g cfgSerial -o cfgSerialConsoleEnable 0

racadm config -g cfglpmiSerial -o cfgIpmiSerialConnectionMode < 0 or 1>
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Hip, 0RFEHBERXT 1 RIFERER
+ {FMsets:
racadm set iDRAC.Serial.Enable 0

racadm set iDRAC.IPMISerial.ConnectionMode < 0 or 1>

Hep, 0RTEIRERM 1 RTERER

{3 RACADM /5 F &1TiE# IPMI BRITIRE
ERE IPMI BITIRE, ®JLUEMA set I¢ config #v%:

1. ERAUT&HSHE IPMI B TEERNE S AL E:

- {#H config 5% : racadm config -g cfgSerial -o cfgSerialConsoleEnable 0
- {fH setf%$: racadm set iDRAC.Serial.Enable 0
2. iRE IPMI BITRHEE:
- {#£H config #8%: racadm config -g cfgIpmiSerial -o cfgIpmiSerialBaudRate
<baud rate>

- {Efset#%: racadm set iDRAC.IPMISerial.BaudRate <baud rate>

H <baud_rate> 7 9600, 19200, 57600 =% 115200 bps.
3. B IPMI BRITREMRIEH:

- {£H config #%: racadm config -g cfglIpmiSerial -o cfgIpmiSerialFlowControl
1

- {#f set®%: racadm set iDRAC.IPMISerial.FlowControl 1
4. ®E IPMI BITEERIKBBRE S
- {#£H config #8%: racadm config -g cfgIpmiSerial -o
cfglpmiSerialChanPrivlimit <level>

- {FH setf%: racadm set iDRAC.IPMISerial.ChanPrivLimit <level>

Hrh, <level>X2 (AP . 3 GR1ER) T4 (BER) .

5. FIREBITMUX (SMERERITIEIZSS) 7EBIOS REREFPEMRTEAEREROREUH T RITEZERE
BIOS.
BEXLEEERIFMER, 1ESHE IPMI 2.0 ME.

IPMI BB {TLIR IR A E A IR E
ATRE IPMI BITEHEEXNNEERERE.
1Z/H Web RETECE IPMI E1T4855 12 C I B 0 R B
EgERIRENIRE:
1. 7£iDRAC7 Web RE ™, %% Overview (H#¥5) — iDRAC Settings (iDRACi&E) — Network (&) —
Serial (FRfT) -
RERN < & 7% Serial (BfT) TE.
ER IPMI 217,
£ Terminal Mode Settings (£2iRtEXIEE)
RERD < & 7~ Terminal Mode Settings (£&ig4&E=18E) TTH.
4. EEUTE:

- Line Editing (4T4%%8)
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- Delete control (HHB&IZHD

- Echo Control (EIFE#=H]

- Handshaking Control (4EF4=)

- New Line Sequence (F{TFEF)

- Inputnew line sequences CBINETITFFI)

BEZIEBMIER, BS R IDRACT BHI#28).

5. B Apply (RZF) .
KitE IR B BT

6. BIREBITMUX (SMERERITIEIERS) 7 BIOS IR EREFHIEMIRE AEIZ e & LS 3 RITIEERE
BIOS.

1& /5 RACADM BC & IPMI & 174&i% =0 Ao/ g £

ERELHENIRE, HETHS: racadm config cfglpmiSerial

{$ F DB9 Ha 44 Rt 7£ RAC %ﬁiﬁn RITIEH & Z B

iDRAC7 2#%iR H % 5ll(Escape key sequences), %P5l R IFTEMZENAER PR 58 LAY RAC SBITIZEOBIES S
ITIERIRE Z B 13

MEETTHERI B VIR RAC BT
BT A HER P YIRS RAC RITH OB, HERU TR

<Esc> +<Shift> <9>

W E$2FFF14 Em % iDRAC Login (iDRAC B F) BRFF (izu%iDRAc % E 4 RAC Serial [RAC SB1T] #) 5
Serial Connection (B{T&E#E) #RX, EIZERTTULELIHEHS (W5 iDRAC i E 4 IPMI Serial Direct Connect
Terminal Mode [IPMI 82T B IERELIHIERD

M RAC BRITHIHREIBITIZH &S
B RAC BT OB ISR TR ST AR, HERU TR

<Esc> +<Shift> <g>
ELIHERT, ERERVIRARITERGENX, FEA:
<Esc> +<Shift> <g>

EHRTEHSRATH, ZFRELHEEXAE, BER:

<Esc> +<Shift> <9>

£/ IPMI SOL 5 iDRAC7 i&15

IPMI LAN E&4T (SOL) RiFZ & R FE T XARMIEH & HITEIEE T iDRACT E AR EZFIMNAKMETEM
BEFERE. @id SOL, HEATLL:

AR EHRIE R G A SR

7£ Windows By ZE 2 & I2AR S (EMS) B¢ Special Administrator Console (SAC) EBY Linux Shell B2 E#H &R
4.

© FNBHEEPEERSFOHEFERLE BIOS REREF.
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I E SOLBISHER:

1. EESRITIEERBIOS,
2. & iDRACT LU{EM SOL.
3. BRI (SSH. Telnet. IPMltool) &

ke
&3t BT R E BIOS
B & iDRACT LAfEFH SOL
BRI

ST ER{TIERRECE BIOS

$t3f R1TEZECE BIOS:
Eq i XOUER THZRIAE AR S 25 &Y iDRACT.

1. FEREHEHRL.
2. i<
3. %£3| System BIOS Settings (&4 BIOSi& &) — Serial Communication (SB{TiEE) -
4. EEUTHE:
- Serial Communication (EB{Ti&{5) — On With Console Redirection
- Serial Port Address (81T Attbtt) — COM2.

% 7E: a0 R serial port address (%?ﬁﬁi“ﬁliliﬂ’,tj_t) FEgth E‘]‘serial device2 (%_ﬁiﬁﬁ 2) iﬁﬁ%}
com1, NJA% serial communication (ER{Ti@{E) FEX%E /4 On with serial redirection via com1
(FF, BT com! HITRITEERD -
- External serial connector (PMEBERTiE#ERE) -- Serial device 2 (BBITIR&E 2)
- Failsafe Baud Rate (#{FE{RIFIKIFE) — 115200
- Remote Terminal Type GEFZ#iHZEE) — VT100/VT220
Redirection After Boot (5| /FEEE) - Enabled (B
B Back (T—%) , sAF# & Finish (SER) -
B Yes (B) LUREEM.
#% <Esc> iR i System Setup (BRGEE) .

B & iDRAC7 LA{E R SOL
&A]LUE I Web 5. RACADM =X iDRAC i B A 235 & iDRACT /Y SOLIZE.

{# F iDRAC7 Web SR BCE iDRAC7 LA{EF SOL
ERELE IPMI LAN £ 4T (SOL):

1. 7£iDRAC7 Web RE, #:Z Overview (#f%5) — iDRAC Settings (iDRACi&E) — Network (&) —
Serial Over LAN (LAN E&17) .

RERN < & 5% Serial Over LAN (LAN E&fT) TIE.

2. BASOL, EELME, ARHBEE Apply (FA) .
IPMI SOL & BRI B & TR -

3. EREFFRZREGABMFEFLZEHE, 5% Advanced Settings (FREE) .
FERN % & 7% Serial Over LAN Advanced Settings (LAN ER{TERIEE) H@E.
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4. EEEZBEMREFSEE Apply (A -
IPMI SOL SRR BN BT . XLEEF B FIRFA1ERE,
BXRZRMMESR, 1558 (IDRACT BEHIZE) .

{# /3 RACADM B2 iDRAC7 KL {&EH SOL

B2 E IPMI LAN &84T (SOL):

1. BH IPMILAN EE17:

- {#FH config 5% : racadm config -g cfglpmiSol -o cfgIpmiSolEnable 1
- {Ef set%: racadm set iDRAC.IPMISol.Enable 1
2. FEHIPMI SOL SRR E 5 -

- {#£H config #6%: racadm config -g cfgIpmiSol o cfgIpmiSolMinPrivilege
<level>

- {FH set®%: racadm set iDRAC.IPMISol.MinPrivilege 1
H, <level>22 (AR . 3 GRER) . 4 (BER) .
Q E: IPMI SOL SR PR 317 E #0E IPMI SOL RIS IKABRE 5. BXRIFHMER, HSH IPMI2.0

-+
2o

3. FF7 IPMI SOL ;F4F=.

- {#£H config A8%: racadm config -g cfgIpmiSol -o cfgIpmiSolBaudRate
<baud rate>

- {#f set®%: racadm set iDRAC.IPMISol.BaudRate <baud rate>
Hr <baud rate> 9600, 19200, 57600 2% 115200 bps.
By & ZEEME AN LETIEHE, B SOLEHESZERRREBRT2HEE.
4. ABHRAPRBEA SOL:

- {#H config 5% : racadm config -g cfgUserAdmin -o cfgUserAdminSolEnable -i
<id> 2

- {FH setf%: racadm set iDRAC.Users.<id>.SolEnable 2
Hep<id> 2R PBIME—ID.
% EEEER LAN ERITEFRIE, 8RR SOLEEFESZTERFENEFERTLHEME.

BRXHFRY
T39I IPMIL SSH #A Telnet.

(£ Web 5B A FFAITHIN

ZE 2 SSH 5 Telnet, &% %E) Overview (H#E¥s) — iDRAC Settings (iDRACi%&E) — Network (F%) —
Services (AR%) , #A/G4 SSH 3% Telnet £ 311%#% Enabled () .

ESH IPMI, 15482 Overview (H8t%) — iDRAC Settings (iDRACi&E) — Network (RI4) , F+i%i¥ Enable
IPMI Over LAN (/2R3 LAN £ IPMI) . i&E#54% Encryption Key (INBH4A) B AT, SiEIRBHRIEEEHRIIEE
B AEFH.

{£F RACADM /g A St Hraf il

E S SSH =% Telnet, HETUTHS:
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*  Telnet:

- {#£H config ®%: racadm config -g cfgSerial -o cfgSerialTelnetEnable 1
- {Ef set#%: racadm set iDRAC.Telnet.Enable 1
* SSH:

- {#H config A8%: racadm config -g cfgSerial -o cfgSerialSshEnable 1
- {Efset®%: racadm set iDRAC.SSH.Enable 1
EEWYSSHimO, BHPITUUTIRIE:
- 4 config #%: racadm config -g cfgRacTuning -o cfgRacTuneSshPort <port

number>

- {Ffset®%: racadm set iDRAC.SSH.Port <port number>
ERATLMERM TR ITA:

« IPMltool GERTFIER IPMI #1350
*  Putty/OpenSSH G&F-F{EF SSH =X Telnet 1180

X
{8 IPMI 138 B4 SOL
{$£F SSH g% Telnet #1849 SOL

{£ /8 IPMI 98 SOL

IPMItool <—> LAN/WAN 3%E$% <—> iDRAC7

£F IPMI 8 SOL 22 FHFZF#A IPMltool £ RMCP+ ({3 UDP %tk A& £ 25w O 623) . Z{EF IPMI 2.0 B,
RMCP+ f2 {1 BU# B BHAIIE . BB TEMEEE . MENFIURSEH S NG OEEN. GXFARER, 15
21 http://ipmitool.sourceforge.net/manpage.html.

RMCP+ {8 40 NEF R+ HFIEF R (FF 0.9, a-fFA-F) MEBEZHHITHMHIEIE. EIAER 40 NEA
REIF R,

515 iDRACT B RMCP+ E# S {E N5 2548 (Key Generator (KG) 2548) #4T/n%5. #27[LU{EFH iDRACT Web
FHEZIDRACIREAREFEREMEEH.

% M\ Management Station £ f IPMltool /251 SOL &1E:

By E:wBw%E, ERLIE Overview (#Ei&) — iDRAC Settings (iDRAC &) — Network (F4) —
Services (BRE) L SOL HIEKIARBRTE.

1. M Dell Systems Management Tools and Documentation DVD %% IPMITool.
BRERGA, BBW (HHREZEERH)

2. HEHSETHFT (Windows B Linux) , i&Z{TM iDRACT Bz SOL B9#%: ipmitool -H <iDRACT7-ip-
address> -I lanplus -U <login name> -P <login password> sol activate

%S %% Management Station B ZFERFRHITIHO .
3. EMN IPMitool B SOL £1iF, BERIMIZT <~> F<>. SOL SIEBNKH .

Ky &R SOL&SiEREL, HEE DRACT FEHRAMLUET SIS

{85 F3 SSH 5§ Telnet i3 9 SOL

Secure Shell (SSH) #A Telnet 2 T 5 iDRACT T SATIBERIMLE YL . EAT LB E—IZ O D HTITIE
RACADM %A SMCLP 4%,
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SSH 7£ Telnet LIRHEBAIR S M. iDRACT (N FHFH B ZMLIIUER) SSHAEA 2, FEEINERTERER

iDRACT ElAt & % XA SSH £iFFIA A Telnet £1F. EIUEH SSH, E A4 Telnet e £ hill. XY TTE

224 SSH = Pimek M4 B Al Ze 2 £ 1 4 JUE A Telnet.

&£ Fi 7€ Management Station _£32#% SSH #0 Telnet M 4& i I FFIRFZF (5140 PuTTY = OpenSSH) ZE31ZZ

iDRACT.

E4 £ M Windows 9 VT100 3 ANSI £ {5 B2 FFIE1T OpenssH. 7 Windows # & 1R7R 1 TiEIT
OpenSSH SR ZRELIEFIET (B, FEELMEFARERER .

{#F3 SSH =} Telnet 5 iDRACT @IS = |, 1&EMAIR:

1. EE&EBIOS LUSAHRITIEHA.
2. 7£iDRAC7 HE.& SOL.
3. ¥/ iDRAC7 Web 5=k RACADM /5 F SSH =X Telnet.

Telnet (3%H 23) /SSH (5% 22) % s <—> WAN 3% <—> iDRACT

ZTF IPMI Y SOL f£/ SSH =X Telnet thiX AT T FEM AR, EABRITE MEHEIRAE IDRACT AL%E.
&£ A9 SSH 5 Telnet 4= & W U RE WS ARBEANNE S M 32 B RFRY BT IR Q2R RELIE . SRiTiR Q@E MM
FfE ANSI- 3 VT100/VT220 £ HY shell. BITIZHI G BN EE@E] SSH 5 Telnet =H1 &

X
JA Windows _t &9 Putty & SOL
M Linux F#Y9 OpenSSH X Telnet {EF SOL
M Windows _E£9 Putty (€55 SOL
M Windows Management Station _E &Y Putty /551 IPMI SOL:

B iZ:wBwE, EwLIE Overview (#E53) — iDRAC Settings (iDRAC % E) — Network (F#E) —
Services (BR%) TEELEKIAAY SSH =X Telnet #8AT.

1. BT T®%%EHE iDRACT: putty.exe [-ssh | -telnet] <EHFA>@<iDRACT ip Hilib> <
45>
% EmOS 2R, (NEEFHH LKA SHAEEIZ.
2. 817 % console com2 B connect WUBFI SOLHF 3| FZFERYE.
154TF M Management Station E & R 458, £ SSH 5K Telnet i A9 SOL £1i&. ZEifig) iDRACT 1T
H&, 151%0B ESC #EFFIHEITHRIE. Putty £0 SOL iE3Z1T4:
- AEFVERIEEDIET putty TEZE RGE, MR putty FRITHEERANEEIXTURE A -
* VT100+ — F2 @312, 1B F12 i@,
* ESCIn~—F12 @3¢, 1B F2 Ii&i@id.

- 7E£ Windows #1, WIRZESEEARL (EMS) EH B EEHEHSISFLENFTH, W Special Admin
Console (SAC) i mJ gES . IR SOL &i&, XFRim, FIFB—MRin, ARERERM®
£ BE SOL£1E.

HxuEE
{£ iDRACT fix £ 1758 & P ET IF SOL if %

M Linux _E#9 OpenSSH 3¢ Telnet &5 SOL
M Linux B384 I AY OpenSSH X Telnet /55h SOL:
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B iEwBLE, EALZE Overview (H#i8) — iDRAC Settings (iDRAC &) — Network (W) —
Services (BR%) TEEKIA SSH 2 Telnet &iEH#BAT.

1. EFishell.
2. (FRATa$iEZEE iDRACT:

- XJF SSH: ssh </DRAC7-ip-address>-| <iDRAC7-ip-address>
- XJF Telnet: telnet <iDRAC7-jp-address>

Eq iE0RELT Telnet REMEAIAKOS GrA 23 , MWigimOSRME Telnet L LR
3. AEMTERTFFTTEAUTHLSZ—E3)S0L:

- connect

- console com2

X% iDRACT EHREIZERGEH SOLinA. —BE SOLR1EE, iDRACT L {TIZRI G BAATA. 2R
BN FFIEMIRIELIITH iIDRACT iTIEH&. —B SOL2EERE, BXFIHIERELITH. =
ERGKRAN, &I SOLZIEFE—LATE.

% EIERTLMERIZHEI G com! S(IRH] & com2 B3 SOL. EF5I SRS S LUEIERE.
console -h com2 MEEREFREMAICRBE RITIHOMFTFHARITHLIERENXHAR.
FEIEREFXMEIN (FIjK) X/hA 819225, BaLUERAU T HSHBILBERE I/ NRYE:

racadm config -g cfgSerial -o cfgSerialHistorySize <number>

4. B SOL SiELIKHIESNRY SOL R1E -
HHKHEE

£/ Telnet EIUIEH &
7 Telnet 1EEL & Backspace §#
7£ iDRACT fy £ 17154 & BT I SOL &iFiEE

&/ Telnet IZHIEHIE

% BIOS FEHMEHI &% VT100/VT220 {5 ELRS, Microsoft H4ERSE LAY LE Telnet B Pk ATREA S EMHE R
BIOSRERE. MELSEIEE, 1545 BIOS 5| 8 F X ANSI XU FFHETR. E1E BIOS R BB hfIT
A2, iEEHR Virtual Console (EHUZSEIA) — Remote Terminal Type GEFZLZIEH,E) — ANSI.
EREZEPH VT AER AR, BEREEREIEHENEONEZAREFREH 2517 x 80 FILAHRA
EWER: BN, FLEXKFERETES HIERT.

E(EH Telnet ERIZHIE:

1. 7£ Windows Component Services (Windows B#AR%S) /3 Telnet.

2. {EHA#®S$EREET|IDRACT: telnet <IP Hulik>:<ull 5 >, Hdv1p #ihi2 iDRACT Y IP #hdik, w1
SR Telnetiwn OS5 (MRMREBFwA) -

X Telnet £15 A& Backspace #

IRYE Telnet & Fif, £ <Backspace> GRA®) BAIBESFFEEIINER. i, SIERBESER ~h.
i, K% Microsoft #0 Linux Telnet & P x4 AT B & {E£ F <Backspace> .

ERLE Linux Telnet 1&{F F <Backspace> ##, FTAMSIRTTHEN stty erase ~h. FEERETFHFT, #EA
telnet,
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BZ & Microsoft Telnet & Fim{# i <Backspace> #:

1L IAGLETHEN (WRFE
2. WMREBIEIT Telnet i, lﬁiﬁ)\ telnet. SIRIEAIEIT Telnet &iF, HR <Ctrl><]>,
3. HERTFET, A set bsasdel.
%2 RIEE Backspace will be sent as delete (Backspace ¥H delete fU) .
7E IDRACT iy S1TIERI & P BT FF SOL 215157
WiFF SOL SEEZEMGLSETARER. (NY SOLSIERLLERAEREARARERF.
EW I SOL 21&iERE, M iDRACT r S 1TiEHI & 2% 1k SOL £1F:

ZRH SOLEEE, 1HkRIR <Enter> 2. <Esc> #8750 <t> #. SOL £iF15%H.
ZE M Linux LAY Telnet IR SOL £1F, HR1E <Ctri>+]. 1B Telnet I277%F . #IA quit IBH Telnet.

MRABIEFHA SOLSIE G B TEEZIE, WHEM SOLSERTRERTTH. EfRRIELEIE, &4 Web 7
T HY Overview (#t3%3) — iDRAC Settings (iDRAC % E) — Sessions (£iF) T IEHSITIEHE

{£F LAN £ IPMI 5 iDRAC7 &5

& w7173 iDRACT BLE LAN £ IPMI, FBEXMEIMB AR SR LAN FiEERASEZRA IPMI 4. MR ZEE R
K, MINERRERFETEER IPMI 445 iDRACT FR& S£iE1E.

{£F Web REE.E LAN Lk IPMI

B & LAN Lk IPMI:

1. 7£iDRAC7 Web REH, %% Z Overview (#t5%5) — iDRAC Settings (iDRAC#ZE) — Network (RI4E) .
18 &R Network (M%&) T

2. ?"IPMI Settings (IPMIiﬁE) T, %“‘EE‘I‘HE Rz BT Apply (RER) -
LAN _E IPMI IQEEEEEO

{£F iDRAC i E A FHIE/FE.E LAN £ IPMI

Ec & LAN L IPMI:

1. 7£iDRAC Settings Utility (iDRAC i&EAFHEFF) #, 5= Network (R4 .
1% 2 7~ iDRAC Settings Network (iDRAC @EBEM4) T1@.

2. XF IPMI Settings (IPMI w’E) , EEHE.
BXRERNIER, 5B IDRAC R ELNHFE/F BB A

3. fk’xEd Back (GR[ED . Finish (5ERK) #1Yes (B) .
LAN Lt IPMIZECE & .

f$£F§ RACADM &Z & LAN £ IPMI

ZEfE LAN £ IPMI, i&{E M set 5t config #5%:
1. B LAN L IPMI:
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- {£H config #8%: racadm config -g cfgIpmilan -o cfgIpmiLanEnable 1
- fFH set®%: racadm set iDRAC.IPMILan.Enable 1

FEZIEEWEEM LAN £ IPMI REHITHIPMI 2. 8XxELELE, 1557 intel.com L&Y IPMI

20 ML
2. FEF IPMI SERUR:

- {#£H config #8%: racadm config -g cfgIpmilan -o cfgIpmiLanPrivilegeLimit

<level>

- {FH setf%: racadm set iDRAC.IPMILan.PrivLimit <level>

Hep, <level>RUITE—I: 2 (AF) . 3 GRMER) s4 (BFER)

3. WMRFE, BHKE IPMILAN EEMEEA:

- {#H config 5% : racadm config -g cfgIpmiLan -o cfgIpmiEncryptionKey <key>

- {FH set®%: racadm set iDRAC.IPMILan.EncryptionKey <key>

Hep <key> B— MBI+t HIERAY 20 FHMEEA.

ﬁ 7E:iDRAC7 IPMI 3Z#% RMCP+ L. BXEZER, 1ES (7 intel.com LAY IPMI 2.0 #i5E.

B sz Az RACADM

& AT LU{E F iDRACT Web 52T s RACADM /2 A2 A itiE RACADM. ERILUIHITIEITR S A1 =2 RACADM &

o

{#/ Web 5% E/5 S % Hiz#2 RACADM

B s Z it i2 RACADM:

1. 7£iDRAC7 Web RE ™, %% Z Overview (#f35) — iDRAC Settings (iDRAC i%=E) — Network (RI4&) —

Services (BR%) .
1% R Services (BRSE) T1E.

2. 7£ Remote RACADM (GZ#2 RACADM) T, %% Enabled (BRER)

3. B Apply (A .
JLFE RACADM HR1E £ B AR,

{$£F RACADM /5 s 2 i 42 RACADM

BAIAE A RACADM iZA2IhRE. WRERMIINGE, FRANUTHSZ—:

. 11§FF] config 5% : racadm config -g cfgRacTuning -o

 {FHset#®%%: racadm set iDRAC.Racadm.Enable 1
ZHIZEEE, BFRAUTHSZ—:

. 10§FH config 5% : racadm config -g cfgRacTuning -o

 {FHsetf¥: racadm set iDRAC.Racadm.Enable 0
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Q FEENEARSG FIEITXESS,

71t RACADM

b RACADM BANER TERH. EZA, 55 RZAH RS EM R4 LAY iDRACT B &

BHEZERSZ LK IPMI

ESEZ% L, M Dell Open Manage Server Administrator 7] /2 FISZ M IPMI. EXEZEE, 55
dell.com/support/manuals 3218 Dell Open Manage Server Administrator” s User Guide (Dell Open Manage
Server Administrator F F#§R) -

A5 S HAE R BITIEH A ECE Linux

VIT#38% BT Linux GRand Unified Bootloader (GRUB). fNR{FAAEMIGISMEIEF, MEEZRMUBIEL

EAEREEF VN HATAON, BETEEREIEHEMNEOSNARFRERN 2517 x 80 5 LI
FRXAEMETR. BN, BLXKFRETES HIERD.

$% BB LU TN it R 4548 /etc/grub.conf 3244

1. 1REISCHFHY General Setting (FEMIRE) FAFHBRMUTHE:

serial --unit=1 --speed=57600 terminal --timeout=10 serial
2. ERZITLEBMEMNE
kernel ............. console=ttyS1,115200n8r console=ttyl

3. ZHFGRUB MEIRAMHFERETXAMAT. &N, GRUB REAFSTERAC ERIZHIEH R, EEH
EfRmE, 1H5ERE splashimage FLBY1T.
U RG24 7 751 fetc/grub.conf 321, EIRTELLISFE Fin BRI E L.
# Wil anaconda ‘EHiff) grub.conf # MR, XIS T E SRS L HFERIZIT grub # IE
®: BEA /boot X, XEMENT # WHEM initrd BEHES / MK, #BlW # root
(hd0,0) # kernel /boot/vmlinuz-version ro root=/dev/sdal # initrd /boot/
initrd-version.img #boot=/dev/sda default=0 timeout=10 #splashimage=(hd0,2)/
grub/splash.xpm.gz serial --unit=1 --speed=57600 terminal --timeout=10
serial title Red Hat Linux Advanced Server (2.4.9-e.3smp) root (hd0,0)
kernel /boot/vmlinuz-2.4.9-e.3smp ro root=/dev/sdal hda=ide-scsi
console=ttyS0O console=ttyS1,115200n8r initrd /boot/initrd-2.4.9-e.3smp.img
title Red Hat Linux Advanced Server-up (2.4.9-e.3) root (hd0,00) kernel /
boot/vmlinuz-2.4.9-e.3 ro root=/dev/sdal s initrd /boot/initrd-2.4.9-e.3.im

4. EBMAZ A GRUBEWIKIET RAC BITERAMELITH ARIE, BT ITIRMEFFAEmR
console=ttyS1,115200n8r console=ttyl

ABIRR console=ttySl, 57600 FRANEIE—AMEIR.

RFESIREERBELZH &

TESCHF fete/inittab &, FIE—4TLLFE COM2 BiTiH O LB E agetty:
co:2345:respawn:/sbin/agetty -h -L 57600 ttySl ansi

T RGIRREE T —1TRIRGISC .

#inittab This file describes how the INIT process should set up #the system in

a certain run-level. #Author:Miquel van Smoorenburg #Modified for RHS Linux by
Marc Ewing and Donnie Barnes #Default runlevel. The runlevels used by RHS are:
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#0 - halt (Do NOT set initdefault to this) #1 - Single user mode #2 -
Multiuser, without NFS (The same as 3, if you do not have #networking) #3 -
Full multiuser mode #4 - unused #5 - X11 #6 - reboot (Do NOT set initdefault to
this) id:3:initdefault: #System initialization. si::sysinit:/etc/rc.d/
rc.sysinit 10:0:wait:/etc/rc.d/rc 0 1ll:1l:wait:/etc/rc.d/rc 1 12:2:wait:/etc/
rc.d/rc 2 13:3:wait:/etc/rc.d/rc 3 1l4:4:wait:/etc/rc.d/rc 4 15:5:wait:/etc/
rc.d/rc 5 16:6:wait:/etc/rc.d/rc 6 #Things to run in every runlevel. ud::once:/
sbin/update ud::once:/sbin/update #Trap CTRL-ALT-DELETE ca::ctrlaltdel:/sbin/
shutdown -t3 -r now #When our UPS tells us power has failed, assume we have a
few #minutes of power left. Schedule a shutdown for 2 minutes from now. #This
does, of course, assume you have power installed and your #UPS is connected and
working correctly. pf::powerfail:/sbin/shutdown -f -h +2 "Power Failure; System
Shutting Down" #If power was restored before the shutdown kicked in, cancel it.
pr:12345:powerokwait:/sbin/shutdown -c "Power Restored; Shutdown Cancelled"

#Run gettys in standard runlevels co:2345:respawn:/sbin/agetty -h -L 57600
ttySl ansi 1:2345:respawn:/sbin/mingetty ttyl 2:2345:respawn:/sbin/mingetty
tty2 3:2345:respawn:/sbin/mingetty tty3 4:2345:respawn:/sbin/mingetty tty4
5:2345:respawn:/sbin/mingetty tty5 6:2345:respawn:/sbin/mingetty tty6 #Run xdm
in runlevel 5 #xdm is now a separate service x:5:respawn:/etc/X11l/prefdm -
nodaemon

TE3CfH Jete/securetty 1, {EFH COM2 BY &R 1T tty BFRETIE—1T:
ttySl

TR B REE T —1THIR BT
Ky & ERTREEEFS (-B) FERITIRE & LIEM IPMI TRHMAT Linux Magic SysRq &< .

ve/l ve/2 ve/3 ve/4 ve/5 ve/6 ve/T ve/8 ve/9 ve/10 ve/1l ttyl tty2 tty3 ttyéd
tty5 tty6 tty7 tty8 tty9 ttylO ttyll ttySl

X ¥FH SSH InE A =

E(FF SSH 15 iDRACT i&f5, EXHTRHPIIHMSHERAE.
R.IM:SSHEBHZE

FREE H=
JEXSFRANE Diffie-Hellman DSA/DSS 512-1024 (F&#1) i/NIST #13E
SFRINE

* AES256-CBC

* RIJNDAEL256-CBC
* AES192-CBC

* RIJNDAEL192-CBC
* AES128-CBC

* RIJNDAEL128-CBC
* BLOWFISH-128-CBC
» 3DES-192-CBC

* ARCFOUR-128

*  HMAC-SHAT1-160
*  HMAC-SHA1-96
*  HMAC-MD5-128
*  HMAC-MD5-96
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FREER VES
SR 3IE AT
PKA 57381 N-FABPRT

xf SSH (£ F 2 L 2 A58 E

iDRACT 3z#F SSH £/ EAIIE (PKA). XRB—MIRIGIFRIIEAITHAE. WNRIEFIZEFNERM SSH E£&Y PKA,
M Y% %) iDRACT B, BEAEMABARBHEZE. XITEENITEMNGENEANLBIREETER. LHME
$A WA E D RFC 4716 B openssh &3, BN, EHFUGZAERAZIER.

EEMAIEFERT, #FE Management Station 4 i — W FAGFANEZH . IFALEFA L E 2 iDRACT At
A, [EIEt SSH & ik & {E A FAS %5 4A & 37 Management Station 5 iDRACT Z [AIBIISIEE &,

&R LGB AT A SR R A F AR
3FFIE1T Windows BIE R, 1/ PuTTY Key Generator i A2
3 Fi21T Linux B9% Fim, (£ ssh-keygenCLI,

/\ Avi:#EDRACT k, ZRREEREARTERRAFAARRANARER. B2, TUALT “BER”
RPAPHRAR SRR SALRMARTEREMAANES. XOEZIMRETHRR,
ARMAREE SSHERE. AT XERA, Bit, HEESEHR.

N\ vl B8 ERFSMIER SSH EANENBRT “REBF” APHR. ZEURAHHFEEREAF
iy SSH %4 IEFREEES BULBUR.

4 W # Windows S {EF R A %
E(EFH PuTTY Key Generator i AT F O i H AR %40

1. Bz BRI EFEES K AY SSH-2 RSA 3¢ SSH-2 DSA B4 B! (SSH-1 AT X)) . I HERK
B XX E14E RSA #1 DSA.

2. HINEPHRINIE. 3T RSA, FALIENJ 768 #0 4096 iz, TXTF DSA, M 1024 i,

3. i Generate (R , WRIBFIETRET O TR
FHHEISHE K.

4. EALEMEHREETER.
5. MIANZREIELURIFE.
6. REAHLMMEEH.

4 R FE Linux FRIEAR B L F4A

E{FER ssh-keygen BIAREFEIEZEAREH, FITHALHRE O shel IBRF T, HIAN ssh-keygen -t
rsa ~-b 1024 -C testing

Hep:

-t & dsax rsa.
- b IRTHE E /T 768 F1 4096 = (8] BN BT 5K
- CIEM R IF I A LT ERR, ZIRT R AL,

B iEamESANS.

BRBIETHITRE. GSHNITRE, BLERAEXH.
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A 7)vits: { A ssh-keygen M Linux Management Station 4 F¥ k%5 $A 23k 4716 453X . 1&{EM ssh-keygen -e
-f /root/.ssh/id_rsa.pub > std_rsa.pub #HZEHERA 4116 X, HAERZEHLHH
PR . ZEEHR L IE A BUARUR AT .

E4 E:iDRACT 3% ARY ssh-agent # % .

35 SSH &4
BRASLFAFEHRS I7_f| HEAET SSHEFEOER . RMAXFRZH, BFHREEEARETER
B, UWEEARSHKEIM

INNNFRTRY 2 2 AR, i%ﬁW%IﬂﬁE’JT%HTAEm MEFRERAMERZRSIF . IDRACT RIFFERINF A Z AT
PITHRELURARUBTEAR. SRmIEAN, MREH SSHEOKIEETER-
1Z/F Web 5RE_LE# SSH #5

2% SSH %48

1. 7£iDRAC7 Web REH, 154 ZE Overview (#E52) — iDRAC Settings (iDRAC i2E) — Network (FI4%) —
User Authentication (FAA3&iE) — Local Users (AMARA) .
B 2R Users (FHP) TUHE.

2. fEUserlD (AP ID) FIh, BEARPIDHS.
1% 2 7% Users Main Menu (AP E3EH) TIME.

3. 7 SSHKey Configurations (SSH Z$AECE) T, i%#E Upload SSH Key(s) ( L#; SSH%$A) , AR HE T Next
(T—%) .

1% 2 7%~ Upload SSH Key(s) (_E#; SSH #4A) 7M.
4, BILITARNZ—LZ SSH Z4A:
- EEEHAHE.
- BEHEXHHAREREITARE.
BXRIFMES, 1S (iDRACT BXHLEEEN) .
5. BFH Apply (IR .
1&/H RACADM _|- # SSH &85
E M SSHEH, BeiTUTHS:
Eq i LHAMEREARGERMET.

FtF At RACADM, 1H#T: racadm sshpkauth -i <2 to 16> -k <1 to 4> -f
<filename>

FF3iziE RACADM, 15{E M Telnet 8¢ SSH: racadm sshpkauth -i <2 to 16> -k <1 to 4> -
t <key-text>

flan, EFERXHIRBENNER LB E—1EATE T IDRACT BF ID2, HEEITUITHS
$ racadm sshpkauth -i 2 -k 1 -f pkkey.key

% 3E: - £ $EIRFE telnet/ssh/serial RACADM AR5 3.

&E SSH &4
EATLIEF 22 iDRACT RIZ4A.
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&/ Web SREIEE SSH Z5
&E& SSH H4A:

1.

£ Web R H, %% Overview (#£%) — iDRAC Settings (iDRACi&E) — Network (4) — User
Authentication (P SI84E) — Local Users (AREFF) .

B2 Users (AP T1ME.

2. 7EUserID (HRPID) %If, BEAFIDHS.
4% 5 7% Users Main Menu (AP E3E8) TTE.

3. 7£ SSH Key Configurations (SSH ®4AELE) T, 1%#F View/Remove SSH Key(s) (Z&/MIkk SSH &) , %
F#E Next (F—%)
1% &7~ View/Remove SSH Key(s) (Z&/MIF SSH &4H) AR ZHIFMER.

1&/5 RACADM & & SSH &4

EEFSSHE, BBITUTHS:

13 EEH - racadm sshpkauth -i <2 to 16> -v -k <1 to 4>
FFBE%4H - racadm sshpkauth -i <2 to 16> -v -k all

fHER SSH B4A

EMBRAXZRZR, FHREETEARTRNEN, URIRMZER.
1E/5 Web SR EIMIG SSH 2%

ZMIBR SSH Z4A:

1.

£ Web RHE A, %% Overview (#i%8) — iDRAC Settings (iDRAC &) — Network (M4g) — User
Authentication (i B3383E) — Local Users (it FA) .

1B 2R Users (AP) TUE.

2. 7t UserlD (AR ID) %Id, BEAF IDHS.
FEEN< &7 User Main Menu (AR ESRH$) TEH.
3. 7t SSH Key Configurations (SSH Z4ABLE) T, i%£1¥ View/Remove SSH Key(s) (Z=&/MF& SSH &ZFH) , #
F#E Next (F—%) .
REEN S &R B A A 1S 2 Y View/Remove SSH Key(s) (ZXE/MIFS SSH 248) TUE.
4. i%$% Remove (HHBR) EMIPRAIZE, SAEHE & Apply (BIFD) .
FFri%E 25 £A BN 4 A BS -
1&/5 RACADM i SSH Z 47

ZMIFR SSH Z4A, BEITUTHS:

15 EEH - racadm sshpkauth -i <2 to 16> -d -k <1 to 4>
FfBEZ4H - racadm sshpkauth -i <2 to 16> -d -k all
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J/
fic & F P it R A0 BR

BAILLE ERE B ENR (EFAHEAHFED WARPMKPLUER DRACT B RAGZHEIFRERE. KIAMFR
T, ERAMERRZMNAEE iDRACT. WEARBRPAA rootF B %88 calvin. 1EAEER, EBALLZERA
M 2 AT St iR B4t AR P a7 18] iDRACT
BAILLEBE A A S A BERSE (5140 Microsoft Active Directory B¢ LDAP) LU BRI . £HE R
SZARE—ANEPNNERTEBRIRMARKA.
iDRACT X#HETAGIFTREES—HEXIIRMAR. AGRTTATER. #MEG. REZAFILAR. AGTE
XA] F R B KR
HxaEE

FEARHA A

EL & Active Directory |

B EiE A LDAP AR

BCEAH A

IS e LUE 4T ERY I 24 PR7E iDRACT EECE %1% 16 N A . €3 iDRACT AR 2RI, IBRIEREEAE
EMLUaTRAA. BAUERAXEAAMSIRZEERRZ. SRR E. XUEH AR FNZERYAE ST iDRACT
BIL R 5RE (Bl Web 2E. RACADM 3% WS-MAN) #H{TEX. BIEALUASNEFPBEASZA SNMPV3
gl

g 7E: SNMPv3 Thse 2354514 7], iDRACT Enterprise i A IE$R it T BE .

{3 iDRAC7 Web SR EIBECE A M A P

ARhnFOEC B iDRACT FH A :
ﬁ E: 1B B Configure Users (ECEF ) #URA 86632 iDRACT A R.

1. 7£iDRAC7 Web RE ™, 154 ZE Overview (ifif) — iDRAC Settings (iDRAC #E&) — User Authentication
(FAPW®IE) — Local Users (AMAF) .

It B 4% 2R Users (FIP) TIME .

2. fEUserlD (AR ID) 5, BHARIDHS.
Eq ERFR1TATIPMIEZRR, GRAESMEE.
7R User Main Menu (IR EB) 7@,

3. i%#% Configure User (BReEAF) , AREE Next (T—5) &
&7 User Configuration (FAFELE) TIM.

4. BRRPIDFAIAFIEEMRS. BRMGTERR. SEAT AR A B SNMPV3 3HE. B XXERT
MEEIER, 1§58 IDRACT Online Help (iDRACT BXAILEZEN) .

5 B Apply (A . BISEIZEGRFENRMAR.
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{&F RACADM EL E A tth Fi P

Q sE: AL P oroot B R FREAEITER Linux R4 L#4T RACADM #5%
&R LA{E A RACADM B & B4 si % 4N iDRACT AR .
EREZMEAHELREILRER IDRACT HF, BEHITUTERZ—:

%ﬁlﬁﬁqﬂﬁ’ﬂ RACADM 7=f5l, £I% RACADM A& RUHLAMIESH, RBEAEZNZERFE LINITZIHLAIE
X1+

TEEFH B —E & X &N Z & RS L6132 iDRACT B2 & St HEF #1417 racadm config =i racadm set 7
%,

N R A% IF A B E B0 iDRACT 5 15 B 21/ racadm racresetefg A5 %, MM—BIHRTHA AR root, ZFiSA
calvin. racresetcfg A< <44 iDRACT Eig A EIAE-

Eq ERPHEEAUEER, BAUEREA. Eit, £81DRACT L, RRAEEETENERIIHS.
ERIEARREEE, BEGCRTHLEANUAT®SZ—:

{£F config 6% : racadm getconfig -u <username>

{£/H get 8%: racadm get —u <username>
i
WMAUT @S, SRIXEHRRT 1 ZE 16 PrI—1:

« {#M config ®@%: racadm getconfig -g cfgUserAdmin -i <index>

{£F get 8% : racadm get iDRAC.Users.<index>.UserName
ﬁ E ISR LA racadm getconfig -f <myfile.cfg> B racadm get -f <myfile.cfg>, ¥
EEDYRIE myfile.cfg X, ZXHERETE iDRACT BEESHI.
ENSHMMR IDREHELFE—REER. EPEZENHNRE:
WRIEBZFE M getconfig 4
# cfgUserAdminIndex=XX

cfgUserAdminUserName=

© MREEELER get -

iDRAC.Users.UserName=

iR cfgUserAdminUserName 3§ &% G 18, MATLUER cfgUserAdminindex M RIERHRSIRS. WR “=" |/
BIRT AW, ZRSINSHEHARPAER.

{$ M racadm config @2 FaEANEAAAK, L4 - ETHEEERS.

FiEE, LR RERA cfgUserAdminindex MR EE “#” FHF. ERFXR—TRIEMER. A, WRE
f$ F racadm config -f racadm.cfg s & RIEEEEHEZS ARE/X R, NIEERBERS|. XMITHRFFERE
FEEEEE %/ iDRACT R E&E KB R E.

{3 RACADM i#m iDRAC7 F

ERMFAAE RACEE, HEHITUTIRME:

1. REARA.

2. WE®.
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3. RELITRPAR:
iDRAC7

- LAN

- BTIRO

- LAN k&7
4. BRAR.

w5l
TE ARG BB AR ANET A A "John' 2575 "123456", ZFA 3T RAC BEE “EF” WIR.

racadm config -g cfgUserAdmin -o cfgUserAdminUserName -i 3 john

racadm config -g cfgUserAdmin -o cfgUserAdminPassword -i 3 123456
racadm config -g cfgUserAdmin -i 3 -o cfgUserAdminPrivilege 0x00000001

racadm config -g cfgUserAdmin -i 3 -o cfgUserAdminIpmilanPrivilege 2

w
|
O

racadm config -g cfgUserAdmin -i cfgUserAdminIpmiSerialPrivilege 2

w
|
o)

racadm config -g cfgUserAdmin -i cfgUserAdminSolEnable 1

w
|
o

racadm config -g cfgUserAdmin -1

BT, BERUT®SZ—:

racadm getconfig -u john

cfgUserAdminEnable 1

racadm getconfig -g cfgUserAdmin -1 3

A% RACADM S HIEZER, 1557 dell.com/support/manuals 32 4t8Y9 RACADM Command Line Reference
Guide for iDRAC7 and CMC (i&F3F iDRAC7 #1 CMC &9 RACADM 4 & 175%£4E/) .

R E AR iDRACT A
BREEHEEEIRMAR (ETABMNIRRD
E4 i EWLUER getconfig 1 config A< s M get fl set <.

1. ERGSEERITANARERS:

- {#H getconfig A% : racadm getconfig -g cfgUserAdmin -i <index>
- £/ getﬁi@: racadm get i1iDRAC.Users <index>

2. ERFARPZMEEEANUTHS.

- {£H config #8%: racadm config -g cfgUserAdmin -o cfgUserAdminPrivilege -i
<index> <user privilege bitmask value>

- {Ef set#%: racadm set iDRAC.Users.<index>.Privilege <user privilege
bitmask value>

Eq & BXEERPIURMAMILHEEDESIR, 15517 dell.com/supporymanuals iZ2{5E9 RACADM
Command Line Reference Guide for iDRAC7 and CMC (3&F3F iDRACT7 0 CMC B9 RACADM £ 175 %45
) . BRIABRIEN 0, BIRFAREERBRIR.

AL & Active Directory A P

R IEAY 2> BMEFH Microsoft Active Directory 34, T AT LAEL B %5k 4F LUR 77181 iDRACT RYIXBR, M 52155
fnFRizE) B RARE P INE A 59 iDRACT BB AR . X E3RBIFERThEE.
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##: 7£ Microsoft Windows® 2000. Windows Server 2003 #1 Windows Server 2008 $&{E &% - 43{F F Active
Directory 5Ri2 71 iDRACT AP -

f&a] LA id Active Directory BL & P S 36 iE LA SR 2 iDRACT, R ATLUREE T AGMIR, MMEER
BATLASALR A B E 45 ERIBR .
MBRSSEEEME, iDRACT AEFINRMEZMELAEEN. ABZIRA:

%.12:iDRAC? 3 &

BaEnx—K B—K PR

=R EHER g%, EE ME%F\H$ RGIEE] el IR
&. HEEMNR. RFERIE. Bl

BRIER G B3R, BE. 2. wRELIEEE. mRERN R,
RGRME. A

Riz KRERRP a3

T T x

3. 13:iDRAC7 I F#UPR

Banx—& B—K AR

BR % 3% iDRAC i P& %2 iDRAC.

[ Bt & iDRAC V¥ F PECE iDRAC.

EERF BEERR FRPATUAFHERPHRIRS.

= ERARK ER PRI LUERRFSEM HE (SEL).
RGHEH| PITIRS RI=FI S EIESE NS SN0 ]
RERIES & wEEMEFIAEER FRPTLUEITERIEHE.
%§m$ﬂﬁﬁ%%

AR A GER
JRR AR

18] BT B 7 B LT R fEA AR LLS TN A EEHL A R

RGFIRE MR 23R RIFUES BT E’J?‘i‘t&%)ﬂ)ﬂ&tﬁiﬁkm?#ldﬁﬁ 2
FiHITIER.
iEi HITICH&® S FRARALUEITICEHS.
P S 2

%4 iDRACT {£ FH Active Directory 35 iFBY i IE &4
¥ 358 Active Directory 3 iE#1 5!

%} iDRACT {8 Active Directory & F BU T & 14

E({¥F iDRACT &Y Active Directory S48 IEThEE, 1BFAMRERIT T FIIR/E:

#BE Active Directory 224, B XIFMIELS, 1ES % Microsoft Pk,

1% PKI &£ 5% Active Dlrectory ZE#yeh . iDRACT 1§ A AR A T 25§ 2244 (PKI) HL i 3R 3G E Active Directory
Mz, BERFMER, 1S Microsoft k.

7£ iDRACT EZRIMPT A BT HIR LB AL 2 EEFE (SSL), UMIEFrAEizfISRm= £,

LIPS 3L
fEEiEd s F B SSL
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T HIgE LS A SSL

%4 iDRACT £ Active Directory I3EHI S50 EA AR, SBRHMSIHIEFIZEZ B/ SSLSIE. AT, SEEfIgEy
&7 HIAENLH (CA) ZERYIES — HARESE t L3 2 iDRACT /. 3T A2 {E g 354 2348 4iE &Y iDRACT
— AEERREIEH B EE FiEiEH S — st S A M EAS RE AR MELXER T SSLAEH.
R & {EF Microsoft Enterprise Root CA & 2714 & RIFT B iz HI g8 4 EC B SSLIEH, M 5:
1. EEMIEESIE LR=% SSLIES.
2. iEEiEHI2R4R CAER S H B iDRACT.
3. SN\ IDRACT B4 SSLiEH.
X
RREEMYIEHIZERY SSLIEH
1518475 2248 CA B S tH Z iDRACT
£ N\ iDRAC7 [#E 4 SSLiE$
REFGMYIEHIZFH SSLIER
REGMYIEHI 2249 SSLIEH:

1. Ed; Start (FFEA) — Administrative Tools (232 TE) — Domain Security Policy ({5i%£ %K) .

2. R Public Key Policies (AHZHEER) 30k, A 525 & Automatic Certificate Request Settings ( B ZhiE
HHIFRE) 53 Automatic Certificate Request ( BFIIEHHRIF) -

1% 2 7= Automatic Certificate Request Setup Wizard (BshiEHEHIFEEES) .
Bd Next (F—¥) F1%#% Domain Controller (IEi#SIgEs) .
B Next (F—%) , A58 Finish (R - SSLIFBER%E.

HFEHIZRR CA EF i = iDRACT
B4 £ mRAGET Windows 2000 SUEfE A ILET CA, LITHRATEERE.
Z IR HI 2R CA EH 5 tH 2 iDRACT:

1. #%ZE5E4T Microsoft Enterprise CA AR %% Boisiin Hi 28 .
2. B Start (FF¥E) — Run GET)

3. MiAmmc, AEHEEZOK (FRE) -
4

7£ Console 1 (=HI& 1) (MMC) H O, E i File (3CfF) (7£ Windows 2000 Z 4t | & 5 Console (354l
&) ) %% Add/Remove Snap-in GRIN/MNEEREATT) .

7£ Add/Remove Snap-in GRAN/MERERRIT) HOF, BF Add GRD .

£ Standalone Snap-in (I EIEHIT) FOH, iEIF Certificates GEH) F & & Add GFin) .

%% Computer (FEH) HEH Next (T—H)

i%#%¥ Local Computer (ZAibi+&#H1) , B Finish (FERL) , #AFEE OK (FAE) -

7 Console 1 (3=HI& 1) FOH, 43| Certificates (GEF) Personal (A A) Certificates GEP) 3T
10 HRBIFAEEBE TR CAES, %EF AllTasks FFEES) . ABHEE Export.. (BH.) -

11. 7 Certificate Export Wizard GEBFHRESF) &, #i Next (T—H) FHi%#%E No do not export the private
key (R, FBHFAHBEEHR) -

12. B3 Next (T—%) F+i%i% Base-64 encoded X.509 (.cer) (E-F 64 ir4maBHY X.509 [.cer]) {EH#&L.
13. B Next (T—5) HBIEBREZRFELMER.
14. 3513 SRTFHIIES L3 iDRACT.

© ® N @ o
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£\ iDRAC7 E 4 SSL iEH

iDRAC7 SSLiEH 2 F iDRAC7 Web AR5 23 HIMEREIER . FiH iDRACT i=HI s &M — N ECAM B &IEH .
4Nk Active Directory BRES 2518 E A7 SSL S1EMIA WM ERBA B IGIE & Fif, 1B FEZ4% iDRACT BRE=5iEH £ &
& Active Directory IBi{=H 88 . 405R Active Directory N7E SSL SR RIMIIA LMY ERHA B TR FimiiE, W EE it
MiIn S,
K4 & RRGHE(T Windows 2000, KT SRATGERE .

7E: 40 5R iDRACT B4 SSLiEH & CA ZZ A3 Hi% CA 8YiEH B 241 F 15325 28 A Trusted Root Certificate
Authority (Z{EERIIRIAENM) FIERD, BEDRITADHHESE.

% iDRACT [E 4 SSLIEH S AEIFr A EESIREERIERTIR:

1. {ERLLT RACADM %4 T &% iDRAC7 SSLIEH:
racadm sslcertdownload -t 0xl -f <RAC SSL iF>

2. fEiEHIZE L, $TFF MMC Console (MMC #HI&) & OFi%#¥ Certificates (3 EF) — Trusted Root
Certification Authorities ({SIERIIRINEHLED) .

L8283 Certificates (GEH) , 1% All Tasks (FREES) HEFE Import (BN) .

g Next (F—4) Fixl3TH) SSLIEH 3.

EEMEIEHI 3289 Trusted Root Certification Authority (Z{S1EROMRIAEANA) Fh%23E iDRACT SSLIEH .
MREELEECHIESR, MR CA ZRZALT Trusted Root Certification Authority (Z{SERIRINEHH)D
FIFRPHERIER . MRZNARETIRF, WELFERBIIEFSE LREE.

B Next (F—#) FHiZERTE Windows RIFIEP LA HNEBIEBEMHEEX, SEEIFMEEFERX.

8 Finish (FER) , A% EH OK (M) - iDRACT B SSLiIEH B S ANFAHIEHI S EERHERS
*x.

X #%H9 Active Directory 38 iiE4
AT LUE T A Fh 75 55 (% A Active Directory X iDRACT F i ia] 4 BR :

FRELEHIRRTE, {UE M Microsoft B9BKiA Active Directory A5 .
T RFEHFRRA R, B AEXH Active Directory 35 . F A i [a1#2 5] 34 R EBZE Active Directory FH4E
. EHEEEZMINRE S AARE IDRACT LB E B P B RIB S TR AR IF .
LEPS 3
FR/EZEH Active Directory 15
R Z2H Active Directory %

¥r4EZE44 Active Directory #E5%

WT B, 4 Active Directory 5 X1 FIFRESRHIFTEETE Active Directory 0 iDRACT E#BFHITECE -
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Configuration on Active Configuration on

Directory Side

Role
Role
Group

Name

Group Name
and Domain

Role
Definition

1: & Ff Active Directory ¥ /fE42 4B B iDRACT

£ Active Directory #, FRHEENRAERELE. B4 DRACT T RINRMAFRETAGEMRKR. EALAR
S LT R4 E iDRACT BRPR, FEAHE IDRACT LREAGHLZMEREAZ. AERNREIFES] iDRACT
(A2 Active Directory 51) FH#ITENX. EES/DRACTH, BEZTUENTANMEEE. REXRESET

BT HIRUR

(VECET

TEIABEERNIUR.
F. 14 Rl aLEPER
Al ZRIAR PR B
At ¥
a2 x
fAtiA 3 ¥

Login to iDRAC (ERZ|
iDRAC) . Configure iDRAC
(B & iDRAC) .
Configure Users (Bt &
FA) . ClearLogs G&/H
&) . Execute Server
Control Commands (#11T
REBEH®S) .
Access Virtual Console (377
B ERIIEHIA) . Access
Virtual Media (58] g4
NE) . TestAlerts Gllixt
E4F) . Execute
Diagnostic Commands (34,
T2 S)

Login to iDRAC (& FE|
iDRAC) . Configure iDRAC
(& iDRAC) . Execute
Server Control Commands
GITRR 28 H 6p

%) . Access Virtual
Console (ifFia] EHI=H
&) . Access Virtual
Media CiFlElEE#IS

&) . TestAlerts Clli{ZE
#®) . Execute Diagnostic
Commands (T2 dy
)

& R%iDRAC

0x000001ff

0x000000f9

0x00000001
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R ERAL PR 51 T RIIUR EERT

fatail 4 x R D ELUR 0x00000000
a5 x B D ELUR 0x00000000

Q ;¥: Bit Mask ({i#&%3) {& 2 A 7EFH RACADM i& BrAEZE IR A {E M.

B ER

MRAEEFAFRMARA (BFHRER) EHERES, NXEEL DRACT LR EigiTH| St EiXfhe
WIER, ZEFEHEE,

MRFFEERAANAGE (EMGHER KEZ M, MLHi7k DRACT LEE £ B ERSEMU. &
XfEimiER R, FFEAGEMGRES (NMRE) LA Universal Group GERLZE) 2KAI,

BC & #R SR 4 Active Directory
it & iDRACT LA#4T Active Directory B R ij7ia):

1. 7E Active Directory AR5 88 (8iimhI82) £, #THF Active Directory F§ FANHEHEIBH T,

2. BIE—MASHEIRINARE. 1 Active Directory B P 4E4 Active Directory 2B B9 RX R i hn A3 (8] iDRACT.
3. 7£iDRAC7 {3 iDRAC7 Web 5=k RACADM FL B4H % . 15 &N f IR .

PSS 2

{# A iDRAC7 Web R IR AEZEHIEL & Active Directory
{$EF RACADM B & EL B fRrAEZ24IAY Active Directory

{85 F iDRAC7 Web ST LAFRAESE#IEL B Active Directory
B EBEXBFRNER, BSR (DRACT BHIFE) -

1. 7£iDRAC7 Web 2E®, %= Overview (#t¥%%) — iDRAC Settings (iDRAC i&=E) — User Authentication
(FF3HE) — Directory Services (EH3&BRS) — Microsoft Active Directory.

FEED & 7% Active Directory S 51 -

2. B Configure Active Directory (Bt & Active Directory) .
1% 2 7% Active Directory Configuration and Management Step 1 0f4 (Active Directory EEEFIZEE 14, 14
%) A,

3. =#H, ZH5 Active Directory (AD) BRZ 83 1B15RY, /BFRIEPIIEF L2 SSLEIZEMIA 1L A 81 FR A RO TAERN 49
ZEMHFIER. Ak, LIIEEHIEHIBRINLSF4HER FODN, ZRESEREMPERTR. ELk DNS
NI ZEM 4RI B P IERMHITRE .

4. FBEH Next (T—5) .
1% 2 7% Active Directory Configuration and Management Step 2 of 4 (Active Directory EEEFIEEE 24, 14
%) |,

5. /AF Active Directory 3§ X F Active Directory FRS5S5F 0 Ptk PGB IE R . LS, ¥EETE iDRACT &
352 iDRACT W4 51% 1% Active Directory M [z B9 8]
By iEWREBRIECEM, 155 T RS R £ /5% % FADN. #4R DNS E 7 Overview

(#E%E) — iDRAC Settings (iDRAC 2E) — Network (M4g) TIEMELE-

6. Hifi Next (T—%) . 127 Active Directory Configuration and Management Step 3 of 4 (Active Directory &t
EMEEEIY, #H4P) A

7. i%#% Standard Schema (FREZRH) FHEHEFH Next (T—H)
1% 2 7% Active Directory Configuration and Management Step 4a of 4 (Active Directory L EFIEIEE 4a 4, it
4%) TH.
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i Active Directory £ B4R IR S B E FH 18 EH IR P RIIBRAE .
B Role Group (Afa4H) FLEFREZRMER T H P ASHIRIURRE .
1% & 7% Active Directory Configuration and Management Step 4b of 4 (Active Directory BELEFIEEE 4b &, £
4%) TUE.

10. $EEMBRIFEE Apply (RZFDD .
1% Rz FJ1& B 3+ & 7~ Active Directory Configuration and Management Step 4a of 4 (Active Directory &g EF1EHE
Fag, £4P) nmE.

11. B3 Finish (5B - FRAEZEHIAY Active Directory IR BBNELE ST -

{# F RACADM Fc B BB #r /44244914 Active Directory
{8 F§ RACADM FEc & B AR HESE#AY iDRACT Active Directory:

1. FEracadm LRTHT, BITUTHS:

- {#/ config %%
racadm config -g cfgActiveDirectory -o cfgADEnable 1 racadm config -g
cfgActiveDirectory -o cfgADType 2 racadm config -g cfgStandardSchema -
i <index> -o cfgSSADRoleGroupName <common name of the role group>
racadm config -g cfgStandardSchema -i <index> -o
cfgSSADRoleGroupDomain <fully qualified domain name> racadm config -g
cfgStandardSchema -i <index> -o cfgSSADRoleGroupPrivilege <Bit Mask
Value for specific RoleGroup permissions> racadm config -g
cfgActiveDirectory -o cfgADDomainControllerl <fully qualified domain
name or IP address of the domain controller> racadm config -g
cfgActiveDirectory -o cfgADDomainController2 <fully qualified domain
name or IP address of the domain controller> racadm config -g
cfgActiveDirectory -o cfgADDomainController3 <fully qualified domain
name or IP address of the domain controller> racadm config -g
cfgActiveDirectory -o cfgADGlobalCatalogl <fully qualified domain name
or IP address of the domain controller> racadm config -g
cfgActiveDirectory -o cfgADGlobalCatalog2 <fully qualified domain name
or IP address of the domain controller> racadm config -g
cfgActiveDirectory -o cfgADGlobalCatalog3 <fully qualified domain name
or IP address of the domain controller>

- {EH set®%:
racadm set iDRAC.ActiveDirectory.Enable 1 racadm set
iDRAC.ActiveDirectory.Schema 2 racadm set iDRAC.ADGroup.Name <common
name of the role group> racadm set iDRAC.ADGroup.Domain <fully
qualified domain name> racadm set iDRAC.ADGroup.Privilege <Bit Mask
Value for specific RoleGroup permissions> racadm set
iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name
or IP address of the domain controller> racadm set
iDRAC.ActiveDirectory.DomainController?2 <fully qualified domain name
or IP address of the domain controller> racadm set
iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name
or IP address of the domain controller> racadm set
iDRAC.ActiveDirectory.GlobalCatalogl <fully qualified domain name or
IP address of the domain controller> racadm set
iDRAC.ActiveDirectory.GlobalCatalog2 <fully qualified domain name or
IP address of the domain controller> racadm set
iDRAC.ActiveDirectory.GlobalCatalog3 <fully qualified domain name or
IP address of the domain controller>

R EAGEBIRMAMEHEE, 52 RBIAR AR,
NS HI 25 89 FODN, A =21EA FADN. 540, %N servername.dell.com Mo

dell.com.
=Nt EDFE - NEEHRITEE. iDRACT Z—=NEZ SN ER U, 2 MINETE
2. [FHARERMER, X% 2 A PP A ARSI SEay .
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2,

3.

4.

RERAPKAMBEEAMNTFARME N, WERMTEELRHERRESE. £S5 EHHER
T, REEERBERA.

MBEBATIEBIWE, M7 EE P FEAY FADN 5 P k7 53555 88 9EH 89 Subject (E
B%) =¥ Subject Alternative Name (EB&HAM) FEHEH.

WMRELF SSLIEF IR PANEPRIIE, HHALT RACADM &%
- {#£H config #6%: racadm config -g cfgActiveDirectory -o

cfgADCertValidationEnable 0O
- {Ef set#%: racadm set iDRAC.ActiveDirectory.CertValidationEnable 0

FERFERT, KT LEHINENM (CA)IEH.
7£ SSLIEF I AERFIHITIEREIE (AN -
- {#£H config #6%: racadm config -g cfgActiveDirectory -o
cfgADCertValidationEnable 1
- {Ff set@%: racadm set iDRAC.ActiveDirectory.CertValidationEnable 1

ERIFERT, LHERLT RACADM % E# CAIEH:

racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

By & 0RIBWIIEREM, 15 CHH RS R 2 /54557 FADN. #4k DNS E7£ Overview
(#ti&) — iDRAC Settings (iDRAC i¥E) — Network (M%) TIEFMREE.

LU RACADM 5 £ /&
racadm sslcertdownload -t 0xl -f <RAC SSL iFf5>
N5 iDRACT L2 /A DHCP F B 5% 2 {# F DHCP AR X 8542 1£AT DNS, iEMALLT RACADM # %

- 1§H%conﬁgﬁﬁ€h racadm config -g cfglanNetworking -o cfgDNSServersFromDHCP
1

- {FH setf%: racadm set iDRAC.IPv4.DNSFromDHCP 1
4R iDRAC7 =B 22 F DHCP si& %8 F5hisi A\ DNS IP Hbuik, M4 AL RACADM #5%:

- {£H config 8%
racadm config -g cfglLanNetworking -o cfgDNSServersFromDHCP 0 racadm
config -g cfglLanNetworking -o cfgDNSServerl <primary DNS IP address>
racadm config -g cfglanNetworking -o cfgDNSServer2 <secondary DNS IP
address>

- {FH setw:
racadm set iDRAC.IPv4.DNSFromDHCP 0 racadm set

iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address> racadm set
iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

WMREREBRAPIHSRUEEERE Web FEMISWMANBRAZ, MMAUTHS:
- {#H config #8%: racadm config -g cfgUserDomain -o cfgUserDomainName <fully

qualified domain name or IP Address of the domain controller> -i
<index>

- {Ef set%: racadm set iDRAC.UserDomain.<index>.Name <fully qualified
domain name or IP Address of the domain controller>

GBRESAEE 0 NMEAE, RIHESNHT 1340220,

H-FRZ2# Active Directory #tJa

EFRY REMBRIEFREE Active Directory ZEH4Y .
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Active Directory 22443 @

Active Directory $iE 2 B /41 W F N BHEEE . Active Directory ZR# B FE#A E A EEUE E P RS 8 1E89451
FRARMN . APRRRBIFEETEEIEN—ANRE. —EREAPEBEUTEEHERAANESE. HIK. &
WEHEE, EBALLEAERNE S M—R /B4 25k R Active Directory #iiEELU A T EE K. Dell B R
2L B ¥E{E R Active Directory 352 E IR IS IEANIE AL EF K.

INE|INA Active Directory ZRAIBIE N B 148 LW TUERME—RY ID EX . A THEZEMTIAHPHE—R

ID, Microsoft %437 Active Directory XF & FRIRFF (0ID) RYEUIBEE, LUE LA BIRMNZEAY BES, AT LURIEX LS
BHE—FBRSH Itk imsE. ZE7E Microsoft B9 Active Directory ¥ FRZeH), X F iRz B RSP HIE RN

%, Dell }5UgZIME—ARY 0ID. ME—ROY BB FNME—5EERYEE ID:

IERE: dell
HAEO0IDR: 1.2.840.113556.1.8000.1280
* RACLinkIDSEEIZ: 12070 % 12079

iDRACT Ze#a4 Rt x

Dell B REMILUEHE Association (ZE) . Device (i£4) # Privilege (R B1E. Association (FXE) &
4R TFIEHE AEA S — RIS E MR —2iiE 2 — e £ 1 iDRACT K&, HEEAME LERTMAA.
iDRACT #XPR#0 iDRACT & ZEEHER RIBRE TR AN R EME, MEAESZEDIRIE.

3 F Mg _EIRES Active Directory £ BRI TIS IEFIRANAYE 1N 493 iDRACT % &, BIEEV—A KB HF—
AN iDRACT IR EX R . BAILIBIEE N KEMR, FEENRBENGARBEETESHEIRTHRSIAR. BF
4As} iDRACT & & X% . FAPF1iDRACT B FRAEF AR PRSI R -

BR, SMXBENRAEHEES—MURN R (ATHERAA. AAESIDRACT REWR) . ARfLiFERE
B H 45 E iDRACT & & LB PRIRR .

iDRAC7 & & 3 & 215 [ iDRACT ElfEAv$EiE, F T Zif Active Directory LUITISIEFNFZAN . & iDRACT iR hnE| M
wrs, SERWAEE DRACT. Hig& 5 & Active Directory Z#R, LUEF P &Ef%i853 Active Directory #1718
IEFRIRAN . LbSh, TR R L FUE iDRACT IRANEIZE /D —AN KBS & LUE F P fTI8E .

TEEFR AR IEFEI T EE MR REEIT R

_— ——
I -

/ iDRACT
l\ Association Object

A - ) ™~ v i : ™.
[ Userls) VR / iDRAC?
[\\ Groupl(s) Privilege Object ‘ Device Object(s)

2: Active Directory X5 B9 B RY I B

™~

BAIUREEEAZIEHENERNR. B2, BAFNBEL—ANXBENS, FEMK EES Active
Directory £ A% LAiE 3 iDRACT 36 EFIZ AN B9 1 iDRACT i & w45 E —1 iDRACT L& M & o

KWK R EEHBE R AF/EAL R iDRACT B &M K. B, ENXKBEMKNEITFE— MR R. *B
IR A[EIETE iDRACT i & LB NRBIE A .

ADUC MMC &IH 8 5t Dell 3 R B 215455k B #BEIE YA PR XF SR #0 iDRACT 3 5 5k BX M S4B KB . Dell i &
RRVFR B H Mg AY4EEL iDRACT 3+ R 4Eh K BEXF R BY = G B RN

RIMEBEAREERERAEN, BEEEEEASEER XK. Dell Schema Extender 2 2 F 82 B IA KB
WEEEHAME, FEFESRKEEMBMERE—EER.
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SREEMBMAA. ARAESHRERAAHYRLRMEI KK RS, I RBEEMHER T ZEZ# Microsoft Active
Directory St 1F BT A PLELBEIFNFE S MY EREREMA R 4.

{E R IR+ RFELR

i AR IR AT A STHF M B AOAR PR3 5 s HEATAR PR RAR (X LEAR PRI 538 1 7 5] A SR Bk 3 R SR I PR
B o HEiER, i REMEIERIHURA A TR FREHA B SRR, XLEB SRR T SR MRS
TEXRERE R EIRURI R -

TEHRA T —ME R i FR22H RAALR A R B

Domain 2

Domain 1

Y i s 2
( Usert I{\\US_(—,'Q ( iDRACT1 ) ( iDRACT2

& 3: A PR RER

ZEIRR T AN KRBT &R — A0 F0 A02, @iT XN KEEATER, F A 1 KELE] iDRACT2,
Y RIS EF AAERRH P XK AENRT R E S ECAR, SR ETR, WMmERPIRE & KRR
£45,

EARRGIF, B 1348 iDRACT2 £&Y Privl A Priv2 #2FR. FIF 14484 iDRACT1 L£#Y Privi i R. AP 2358
iDRAC71 #7 iDRAC72 LAY Privl #fR. b4, ZEERBIRTRAA 1 ATERRERES, FEATURENERIN

=
283

BLE #2244 Active Directory
fig & Active Directory LAif7ia] iDRACT:

1. ¥ Active Directory 2244,

2. #F& Active Directory BB AFITEH SEL T,

3. 1% iDRAC7 FH P R E PR A0Z| Active Directory.

4, {FH iDRAC7 Web 52 RACADM E & iDRACT Active Directory B 1£.

LEES 3
R ZE# Active Directory HE4
L% FHF Microsoft Active Directory B FA0iT B #H EIEE THY Dell 3 B
1% iDRACT i 2 #n4% R i % Active Directory
{#F iDRACT Web 57 [ LA FRZSH9EBL E Active Directory
{33 RACADM Fig & B R 4244#Y Active Directory
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3" & Active Directory 2243

@it R IEHY Active Directory 2244, ®J[5) Active Directory 2243370 Dell B4R B 7T, ZBMERIUREMY, URT
BIRBRANKEA T &R . B BEMZ A, HREIEHFRMNEMEN R FAENERE (FSMO) AEBEEES
DU ETE AR

By =R e ARG RAR T ZA089 RAC 7 am. FHBRETERT %~ -
K &V RARETSEMZ AR .
ALUERU T ARz —1 R%RA:

+ Dell Schema Extender 22 F12F
+ LDIF BIA 14

WER{ER LDIF BIASCH, HA<I0 Dell LALRETTIRMEIZR M,
LDIF 3244%0 Dell Schema Extender 5> 3L Dell Systems Management Tools and Documentation DVD BYLAT B &

H:

*  DVDdrive:\SYSMGMT\ManagementStation\support\OMActiveDirectory_Tools\Remote_Management_Advanced

\LDIF_Files

*  <DVDdrive>\SYSMGMT\ManagementStation\support\OMActiveDirectory_Tools

\Remote_Management_Advanced\Schema Extender

E({FFH LDIF X, 15517 LDIF_Files B R BiR X H915 P8
AT UM EE AL E §#13F3151T Schema Extender 5% LDIF 3214

1Z /5 Dell Schema Extender

o A~ W

/Juity: Dell Schema Extender {8 SchemaExtenderOem.ini 32fE. ZE#4% Dell Schema Extender A FHIEFIER
Ik, BEEBULTHRRFR,

7£ Welcome (FRill) F&E E, 2 Next (F—5) .

PHEHTHRES, AERE Next (T—5) .

i%£#% Use Current Log In Credentials ({FANABERER) MANEFRMEREANRMA P 2%/,
B Next (F—%) i&fT Dell Schema Extender.

g Finish (RED
TR, ZW0IFZEM R, 151EH MMC 0 Active Directory 2RI SR I IEXFIB ML INEERR
1576, A X1EH MMC #0 Active Directory ZE#E BB TTEYIEMIE R, 15517 Microsoft i BB ST

EHEIE

. 15: F 02 ES B REMHEHEEK

EEZIR S EBIFKRATIRS (0ID)
delliDRACDevice 1.2.840.113556.1.8000.1280.1.7.1.1
delliDRACAssociation 1.2.840.113556.1.8000.1280.1.7.1.2
dellRACA4Privileges 1.2.840.113556.1.8000.1280.1.1.1.3
dellPrivileges 1.2.840.113556.1.8000.1280.1.1.1.4
dellProduct 1.2.840.113556.1.8000.1280.1.1.1.5
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3R. 16: dellRacDevice 3

0ID 1.2.840.113556.1.8000.1280.1.7.1.1

iR X3 Dell iDRAC7 &% . 7 Active Directory H1 @545
iDRACT7 BZ & 4 delliDRACDevice. 3XFECE{F iDRAC AT
B ER B Eim a1 (LDAP) &if) £ X2 Active
Directory.

ESE S CLEES

FZES dellProduct

B dellSchemaVersion

3. 17: delliDRACAssociationObject 2

dellRacType

0ID 1.2.840.113556.1.8000.1280.1.7.1.2

15 AR K% Dell XEAX SR . KEMEATRUEMASREZ
8] ) 3E T -

ES=hES] EZE

B dellProductMembers

2. 18: dellRAC4Privileges 3

dellPrivilegeMember

0ID 1.2.840.113556.1.8000.1280.1.1.1.3
i3t AR 73 iDRACT ZE SHUPR  (HZAUANBRD
= 0E il LENES

FES b

Bt delllsLoginUser

. 19: dellPrivileges 2

delllsCardConfigAdmin
delllsUserConfigAdmin
delllsLogClearAdmin
delllsServerResetUser
delllsConsoleRedirectUser
delllsVirtualMediaUser
delllsTestAlertUser
delllsDebugCommandAdmin

0ID 1.2.840.113556.1.8000.1280.1.1.1.4

it AR FAYE Dell 12BR (3ZAUANPR) BYBS A
30 i) EEGAES

e AR

B dellRAC4Privileges
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3. 20: dellProduct 2

0ID 1.2.840.113556.1.8000.1280.1.1.1.5
iR Fi B Dell F=@ik4E FRik BRI E 2,
ey EEEES

FES TTE

B dellAssociationMembers

. 21: /03 Active Directory ZRHy 89 B M B0 53R

B2 #R% AR S ECRY OID/E A M RARIRTF =R []
dellPrivilegeMember 1.2.840.113556.1.8000.1280.1.1.2.1 FALSE
B FILLE A dellPrivilege 3% AJ 4> ##&#R (LDAPTYPE_DN

B5I%R . 1.3.6.1.4.1.1466.115.121.1.12)
dellProductMembers 1.2.840.113556.1.8000.1280.1.1.2.2 FALSE
[& F It fi 84 dellRacDevice #1  A[%3##Z %R (LDAPTYPE_DN

DelliDRACDevice ¥ & BI%IF. 1% 1.3.6.1.4.1.1466.115.121.1.12)

B4 & dellAssociationMembers

[FiR SEIZRY AT HEIE .

$&4 1D: 12070

delllsLoginUser 1.2.840.113556.1.8000.1280.1.1.2.3 TRUE
MRBAEGREZFHERNOE, % /R{E (LDAPTYPE_BOOLEAN

M4 TRUE. 1.3.6.1.4.1.1466.115.121.1.7)
delllsCardConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.4 TRUE
ﬁﬂ%}ﬁﬁﬁﬁ&%ﬂ’ﬂ-ﬁﬁﬂﬁﬂ % /R1E (LDAPTYPE_BOOLEAN

PR, M4 TRUE. 1.3.6.1.4.1.1466.115.121.1.7)
dellisUserConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.5 TRUE
MRAPERREMAARER 7 /R{E (LDAPTYPE_BOOLEAN

PR, W73 TRUE. 1.3.6.1.4.1.1466.115.121.1.7)
dellsLogClearAdmin 1.2.840.113556.1.8000.1280.1.1.2.6 TRUE
ﬁﬂ%ﬁl)‘ﬂﬁﬁ&%ﬂ’ﬂ HAREMRM 75 /R{E (LDAPTYPE_BOOLEAN

PR, M4 TRUE. 1.3.6.1.4.1.1466.115.121.1.7)
delllsServerResetUser 1.2.840.113556.1.8000.1280.1.1.2.7 TRUE
MRMPEFLEMARSRFER 7 /R1E (LDAPTYPE_BOOLEAN

R, M2 TRUE. 1.3.6.1.4.1.1466.115.121.1.7)
delllsConsoleRedirectUser 1.2.840.113556.1.8000.1280.1.1.2.8 TRUE
ﬁﬂ%ﬁl)ﬁ'%ﬁ&%ﬂ’ﬂﬁ?mﬁﬁ] & 7% ’/R{E (LDAPTYPE_BOOLEAN

PR, M| TRUE. 1.3.6.1.4.1.1466.115.121.1.7)
delllsVirtualMediaUser 1.2.840.113556.1.8000.1280.1.1.2.9 TRUE
MRAPEFRERELN B /R{E (LDAPTYPE_BOOLEAN

PR, W73 TRUE. 1.3.6.1.4.1.1466.115.121.1.7)
delllsTestAlertUser 1.2.840.113556.1.8000.1280.1.1.2.10 TRUE
#ﬂ%)ﬁFﬁﬁ&%E‘]iﬂﬂiﬁ%‘?ﬁFﬁ % /R1E (LDAPTYPE_BOOLEAN

F#BR, M7 TRUE. 1.3.6.1.4.1.1466.115.121.1.7)
delllsDebugCommandAdmin 1.2.840.113556.1.8000.1280.1.1.2.11 TRUE

MRAPEGRENARGSE
I 5IABR, W% TRUE.

% /R{& (LDAPTYPE_BOOLEAN
1.3.6.1.4.1.1466.115.121.1.7)
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e it S ECHY OID/FEE M RARIRFT BiE

dellSchemaVersion 1.2.840.113556.1.8000.1280.1.1.2.12 TRUE

S AT RMIAR A A T E#RA . 2B KNG F 1 &
(LDAPTYPE_CASEIGNORESTRING
1.2.840.113556.1.4.905)

dellRacType 1.2.840.113556.1.8000.1280.1.1.2.13 TRUE
Lt E 1% =2 delliDRACDevice X KB ZREKNEFFH

LA RAC A LK | (LDAPTYPE_CASEIGNORESTRING
dellAssociationObjectMembers A7  1.2.840.113556.1.4.905)

HEENEIREE.

dellAssociationMembers 1.2.840.113556.1.8000.1280.1.1.2.14 FALSE
BTt mEn A] 5 ###&FR (LDAPTYPE_DN

dellAssociationObjectMembers B9 1.3.6.1.4.1.1466.115.121.1.12)
FR. ZEM4R

dellProductMembers 5B 1R

BiRHEE.

HEEEID: 12071

%24 BT Microsoft Active Directory F AFIH EH EIEE TH) Dell R

& Active Directory I HIZEHIRT, L4454 & Active Directory A AFITEN SIS T, LUFEIE R geipEmE
iDRAC7 1% & FIFFAM F4E. iDRACT ><BX#0 iDRACT #LFR.

£ Dell Systems Management Tools and Documentation DVD R3: R G &R 4R, BAILIBSARERFiTE
thi%#% Active Directory Users and Computers Snap-in (Active Directory Fi FFNTEH SEEBET) %I REES
L. BXLEZSGEEHHEMIEA, 155 (Dell OpenManage iR LI ) - X T 64 i Windows
BRIERG, BEERBTREREFMT:

<DVD IEzh38>:\SYSMGMT\ManagementStation\support\OMActiveDirectory_SnapIn64

A X Active Directory A PFIITEN BB B TRIFMIER, 155 F Microsoft 1 B 3L

4% iDRAC7 FJ P #n{XBRi%& N2 Active Directory
{3 Dell #"FE &Y Active Directory I PFIITBEH BEIRS T, B LUBT R F. REEFIRPRXT &7 iDRACT
APRFNRR. ERMENTER, ERITUUTIRE:

+ I} iDRACT E& XWX
BIENR IR
B KRBT &
o BXRIFMEBFKERITR
X

NEFSESVIEIESISES
£/ iDRACT i% & 3t

B PRIS &
Bl 3R L BEX

BI#E iDRACT @& 715
#1722 iDRACT i &3 & .

1. 7£ MMC #Y Console Root (JZHIAMRBR) EOH, AREHF—I1BHE.
2. i%$E New (#F#) — Dell Remote Management Object Advanced (Dell & TIEEEMR) .
15 &~ New Object (FREXMR) &HO.
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3. MINEIMREZIR. ZBRL S EIE(EH iDRACT Web REEL & Active Directory /& MERT4 N\ B9 iDRACT &
HEeHEE.
4. 1%£#% iDRAC Device Object (&&FXHK) , AR/ HTH 0K (FAE) »

BB BRI 5
E 0 RINRIIR:
B i B AR K R R B R — Mg b B ARBR AT KR

1. 7£ Console Root ($EHI&#HRYTm) (MMC)E A, ARBELE—IAE.

2. j&#% New (Hi#) — Dell Remote Management Object Advanced (Dell SZTREHEMR) .
1% &7~ New Object GREXMSR) &O.

3. AFMMREMANAR.

4. iE#% Privilege Object (FUPRMR) , SAF/EE K (FAE) -

5. AEBRLEEMRT S FHIEHE Properties (BIE) -

6. Ei5 Remote Management Privileges GEFZEIEMPR) £+ 4 F P ¢H 9 BLAUBR

BB KBTS
EOEXBER:
F4 :iDRACT KEXM RNAIREM R, HSEELE % Domain Local (A .

1. 7£ Console Root ($EHI&#HRYm) (MMC)E A, ARBELE—IAE.

2. %4% New (#FZ) — Dell Remote Management Object Advanced (Dell S&TIEEEITHR) -
RERD < &~ New Object (HEMSR) & M.

3. MR R EIBFRIFESE Association Object (EBKITR) .

4. iE¥% Association Object (REEX®R) BISEE, SAFET 0K (HE) .

5. [EIEF PRt ia 612 R B 3T R R i a4 AR .

HxHEE
J KBRS SR8 A 37 (a1 4 BR
K KGR SR EELF U5 /5 BR
= w36 IE A PRI 0] €13 AY SR BR X & BY 17 9] AR -
1. %% Administrative Tools (2T H) — ADSIEdit (ADSI #&48) . FEEI< &~ ADSI Edit (ADSI %w48) &
a.
2. EAMNERD, SMECEMNXBENR, AREHASIHIEE Properties (B
7£ Security (&) ®IEH, BFH Add GRID .

HiN Authenticated Users (WiEMMA /") , Bt Check Names (HREZFR) , AFEEH 0K (H
) . WIEH A P BEIS 0% Groups and user names (LAFIARE) FI&RH.

5. BFHOK (WE) .

TEXT S TANBY K IHERT 52
{$5 3 Association Object Properties (XEXXISREIE) T O, ATLAKEBAA PSP, PRI %0 iDRACT i &3k
iDRAC7 1% &4,
ATLAAR AN A A 4B%0 iDRACT & & 4H.
e
RN BR

13



¥R IDRACT % Sali% 540
A B A
NI PEUA PR
1. A#RHBE Association Object (KEXIFER) FikiF Properties (B -

2. &iFUsers (AP EWFHE£E A GRID .
3. WARAPSERAERTRFASRT 0K (BE) -

RIIERIR

ERIALPR -

B Privilege Object (FXBRAFR) £+ LUE KEGRINBRI &, 1ZXEKE X T § 3¢ iDRACT & &R, AR

A PHAMIBR, — DR R 2R —MUBRIT &R

1. i%&#% Privileges Object (ARPRIM &) &+, FF& & Add GRID -

2. BWABRMKRZFRFES OK (BE) -

3. B Privilege Object (AR IR+ LA KELRMBPRIT R, ZKBRENX T $+3F iDRACT & F I HERT,
AP A PEIIR. — KRBT R R BRI — MR R .

A IDRACT 1@ & 318 &4

ENhN iDRACT & & aki% &4

1. iE#E Products (F=&) HEIEFH & Add GRD .

2. i\ iDRAC7 i %3} iDRACT & F4H &I B & 0K (FE) -

3. 7£ Properties (JBM™) HO, 2 Apply (BZIFE) , #8455 0K (BE) .

4. B Products (FZ&) T LURIN—EIEZEIR AT E XA AR AR LER) iDRACT . &
ATLLE % A iDRACT R & RINE| BN KREAI KR .

{&F iDRAC7 Web FEE A RER#IEL & Active Directory

E(EH Web FE LU REEMIECE Active Directory:

ﬁ EAXESFENER, BB (DRACT BHIFE)) .

1. 7£iDRAC7 Web R mEH, % Z Overview (#I5%) — iDRAC Settings (iDRAC &) — User Authentication
(A RAIHE) — Directory Services (E&BR%) — Microsoft Active Directory.

Fi BN & 7~ Active Directory & 51 H .

2. B Configure Active Directory (Bt & Active Directory) .
1% 2 7% Active Directory Configuration and Management Step 1 0f4 (Active Directory EEEFIEEE 14, 14
%) TUH.

3. # 5 Active Directory (AD) BR &5 83150, RNEE/BRIEPRWIEF L2 SSLEIZEHTIA 1L A8 T A B IAEM 49
FZENBFIES.

4. iFBEH Next (T—5) .
1% 2 7% Active Directory Configuration and Management Step 2 of 4 (Active Directory EEEFIEEE 24, 14
%) |,

5. $&EXT Active Directory (AD) FREZ&FFAPIKA M ERS . R, TREEERRELE, iDRACT &
1S AD Nz AY AT

EMBBRTIERWIE, #5E Domain Controller BR 5525 3tb 31t 0 FODN. #f{% Overview (#t%x) —
iDRAC Settings (iDRACi&E) — Network (&%) TAYDNS [EFRELE.
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1.

B Next (T—%) . 15 E 7 Active Directory Configuration and Management Step 3 of 4 (Active Directory B

BEMERE IS, #4P) TE.

i%£#% Extended Schema (¥ RZEHD) FH & Next (F—H) .
1% 2 7= Active Directory Configuration and Management Step 4 of 4” (Active Directory R BEFIEEE 4 &,

44 TImE.

Hi Active Directory (AD) &Y iDRAC7 i & X R I B FRFAGLE, FE3F Finish (BBD -
I H#E LAY Active Directory 18 & it & TR

{ /3 RACADM ECE A B # RER44JHY Active Directory
{$ / RACADM EL & B F I RR4249HY Active Directory:

FTFF i SRR AT FFHIALLT RACADM 3 %

- {¥ config %%

racadm config -g cfgActiveDirectory -o cfgADEnable 1 racadm config -g

7~

cfgActiveDirectory -o cfgADType 1 racadm config -g cfgActiveDirectory -
o cfgADRacName <RAC common name> racadm config -g cfgActiveDirectory -
o cfgADRacDomain <fully qualified rac domain

cfgActiveDirectory
name or IP Address
cfgActiveDirectory
name or IP Address
cfgActiveDirectory
name or IP Address

- {EH set s

racadm set iDRAC.ActiveDirectory.Enable 1 racadm set

e
of
-0
of
e
of

cfgADDomainControllerl
the domain controller>
cfgADDomainController2
the domain controller>
cfgADDomainController3
the domain controller>

iDRAC.ActiveDirectory.Schema 2 racadm set
iDRAC.ActiveDirectory.RacName <RAC common name> racadm set
iDRAC.ActiveDirectory.RacDomain <fully qualified rac domain name>

racadm set i1iDRAC.ActiveDirectory.DomainControllerl <fully qualified

domain name or IP address of the domain
iDRAC.ActiveDirectory.DomainController?2
or IP address of the domain controller>
iDRAC.ActiveDirectory.DomainController3

or IP address of the domain controller>

name> racadm config -g

<fully
racadm
<fully
racadm
<fully

qualified
config -g
qualified
config -g
qualified

controller> racadm set

<fully qualified domain name
racadm set
<fully qualified domain name

domain

domain

domain

B & EemzPRE= itz —. DRACT B—=iIXEREIG MR EM L, BRIMNEIER. &
R RZRAET, XL R 1 iDRACT I8 & Ffr £ fur & 145l 25 A9 FADN =X IP tthtlk.

7 SSLIEFIEPEMIEBEIE (ANE) -

- {#£H config #6%: racadm config -g cfgActiveDirectory -o

cfgADCertValidationEnable 0
- {Ef setA%: racadm set iDRAC.ActiveDirectory.CertValidationEnable 0

By & ERIERT, BEFLHCAILES.
7£ SSLIEF I HBFIMITIEREIE (AN -

- {$H config #%: racadm config -g cfgActiveDirectory -o

cfgADCertValidationEnable 1

- {FH set@®%: racadm set iDRAC.ActiveDirectory.CertValidationEnable 1

FERIFERT, B EE CAMES:
racadm sslcertupload -t 0x2 -f <ADS M ca iFH>
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Eq iEWRERATIEBRWIE, WIEEHZH RS R ULA0 FODN. IFHHIR7E Overview (#iid) —
iDRAC Settings (iDRACi&E) — Network (&%) TIEFBECE DNS.

LT~ RACADM %5 £ 7] 1%
racadm sslcertdownload -t 0xl -f <RAC SSL uFfi>

2. R iDRAC7 L2 /EF DHCP F H A E{$ A DHCP AR 28424EAY DNS, M ANLLT RACADM %54

- {#H config #8%: racadm config -g cfgLanNetworking -o cfgDNSServersFromDHCP
1

- {FH set#?$: racadm set iDRAC.IPv4.DNSFromDHCP 1
3. R iDRAC7 2% F DHCP s A2 F shifi N\ DNS IP sthtik, M4 LLT RACADM 455
- {£H config %%

racadm config -g cfglLanNetworking -o cfgDNSServersFromDHCP 0 racadm
config -g cfglanNetworking -o cfgDNSServerl <primary DNS IP address>

racadm config -g cfglanNetworking -o cfgDNSServer2 <secondary DNS IP
address>

- {FHset%:
racadm set i1iDRAC.IPv4.DNSFromDHCP 0 racadm set

iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address> racadm set
iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

4, WMREMSAFETIFRUEAELT IDRACTI Web REMN AEHANB AL, MHMAUTHS:

- ﬁﬁﬁiconﬁgﬁﬁé?: racadm config -g cfgUserDomain -o cfgUserDomainName <fully
qualified domain name or IP Address of the domain controller> -1
<index>

- {Ef set%: racadm set iDRAC.UserDomain.<index>.Name <fully qualified
domain name or IP Address of the domain controller>

TREAERE OMNHPE, ZIH/ENT 1240 208,
5. iR Enter TR ECE R B I BLLHIHY Active Directory HIZ 7% .

iz Active Directory I8 &
&R LU Active Directory i B AR IEERIECE 2 EIEH, SiZHT Active Directory B R KM A @] .

{3 iDRAC7 Web SR Active Directory & &
MK Active Directory & :

1. 7£iDRAC7 Web 2E®, %= Overview (#t¥%%) — iDRAC Settings (iDRAC i&=E) — User Authentication
(FP3EHE) — Directory Services (EH3&BRS) — Microsoft Active Directory.

4% 2 7~ Active Directory {#EZ A H .
2. B Test Settings GRIRIEE) .

3. AR E PRI (40, username@domain.com) FAZERD, A EA T Start Test (FFEEMIK) . BETR
13‘5&& E’] ,}l'llJ rt %*n Iljlljl—t E o

WMREFAPREY, FEENK B EPFERES U E B R ERRR TR

7E: 753 P Enable Certificate Validation (JBRMEHIEUE) BY1E R T Active Directory i& &R}, iDRACT
3K Active Directory BR 55 851@ 33 FADN M A2 IP b i#{THRIR. W1R Active Directory ARSS 881853 IP
HohbkRiR, MSEHIGIERM, JEE R iDRACT Fti%5 Active Directory AR 251& 15 .
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{8 F§ RACADM ii& Active Directory i€ &

iR Active Directory I8 8, H{E M testfeature 4. BXELIEE, 157 dell.com/support/manuals -
12148 RACADM Command Line Reference Guide for iDRAC7 and CMC (GEFRF iDRAC7 0 CMC B9 RACADM 41T
SERR) -

B =% F LDAP A

iDRAC7 fRftiB AR R FHFE TR EBR B FIFE Y (LDAP) BIEE. IINRERFEEBRRS LHITE
AR R

Z2{ iDRACT LDAP K@ A, (AR R FIAAE B RARS < 8 By B 1424 FR AR 5T A - iﬂéé’% BRRBHE
BHRIE RS, flan, AFTREAARIREMERMATH. ARURARMAZ B HEE. XLRERE
iDRACT i {TECE .

E X @R LDAP BRMRS A FHFET HaEFHNERIE (TFA) FIR—EF 3 (SS0).
EES 3

{£FH iDRAC7 EF Web B9 R EECEiBH LDAP HEARS
{EF RACADM L& i@ LDAP HEARS

{s£ 5 iDRAC7 &F Web B AR HECEiEF LDAP B3RS

{&/ Web SREEH B LDAP B RARS:
K EAXSFRNER, ESE (DRACT BHLAE) -

1.

7£ iDRAC7 Web REH, % Z Overview (#%) — iDRAC Settings (iDRAC i&E) — User Authentication
(FHPIEIE) — Directory Services (E%BE%5) — Generic LDAP Directory Service (GEF LDAP B 3Bk
%) .

Generic LDAP Configuration and Management (i@ LDAP BECEFfETE) TTHE T~ EIHIER LDAP IR E.
B3 Configure Generic LDAP (ECZi# A LDAP) .
oE, 5B LDAP RS RIBIERTH SSL ERMKR L IEPBRIERRIEH LS FERAMETIESR.

B4 i fEibhRAR s, R #5EFIE SSLik DAY LDAP 4872, X3 #% SSL L LDAP.

HEHEH Next (F—F)
1% 2 7= Generic LDAP Configuration and Management Step 2 of 3 (i f LDAP BLEMEEE 24, #£3H)
18

BB LDAP IIEFHEE X FIB M LDAP FREF[FA Ak P ERER.

K & mRERKIES/EM, 7E8E LDAP AR S5 28 #9 FQDN FH#f£R DNS 7£ Overview (H#E¥E) — iDRAC
Settings (iDRAC & E) — Network (M%) TIEMEE.

Eq & ElhAS, FXFHRES. EHBRTIZAMERMRIUTER P DN, 1o, REHFEM4E,
R

FHEH Next (F—F)

1% 2 7=~ Generic LDAP Configuration and Management Step 3a of 3 GGEFJ LDAP E.EMIEHE 3a 5, #£35)

TH-

B Role Group (ffa4H) .

1% 2 7~ Generic LDAP Configuration and Management Step 3b of 3 (i LDAP ECEFNEHEE 3b &, #£35)

.

EEMIRE SR BTR, 5ZEXBKBBIR, AF2ET Apply (A -
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Eq iE: WnRIEMER Novell eDirectory 73440 DN BIREM TUTFH: # (5 . " (W3S . ; (&
). > (KFB) ., EB) si< U©NFB) , MabfizEX.

fAEEIREIERTE. Generic LDAP Configuration and Management Step 3a of 3 (GEf LDAP B EFIEEE 3a
¥, £IP) MEBEFABHERE.

9. MREGREHMAGHE, BEEEFTISNESS.

10. 23 Finish (£ . @A LDAP BRBRZAEETMK.

{#F§ RACADM B &EiEF LDAP B RIR%
EfE LDAP BRRSE, EIITUUT#HE:
* J% cfglLdap #A cfgLdapRoleGroup 2B B9%1 5 5 config S ELA1ER.
1% iDRAC.LDAP #0 iDRAC.LDAPRole EF BY3 T & 5 set A S ELS1EH -

BXEZEE, 155 dell.com/support/manuals L3289 RACADM Command Line Reference Guide for iDRAC7
and CMC (G&FF iDRAC7 #0 CMC B9 RACADM # £ 17& %46/ ) -

ik LDAP B RBRF & E
{ERT AL LDAP B RIRS R EURIE LM BERBER, SiSH LDAP BR AWM.

{53 iDRAC7 Web RE iz LDAP B RIRZIRE
Zi% LDAP B RIRE &S :

1. 7£iDRAC7 Web S2E ™, %53 Overview (¥%3%5) — iDRAC Settings (iDRAC i&E) — User Authentication
(AR B%IE) — Directory Services (BFAR%E) — Generic LDAP Directory Service (i@ LDAP B FHk
£) .,

Generic LDAP Configuration and Management (i@ LDAP BEEFIEE) T1E T B Y AIAYEA LDAP & E.
2. B Test Settings GURIRE) -

FAMK LDAP P B R A PR R 2R, FHAMIERBURT Attribute of User Login (fH A EREIE

%), BEMIANMARZY RS LR ERETAL.

;E: an R 7Ei%  Enable Certificate Validation (BRIERIEIE) AY1E R TMiL LDAP & &, iDRACT E3K
FA FODN (A2 IP k) SR#RIE LDAP BRSS88. R IP ik sk471H LDAP BR52%, IERWILS K
W, XZRF A IDRACT &35 LDAP R 2iE (S,

EREREA LDAP, iDRACT BASSRUBZRARMNEMERAR. RXY, NEBAKH
AREk.

FEEN S BoRiMliR g5 A B 7.
{5 F3 RACADM i LDAP B RRFZI&EE

EiX LDAP BRIREKE, 1BEM testfeature %%, BXEHIEL, 15217 dell.com/support/manuals E
128 RACADM Command Line Reference Guide for iDRAC7 and CMC (EF]F iDRAC7 0 CMC B9 RACADM 41T
SERE) -
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g
BoE iDRACT HITR—EFHE R FEFR

ATIREACE IDRACT LUHITE E£&F GER FARA FA#A Active Directory FHP) F18— (SS0) & F GERTF
Active Directory ) BYER. SSO FAEREFE R EAIIRFIFAIAITIRE,
iDRAC7 S #F & T Kerberos B9 Active Directory 3 iE SR ST #F & 8EF 71 SS0 & 3K . B X Kerberos IER, 1FiAE
Microsoft [ ik .
X

/3 Active Directory f§ A B & iDRACT7 SSO B 3%

A A B E iDRACT BEEFEF

73 Active Directory Fi P Ec & iDRACT B gE £ & F

Active Directory BE—& R B e+ ERAAIIRFH

EF Active Directory B9 SSO i & R F B FHIRTIR L4 B1E:

4% iDRACT B8 5 Active Directory iliZHI g8 RSB E 2. WRAEL, iDRACT LAY kerberos BEIERM . &
AILME R X1 NTP ThEERI oAt iE) . EXIIX—&, S HEER X NTP.

4% iDRACT ;Efft 47 Active Directory #R 33 B B9+ E#1.
A ktpass TE4 X keytab 3044

BEAY REMBHE—LF, 5HIRTE Delegation (FiRK) &£ 4 keytab B Ak ® T Trust this user
for delegation to any service (Kerberos only) (IHEMIARSEAIZIRIEELLA P ((XFR Kerberos) ) . %ik
RN 7E{E F ktpass 2~ 26 keytab XA RTH.

BB sEes U B SS0 & 3%.
f1) 2 Active Directory 3 SR 4R HEF =R -
33F SSO, 157 iDRACT F7EF M9 DNS BRS 23 EL & I [ & i) X 3

% E: MR EN B S5/ [E DNS Eiff RIEHL, Kerberos I IES KM

VPSS 3 e
il & 3% b 22 1L ;5 FH Active Directory SSO
4% iDRACT ;¥ 84 Active Directory 4R 38 B B9+ E 41
4 B Kerberos Keytab 3244
B2 Active Directory X4 S FF 1R AR

4% iDRACT ;% fft & Active Directory #R38 fh B9+ B #
1£ Active Directory #Rig% fF ;£ A iDRACT:

1. EHiz Overview (#f¥%%) — iDRAC Settings (iDRAC &) — Network (&) — Network (F4%) .
18 27 Network (FI4%) T .

2. iR1EBMEY Preferred/Alternate DNS Server (Efi%/#FH DNS ARS8%) IP thlit. iZ{ERIEARISAERM IS Y
B % DNS BR5588 IP Hbtik,

3. 1%%% Register iDRAC on DNS ([5] DNS ;4 iDRAC) .
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4. 32537 DNS Domain Name (DNSIH&) .
5.  IGiEM4& DNS B & 5 Active Directory DNS {5 2 ILEL.
BREETMIEMIER, 1528 IDRACT BHL 7287

X p¥, Kerberos Keytab 3244

EY % SSO FAE gE-F & RISE, iDRACT M IFFTE Windows Kerberos 4% H j3 I B 1€ Kerberos BRS BYHIED
&. iDRAC7 L H9 Kerberos L& % & 91 5B E3E Windows Server Kerberos AR $51E4 Windows Server Active
Directory F &£ E RS BMHEE.

ktpass TE (AJ{1EHBRS5 8% 4% CD/DVD RYLA R ER S M Microsoft 3515) FF 612 Ak P BIBRSS EIRAFR
(SPN) B EH B FETIEE S HE MIT 48X B Kerberos keytab SLHF, XBFRIFIEAPRAHRESZHS XH 0
(KDC) Z [BEILIEEXFR. keytab X EEMEZEZH, AT MZEIRSEEF KDC ZBHESR. ktpass TR RIFXZ
¥ Kerberos I iEAYE T UNIX B9BR S, MM AI{EH Windows Server Kerberos KDC BR S5 IR LR B #R1EIEThEE. &
X ktpass > FIEFRUIEMIE S, 151718 Microsoft (k. technet.microsoft.com/en-us/library/cc779157(WS.10).aspx

4 Y keytab X Z BT, BT E— Active Directory I Pk 5 ktpass f4BY -mapuser i1 —#2{E .

5, B FURE S £ 84 BUAY keytab SCE$E B BY iDRACT DNS & FRHEEI Y& FR.

£ /8 ktpass T B4 X keytab 3044

1.  7EFHEEN% iDRACT BRETZEI Active Directory H Fl P il P RYIZIZHI2S (Active Directory BR$588) LiT1T kipass
NRER.

2.  {ERLLT ktpass #5262 Kerberos keytab 3Z14:

C:\> ktpass.exe -princ HTTP/idrac7name.domainname.com@DOMAINNAME.COM -
mapuser DOMAINNAME\username -mapOp set -crypto DES-CBC-MD5 -ptype
KRB5 NT PRINCIPAL -pass [0 +DesOnly -out c:\krbkeytab

hnZE LAY DES-CBC-MD5. E{KZ:E 5 KRB5_NT_PRINCIPAL, ARE ERBFRIRGIEH EMAAKARIE
M5 “{E£/ DES” M LA AR /B ALk PB4,
iE: 3T iDRACTname #A Service Principal Name (BRZ &2 FH/NEFE, WMBAFEFRASFHE,
MRGIR R
3. EITUTHS:
C:\>setspn -a HTTP/iDRAC7name.domainname.com username
B R —A keytab 3T

i R AN Z E)3E keytab 4R IDRACT P BIEMEIRE, 15 EIE A P FE keytab 3. 1R
BIRBUTERAEZE— keytab X, M T EEMEE.

£ Active Directory X5 F-12 4R
FFEF Active Directory 3 FRZ2HIH9 SSO BERMITUT T

1. 7£ Active Directory RS 28 P BB IR &R . R RFAIXKBET K.

2. WEMEENRMROFEONR. BUAEREEERAIIR, BAAXTHSGE—LRLEE.
3. FAXRBNRXEBEENRIBIRITER.

4. BZAERSSO AR BRAPF) AMEEEWNR.

5. iR AA R R, Ll e G R SCBE AT &R .

X
4% iDRAC7 i 04X BR 7 E Active Directory
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o & % 3588 LA /2 A Active Directory SSO

A T512 4 Internet Explorer #0 Firefox B9 53 22 1% & LA/Z A Active Directory SSO.
4 i:Google Chrome 70 Safari A~ #5{i i Active Directory #1T SSO &3%.

ELE Internet Explorer ELJZ F Active Directory SSO

14 o)

Bt & Internet Explorer BY 55 2518 & -

1.
2.

£ Internet Explorer 1, SfiZ Local Intranet (Zi Intranet) 323 Sites (3E) -
{SGEFE LT IR :
- Include all local (intranet) sites not listed on other zones (@3E;% 8 FITEE Mt X AIETE A [Intranet]
R
- Include all sites that bypass the proxy server (E3EFTE R ERARIERSRZAIES)
B Advanced (540 .
4% FA1E SSO A& —ER 4> A iDRACT LR MNFr A EE A B kKE = (5140, myhost.example.com) .
i Close (KM FHEi OK (FARE) ®iX.

ECE Firefox LL/3 A Active Directory SSO
Bt & Firefox BOXISE A8 IR B :

1

2
3.
4

£ Firefox Hstib#=fF, #I\ about:config.

1£ Filter GI¥ER) &, A network.negotiate.

1% iDRAC7 & FRH I ZE network.negotiate-auth.trusted-uris ({EAIES N FRAITIR) .
4% iDRAC7 &FRRINZE network.negotiate-auth.delegation-uris (ERIES 4 RRAIFTIFR) .

% Active Directory Fi B2 & iDRAC7 SSO &3

73 Active Directory SSO &R ECE iDRACT B, 1BFARE TR ERES M.
LIRET Active Directory i & F A A RS, RTLAK Active Directory SSO B2 & iDRACT.
iEPS5E

Active Directory B8 —& R el B e F B RHIEHE R
{$£ /8 iDRAC7 Web 57 H LARRAEZ2#IBC & Active Directory
{ F§ RACADM BL & BB #RAEZE 448 Active Directory
{s5 F iDRAC7 Web ST LAY REZEAAACE Active Directory
{$F RACADM EL & B F i 224489 Active Directory

£/ Web S HEACE Active Directory F§ B9 iDRAC7 SSO &%

fic & iDRACT LLi#4T Active Directory SSO & 3%
Q EBEARIEMBIER, FSR (IDRACT BFHI#EN) -

1.

3&E iDRAC7 DNS Z#R2 & Ll iDRACT T2 RETZ . EXWLLIRIE, 7£iDRACTWeb REH, #ZE
Overview (i3> — iDRAC Settings (iDRACi& &) — Network (F4%) — Network (M%&) , AREH
DNS Domain Name (DNSiZi#&) Ei%.

B & Active Directory IE FHRERMSY BEMWIZER PP, HHITULTEAMINS BREE SSO:
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- £ Active Directory Configuration and Management Step 1of 4 (Active Directory BeEFNEEE 14, i
44) TUmEA & keytab 3T

- £ Active Directory Configuration and Management Step 2 of 4 (Active Directory BeEFNEEE 24, i
4 %) TIEYiE#F Enable Single Sign-On (JRABE—ER) £,

{&£ F§ RACADM 4 Active Directory F it & iDRAC7 SSO & %

F T B & Active Directory BHVTRIZ B Z 5N, BB SS0, XEIEITUTHESZ—:

£/ config 5%

racadm config -g cfgActiveDirectory -o cfgADSSOEnable 1
fEH set i

racadm set 1DRAC.ActiveDirectory.SSOEnable 1

A P S iDRACT SR EEF

BC & iDRACT At PRI TE REFE R

1. HEEE-ER PR A{EEAY CAES 55 DRACT,
2 BRBHEEESR.

EPS3E3
ZREVIE 4
LEHEEFAPIES
ERSZEREEFER

LHEEFAPIES
EHRAAES 2, ETIRRE S HF AR T L Base6d R S
EESEE
HELEH
{E/ Web RE LB EFRAPIES
EHE RS E:

1. 7£iDRAC7 Web RE, 154EZE Overview (iff¥s) — iDRAC Settings (iDRAC i&&) — Network (f%%) —
User Authentication (FIPI&IE) — Local Users (AR F)

1B 2R Users (AP) TUE.
2. fEUserlD (AR ID) %, BEHFIDHS.
1% % 7%~ Users Main Menu (BB E¥H$) TiHE.

3. 7£ Smart Card Configurations (EgE-FE.E) T, i£3#% Upload User Certificate ( EEHAPIEE) , AFETE
Next (F—%) .

1% 2 7= User Certificate Upload (FBAIEH L) T1mE.
4. RSTFEE Basebs FFIER, AEET Apply (FZFA)
{#Fi RACADM Lt & s+ A PIEH
E SR PIEE, 151EMH usercertupload X% . BEXEZIESR, 15517 dell.com/support/manuals 312 it

B9 RACADM Command Line Reference Guide for iDRAC7 and CMC (3EF3-F iDRAC7 #1 CMC &9 RACADM 4 $ 175 %
8/ -
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EHEBEFHEE CAIEH

LH CAMEB ZHI, BHFIAE CAZAMIES.

X HEE
FRERIES

{5/ Web FRE L& E 8 FH9Z(E CAEH

TEHATEREFERNZE CAIEH:

1. 7£iDRAC7 Web 2EH, %5 Z Overview ($%3%3) — iDRAC Settings (iDRACi%E) — Network (4&) —

User Authentication (FAPI&iE) — Local Users (BRI A) -
B R Users (AAR) TU@E-

2. f£UserID (AR ID) %Id, BHEHAF IDHS.
1% 2 7= Users Main Menu (AR E3EH$) TIE.

3. 7 Smart Card Configurations (ZRE-FBLE) T, i%#% Upload Trusted CA Certificate (_E#;Z{5 CAE+H)
RIig 8 & Next (T—3)
1% 2 7~ Trusted CA Certificate Upload ({5 CAE+H EH) 71@E.

4. WEFHEFZECAIES, ARES Apply (R -

1% RACADM HyE st EHF15 CAEH

EAEREREF EHSE CAIESR, 15{EH usercertupload W 5. §XELEE, 1§57 dell.com/support/
manuals _E32t8Y RACADM Command Line Reference Guide for iDRAC7 and CMC (&P T iDRACT7 %1 CMC &Y
RACADM #2178 %18/) .

3 Active Directory F§ P BiCE iDRACT HEt & F

73 Active Directory Fi P ECE iDRACT BHEEFERZAl, BHREBE TR EHATIREH.
Bt & iDRACT #HITE R FER:

1. 7£iDRAC7 Web R EH, E& Active Directory I8 &£ FHREZRMEH R A Ak PR, 7E Active
Directory Configuration and Management Step 1 of 4 (Active Directory EEMEEE 145, #*4%) TIEH:

- BRIERBIE.
- LEHETHCAKRIESR.
- Lt # Keytab 32f.

2. RBREEFER. AXRXEIMMER, BSRE (DRACT BHIFE) -

X
BASZRHEEEESR
SREGIES
4 BX Kerberos Keytab 3244
£ iDRAC7 Web SR WARREZLHIBLE Active Directory
£ RACADM fio & B B FR/EZ2#9 /Y Active Directory
{5 F iDRAC7 Web R LAY FEZRAACE Active Directory
{&F§ RACADM Ec & B F i 284489 Active Directory
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ERSZEREEFTESR
RS DRACT MUBEE BT 20, R

Z 2B & iDRACT 1R .
- B ABEMIEEHIDRACT At B &5} Active Directory FH PECE 2 5T -

E EBREsEEEFREAM, W SSH. Telnet. LAN £ IPMI. LAN _E&4T#05Z%2 RACADM IS 2. Itk
S, MREZASEFESR, WEOSSEFEA.
HXHEE
FREGE
/3 Active Directory i P B & iDRACT g FE R
JIZRH A A ECE iDRACT HEEEEF

5/ Web REIEASIZEAERFESR
ERASLASE TR R

1. 7£iDRAC7 Web R E, %%l Overview (#I%E) — iDRAC Settings (iDRAC #&) — User Authentication
(AP B#MIE) — SmartCard (BEEE) .

FERN< &7~ Smart Card (28EF) TTHE-

2. M Configure Smart Card Logon (EEEE#EFEFR) THFEHH, Fi%E Enabled (A UBHEREE
&, S&I%HE Enabled With Remote RACADM ({332 RACADM ;BfA) . &M, E#F Disabled (ZHF) .

BRZIRMEEMIER, 1ESR IDRACT BHIFE).

3. BEApply (A URARE.
£/ iDRACT #HTIEMEEE R, RESRTEHITEEFER.

&/ RACADM GRS ZERERFER
ERABETRSR, BEAUTERZ—

+ ¥% cfgSmartCard A RIXT R 5 config S EA1EM -
4% iDRAC.SmartCard A RIX R 5 set tn S EL&1E -

BXEZEE, 155 dell.com/support/manuals L3289 RACADM Command Line Reference Guide for iDRAC7
and CMC (G&FF iDRAC7 #0 CMC B9 RACADM # £ 17& %46/ ) -

{EFH DRAC I REAHAEFEARZHAERTER
ERSRZASRFERIEE:
1. 7ciDRACZEBLFAIEFSF, 4% SmartCard (BEEE) .

1% & 7~ iDRAC Settings Smart Card (iDRAC iR E&E&E+) T1MH.

2. i%i¥Enabled (BEA) BHEERKEER. &N, £ Disabled (BEMA) . AXZMAEMESR, S
% (IDRAC & & L\ HIEE/FEYI#E)) -

3. kB Back (GRME]) . Finish (52R) #1Yes (&) .
BEEFERUGEBREEEBERHSER.
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Bt & iDRACT KA & X E4R

BRI AZERE LR ENBFEEHREERMNRME. SRFAHHRTSBIMEXHEHN, HERXERED
B, MRENEHESCERELFIERERNER (RFHM. SNMP FER. IPMIER . TERFHEH WS H=
) MEHHIEREN, WSBERLXI - IS I EENBR. WREEE T IiLHERPITRMRE
(WMEHIS. XNEBFNBKARE) » WSPITIZIRIE. BREABIEHRE—MRE.

ZECE IDRACT KX EAR, IHFHITUUTRIE:

1. BRAZER.

2. BEFLURIER SIS R AR E R ER .

3. WEETFEMEEIR. IPMIE4R. SNMP Fapt. Ti2 &% B AR/ WS BHES.
4, BREHEHRMRE W

- G FEREER. IPMIE3R. SNMP FaR. mi2 RS HES WS BHAEEIE BRI B R,
- WRERFNITEHSS. KNBKNEBEBFHIRE.

xR
ERSARER
kg
GE B
BEERSHEH
Bl & B FER 4R . SNMP FAREEE IPMI BERHE S
EERERAZFHEILE
EE WS =4

ZRES D

BRSZERER

ATHERLEFEENBFEPRITEHRE BLABRA2EERIEZN. LEMHREZRENRENERK
BHIRE.
HHKHEE

JHkEE

AL 5 M T AR 2SR . SNMP FEBaR IPMI FARHE S

£/ Web /S A RAER
BRANEMERER, FHTUTRIE:

1. 7EiDRAC7 Web RE ™, #E Overview (#iR) — Server (BRFE /) — Alerts (EdR) . BEEISE TR
Alerts (23R) Tim.

2. 7E Alerts (Z53R) #h%:

- 3% Enable CBFD) LURREHRE M IITREERAE.
- 4% Disable (M) LUSSPERE AR FA B AIRIE.
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3. BEEApply (ZRD) REFRE.

£ RACADM B s Z &R

EREASERENERIEMHIRIE, 1HEH config <
racadm config -g cfglpmilan -o cfgIpmilanAlertEnable 1

ERASRERENERNEHIRE, BEMAset®%:
racadm set iDRAC.IPMILan.AlertEnable 1

{£ /1 iDRAC B AR B B AER
B S I SR A BB

1. 7£iDRACRELRIEFH, %= Alerts (83R) .
1% £ 7% iDRAC Settings Alerts (iDRAC i@ EE4R) T1ME.

2. 7t Platform Events (FF&=) T, %1% Enabled (BR) BAERSEMHERIRE. BN, %$%F Disabled
(BER) . BXETBEMIESR, 1557 (IDRAC RELZ\FE/FHVIZE) .

3. {kYE I Back (GR[E) . Finish (5EEX) #1Yes (&) .

IR ERE TR .
febe
B ESR
B AR L AN FI ™= E M IFIEEER .
R HEIE

ERSZRE

AL 5 i T AR 2R . SNMP FaBaR IPMI FARHE S

{s£ /5 iDRAC7 Web SR I &R

EARIEL AN AN E T R
Ey EAEEREBRSAURMAR, tablidiEER.

1. 7£iDRAC7Web RE®, % Z Overview (#%) — Server (BREZ ) — Alerts (BHR) . 15 F 7R Alerts
(B3R 1A,

2. £ Alerts Filter (R #5, BTN E DL
- REEBETRR
- i
- BE
- %
- B
- IEFR
3. EETI—IHEBINTEHER:
- Informational ({58
- Warning (&%)
- Critical (/=&)
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4. B Apply (FIR)
Alert Results (BHRER) MMBRIBMENRANFITEEHRRER.

{8 F§ RACADM k23R

EimEER, ATLUER eventfilters 7% . BXEXEE, 1§51 dell.com/supportymanuals L1249 RACADM
Command Line Reference Guide for iDRAC7 and CMC (3&F3F iDRACT #1 CMC B9 RACADM #4175 %4E5/) .

WEEHER

B BEER XA E BArSEHER, BB FHMEER. IPMIZ4R. SNMP B, iZiE2 RS HEM WS
E-LL N
FSEEE

s P4

EEE%?EB#%‘?E\ SNMP gPek IPMI fERHZ &

EEELE’%% HEIE

BE WS E¢4

£/ Web REICESHHER
B Web RE R EBHER:

1. HRECKZXMET ETHEER. IPMIEHR. SNMP [EHHEE/SRERFEAETIRE.

2. %% Overview (#Ei&) — Server (BRE2E) — Alerts (R -
FEENS 7R Alerts (23R) TiHE.

3. 7 AlertsResults (Z4R4ER) T, ERUTHESHM— S EER:

- EBTFHMEER
- SNMP &R
- IPMI 4R
- EERZAE
- WSE#
4. BEHERAR.
WESRE.

5. 7EAlerts (E3R) 34>, i%i¥ Enable (JBA) I, BERAXIE B BF.
6. (ANE) WAEMAIENREH. £ Message ID to TestEvent GEZ ID 2R EH) FERF, HBAZMRAY

HEID (NMREBERER) , FHEF Test GUIXD . HXRIEZR IDWIFIK, 15517 dell.com/support/manuals
iR 4B Event Messages Guide (BHEIERE)

{£F RACADM & B =45

EREEHER, 15FH eventfilters 8. BXEZES, 1557 dell.com/support/manuals 1285 RACADM
Command Line Reference Guide for iDRAC7 and CMC (3&F3F iDRACT7 #1 CMC B9 RACADM &£ 1T&%48/) .
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REERENEH

MRBAGIFEAKRTANOEE BERFEESZETIME, BATUEE iDRAC LUE =B84 B i8] i8] FF 4 AU M in
=M. BIAREIERE30X. BREEZ 02365 XK. 1 “0” IE-ZREHEI.

Eq EEwmA%R “EEIDRACY R, FrEREEREE.

{£F iDRAC7T Web REIIZREEREMEH
REEREIE:

1. 7£iDRAC7 Web RE+, ¥ EHA —~ PRESE —~ TR —~ BREW.
LR E B B R E T mE -

2. EEIWYIH, AMEEER. RN EERBMNEIRITERE.
BXBEXER, BSIR (IDRACT BHI#E) .

3. B&HMHA.
BREEREMLE.

{EF] RACADM i B&4Rk & TN =4

Z(#FH RACADM & EEIR S NEH, 15 eventfilters FH%. BXESER, B85 (EHF DRACT #1
CMC 79 RACADM > S 175 2757)

WERHRIE

BRI EBHRE, BIMERG LHITERIS. LNREFN. EHBFHRITHRE.
EELE

{24

ek

£/ Web SREIZESE MR
REEIRME:

1. 7£iDRAC7 Web RE™H, #Z Overview (HI¥) — Server (BRE /) — Alerts (Z3R) . WEE R Alerts
(&) mmE.

2. 7£ Alerts Results (BFHRZEHR) T, M Actions (R(E) THXFE®ES, AEIMEHEER—IRE:
- Reboot (E# 35
- Power Cycle (E#EBHFH)
- Power Off (KFIEIR)
- NoAction (FT#{1E)
3. HEEApply (BZIF) .
WEMSRE.

{8 RACADM & EEH4RE
ERESEMHIRME, BERAUTERZ—:
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evenffilters &% .
1% cfglpmiPefAction 33 % 5 config fs S ECE1ER

BEEZIEE, 1557 dell.com/support/manuals _E1Z 85 RACADM Command Line Reference Guide for iDRAC7
and CMC (i&F3F iDRACT7 #1 CMC B9 RACADM &£ 178 %45/) .

BCE B FHRE-E4R . SNMP Baffzk IPMI PR E

IR uL {3 P ) A M R B IR Y (SNMP) FAES gEF & B ISR M (IPMI) FaBFiEUk iDRACT BIEHE. WM TEBAEYT S
HARS, SBuLNTFAaEsE NS5 RRIAE1) iDRACT I, MERATELLRIET. a0, S4BT LLEAT
LN ESZ B AHEE R LR IFMER & HER RSB .
IEFTLAECE IPv4 A IPv6 E£3R HFR. BFHE-EEF SMTP RS2 E, HMIXXLRE.
EE BB TR SNMP ¢ IPMI FaBHEE Z 85I, i5R:

1% B4 Configure RAC (EZ & RAC) HUALIR.

B BEESIHIESS.

PSS
A& IP 4R B iR

Ao B FEBHERISE

& IP &R BiF

BT LAECE IPv6 3K IPv4 Sidik LU IPMI EE 4R S SNMP Rt

{£/ Web RHERE IP Bk Bix
EEM Web RERBERBFRE, HFRITUTIRIE:

1. % ZE Overview (BHR) — Server (FR%88) — Alerts (¥3R) — SNMP and E-mail Settings (SNMP F1f8F
HEeE -

2. JE$FE State CIRZS) ETUSFAZRBEHE (IPva ik, IPve HilitskSE £ PRE % (FADN)) SkiEupabit.
BEEZAILUEE/\NBifritit. EXEWMNESIER, 5517 IDRAC7 Online Help (iDRACT BXHLE3EN) .
3. X\ iDRAC7 SNMP community string (FE{KFFFE) .
BEETMEL ISR, 15558 /DRACT Online Help (iDRACT BE#NZBEN) .

;E: Community String (F{RZ=FFER) {ER IDRACT & iZ AT S W EZE IR WY (SNMP) E3R K b {EH
RIBARFFER. 5HERBAEARF RS iDRACT A= E48E . BXIAEH Public.

4. ZEJK IP dbit R B/ IEEIZYL IPMI 2k SNMP BEBH, 1F8 D5 Send (&iX) (S BILLTF Test IPMITrap Gt
IPMI F&B#) #0 Test SNMP Trap Gk SNMP F&BH) T) &

5 i Apply (LA
iR BirA R REE.

6. 7E SNMP Trap Format (SNMP F&FHA&Z) &84, RIFER T A MM B AR L FERFA B AR ZS - SNMP v1 5
SNMPv2, SAIEET Apply (A

¥: SNMP Trap Format (SNMP F&RHE) EIMUEFH T SNMP BEB, mAER T IPMI AR, IPMIBE
BeaZ2 L SNMP vl XM A2 E T E & RY SNMP Trap Format (SNMP [EBH&TN) K%

SNMP FERF#& BN TR ECE
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{£F3 RACADM EZ & IP £k Hixr

BB AR ERRE
1. BB
- 5(7]':.F|PV4iﬂ’,i.|t:

racadm config -g cfglpmiPet -o cfglpmiPetAlertEnable -1 (&3]) (011)
- XTT:FWVBﬂ‘]_’.iJk:

racadm config -g cfgIpmiPetIpv6 -o cfglpmiPetIpv6AlertEnable -i (Z&5[)
(011)

Hep, (Z3l) 2B#ES], 0501 23 ZH50E ARk
fian, ZEAEERS 400, BEAUTHS:
racadm config -g cfgIpmiPet -o cfgIpmiPetAlertEnable -1 4 1

2. ECEMM BRI

racadm config -g cfgIpmiPetIpvé -o cfglpmiPetIpv6AlertDestIPAddr -i [EKH]]
[Ip Hbdl]

Hep [R5 2EBERFRES, I Mkl REWTEEHERNASHBIRIP #bit.
3. [E SNMP A HZFREFFE:
racadm config -g cfglpmilan -o cfglpmiPetCommunityName [$FK]
Hep (4] 2 SNMP A& 7R,
4. WMBELE, FMKFAEM:
racadm testtrap -i [ZKH]]
Hep [R5 2EMRBEM BFRES].
BXEZEL, 1S dell.com/support/manuals 1289 RACADM Command Line Reference Guide for
iDRAC7 and CMC (i&FF iDRACT %1 CMC A9 RACADM & & 178 %45/F)
{1 iDRAC i EANAEFEE IP EiRBir
EATLAMER iDRACRE AR ELRBEsr (IPv4. IPv6 =k FADN) . EXWX—F, iF:
1. 7£ iDRAC Settings utility (iDRACi&ELARIEFH) F, = Alerts (E4R) .
1% 2 7~ iDRAC Settings Alerts (iDRAC iEEE4R) T1@E.

2. £ Trap Settings (FAFHIRE) T, ERIEUERAY IP shitik, FE4&i IPv4. IPv6 S FODN BiRritilt. 5%
AT LUIEZE 8 A ik .

3. HMIABRFEFBRER.
BEZETHER, 1557 iDRAC Settings Utility Online Help (iDRAC & & 2\ AIE FEAHZSE)

4, fkxEd Back (E—%) . Finish (5R) #AYes (&) .
iR BB EXRELE.

B &8 BT ER IR E

&R UB B R sk LU B TR R . T IABCE SMTP AR S5 3e ittt iR E -

% E: an SRR AR %% 28 2 Microsoft Exchange Server 2007, #{R A BR4EPR 5 38 B B iDRACT 18148, LUEM
iDRACT 245 B8 F MR 2548
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g FE: B FEREER 45 IPvA F0 IPv6 tdit . 15 IPv6 B w4 75135 DRAC DNS 18 4Z .

R HEE
AL E SMTP FeFHBMAAR S5 sRitb i i &

1 Web 5L & B TR BRI E
E(EF Web RER BB FHHERKE, FHTUTRME:

1.

2,

3.

% Overview (#ti&) — Server (BE%38) — Alerts (Z3R) — SNMP and Email Settings (SNMP F182F
MR -

1% State CIRZS) RIS A EZKEIR A B TR F RN B AR FEp i, AXRIEMMES

155159 /DRACT Online Help (iDRACT BEMNZSEN) .

B Test Email Gk i FHRE) TEI Send (%1% MiXELE AV E FHIHERIZE.
B Apply (RZF)

f£/ RACADM EL & e FHB - &R E
ERBRTHEERZE, HRITUTRE:

1.

2

3.

ERRARTEMEER, BERATLUTRIE:

- {#H config %%

racadm config -g cfgEmailAlert -o cfgEmailAlertEnable -i [index] [0]1]

H, [index] REFHEMFERZRS. 0 SEAETFHEER, 1 2BAER.
RFEMERFRRIIFTUZ 12 400fE. B, EERARS4EHETHE, BFRAUATHS:
racadm config -g cfgEmailAlert -o cfgEmailAlertEnable -i 4 1

{879 set s

racadm set iDRAC.EmailAlert.Enable. [index] 1

H, [index] REFHEMFERERS. 0 SERBFHHER, 1 SBRAER.
RFEMERRRIIFTLULZ 1 2 400fE. B, EERAR4EHETHE, BFEAUATHS:

racadm set iDRAC.EmailAlert.Enable.4 1

ERERTHMAIZE, HPITUUTIRIE:

- {# config %%

racadm config -g cfgEmailAlert -o cfgEmailAlertAddress -i 1 [email-
address]

H, 1 REFIHERESl, [email-address] RIEWT A&EHEIRE BIREFob L.

- [EMset @S

racadm set iDRAC.EmailAlert.Address.l [email-address]

Hrh, 1 2EBEFHMEBRFRES], [email-address] REWT A EHER B E FRBHEHE,

REBEXIER:

- {$F config &%

racadm config -g cfgEmailAlert -o cfgEmailAlertCustomMsg -i [index]
[custom—-message]

Hh [index] REFHMEBEHFZES], M [custom-message] ZEHENHEE.

- [EMset @

racadm set i1iDRAC.EmailAlert.CustomMsg.[index] [custom-message]

H [index] 2B FHMEBRES], M [custom-message] RBEXHEE.
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4 ENREEMNEFHBEER (WELE) , HERITUTIRE:
racadm testemail -i [index]
Hoh [index] 2EMNXNEFHEBEIRES.

BXELIEE, 1557 dell.com/support/manuals 12 E8Y RACADM Command Line Reference Guide for
iDRAC7 and CMC (3&FAF iDRACT7 #1 CMC #9 RACADM %4178 %£45/) .

ELE SMTP ML FaBFAR 528 bk &

B RECE SMTP AR 5328 itk LU B F iR E54R % X B8 E B4R .
1# /5 iDRAC7 Web SRETECE SMTP B FHEAEAR % S50l 18 B
Bt & SMTP AR5 28 thhit .

1. 7£iDRAC7 Web RE™, #Z Overview (#%) — Server (BRE L) — Alerts (¥¥4#R) — SNMP and E-
mail Settings (SNMP FIE- FHR4IEE) -

2. %1% Enable Authentication (JBRWIE) £, 8 BFNER (G SMTP RS EIMRAEA)
SREMINEALE F{EHAY SMTP BRS2289E 3L IP btk sk 52 £ BRE 1542 (FQDN).
BRETMEMIER, FSR (IDRACT BEHI#ED) -

3. EFEApply (RBZFD) .
SMTPiEEERE .

1Z/5 RACADM ECE SMTP B -FHF AR £ 711l 18 &
EEE SMTP B FER4RRS %, BEEAUTHSZ—:

{EH set 8%
racadm set iDRAC.RemoteHosts.SMTPServerIPAddress <SMTP E-mail Server IP
Address>

£ config #n%:

racadm config -g cfgRemoteHosts -o cfgRhostsSmtpServerIpAddr <SMTP E-mail
Server IP Address>

BLE WS =4

WS E4ATERHERES GTRE) BRSSE (EE8RIE GEMBEEEBImE GTRD , LIZRESkRSE
REAEE CRESEGES) - AR WS B4 289 Pim AT LUER iDRAC TR 12 5 Lifecycle
Controller E:Ml#B < BU S 14,

Eo & WS E4Ih8ELUIZEILS Lifecycle Controller 1’E1L7ﬁ KHE LAY WS E4E 2T E RIS II% 7 iDRACT 1.30.30
FUEIRBAX RS “Web REZEEHIH” hHITNE. BRTHITEZN, X WS EHHUHNTEER, 5
%) DSP0226 (DMTFWS & IB#3E) & 10 EF4%> “:E%u ($1¢> ” {%BA3C#. 5 Lifecycle Controller B < B91EN
“DCIM 1EML¥Z=HI BL & 3T 7 It A ST gk T 41 2

EIR{EEID

THREETERERNER ID TR,
R2EREEID

SE21D 158 BF
AMP iz
ASR B RFKEER
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E21D 15 AA

BAR EIH/ER
BAT A ith S
BIOS BIOS &2
BOOT 51 B4E

CBL B4

CPU b3 58

CPUA LERAFE
CTL Tt

DH IEREE

DIS BEIE

ENC EHEHAE

FAN REEH

FSD ik

HWC WHERE

IPA DRAC IP B
ITR A

JCP PRl F= I

LC Lifecycle Contr (Lifecycle #=#l28)
LIC AT

LNK SRS

LOG AEEH
MEM nEF

NDR NIC #ER TR N F
NIC NIC EL &

0SD BRIERGEE
OSE RIERGEY
PCI PCl & &

PDR TR £

PR R

PST BIOS FFH B
PSU BiRRE
PSUA PSU RTE7E
PWR iR {E

RAC RAC =14

RDU FS

RED 4 T 8%

RFL IDSDM %7 &
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521D 5L AA

RFLA IDSDM R TE7E
RFM FlexAddress SD
RRDU IDSDM T4
RSI mERRSS

SEC REEH

SEL RERHEE
SRD 4 RAID
SSD PCle SSD
STOR Bt

SUP E 4 EHEL
SWC YRS
SWU BHER

SYsS RGER
T™MP RE:

TST M ER
UEFI UEFI 4
USR FA PR ER

VDR EREE

VF vFlash SD £
VFL vFlash S
VFLA vFlash K727
VLT BE

VME Virtual Media (EEIF R
VRM EREE &
WRK THEFR
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10
EEHE

iDRACT IRt B E RS, FiERE. MEKE. EHEH. BEFL. FAHEESZEHEXEH Lifecycle B
Ho A, RHEBHRMEARANRSEEMHHE (SEL) A BHER M. Lifecycle B7R& 3 iDRAC7 Web FRH .
RACADM #1 WS-MAN R E /T35 14] .

Lifecycle HRERIK/NEZE| 800 KB B, AXBEHEFAFE. BRETERFHEMBAZEE, AN REEAZNA
TFIEEFER. EEFEFHENARE, BOIUGEA Lifecycle HESHEIRFHME—IE.

PSS 2
EEHERY =
& F Lifecycle HE :':
RN TAEFTR

Ao B2 2 48 HSin R

ERRGHEHARE

HZRERRLAERREMR, HIDRE System EventLog (RHEHEMHAE, SEL . #HEA) SELKBIEAEL
7 LC BiEH#kEl,

fEH Web AEERRZRHHE

E7£ iDRACT Web RE & F SEL, 1545 E Overview (HE¥) — Server (BR%8E) — Logs (AR) EWF.

System Event Log (RARERAR) MEEBRAFESITRRIETLT. FREEFISMCREGNIHHA. BXELE
B, 5511 (IDRAC7 BHI#5E)) .

B Save As (BFEA) 15 SEL IR FEIIEFERINIE

7 AR IEZEE R Internet Explorer 3+ B 7ERTERTB R /R, HFAMR T Internet Explorer B BRI R £ F 5,
T #H AL E = Microsoft 3Z#5 M ik support.microsoft.com.

£/ RACADM EFR A HRHHE

#F SEL:

racadm getsel <iEIji>
NRGERESH, BETENAE.
F~ SEL & B

racadm getsel -1

BXEZEE, 155 dell.com/supportymanuals L3289 RACADM Command Line Reference Guide for iDRAC7
and CMC (G&FF iDRAC7 #0 CMC B9 RACADM £ 175 %46/ ) -
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£/ iDRAC REAREFERRAEHAT
fERTAE R IDRAC RE A MIEFEE RAAFH A SE) PERMBRIERAS. BRIE—&, #:

1. 7£iDRACIRE /A FAIEFS, = System Eventlog (RAEEMHHEE)
iDRAC Settings.System Event Log (iDRAC RE R4 EH HE) &7~ Total Number of Records (iERE1E
) .

2. EFBRICHE, BHEEYes (B) . BN, iHEHENo (B) .
3. f{kxEdF Back ( E—%) . Finish (52RX) #0Yes (&) .

& E Lifecycle HiE
Lifecycle Controller H IR A X Z ERFE LR EAHMENALIEE. EREHBUTENMAXEGFMAZE:

Fhi&E
RAEH

c MELE

* Configuration (EC&)

B
« B
- TIEERE
EBRATLURFELAN T EMRANFERE, EF. SHIEIRFBEFIME BEEHE.
HH R HEE

ik Lifecycle Bk
S Lifecycle HESE R
B&EHME Lifecycle B

£/ Web RHEEE Lifecycle Bk

E&E Lifecycle B, 1583 Overview (#fi&) — Server (BRFE88) — Logs (HR) — Lifecycle Log
(Lifecycle B7&) . BERNS &R Lifecycle Log (Lifecycle HR) T, BXZIEMMWESELE, 5SS DRACT
Online Help (iDRACT BEHN#3BN) .

1% Lifecycle &

EALURIEZLS . &S, XEFHAHEEFEAE.

fFi%k Lifecycle B

1. 7 Lifecycle Log (Lifecycle %) TiEAY Log Filter (B&EGFiR) Xigd, UTUTESSEGIERE:

- MTHFFRHIEE Log Type (HEHEED |
- M Severity (&) THIFIRPIEEFSEMHRA.
- HIA—NRET.
- BEBEERE.
2. BEMA.
51ERY H 55 B4 7E Log Results (AE4R) P ER.
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B H Lifecycle BHELR

ESH Lifecycle BE4 R, 157 Lifecycle Log (Lifecycle A7) T1HEAY Log Results (AKBSER) Xigid, 2&
Export (BH) . BETR—AIHEE, AFEUXMLERE B EEZBRERMEMNE.

& FRMNE Lifecycle AE

BEEFRME lifecycle A:

1. f£ Lifecycle Log (Lifecycle H&) TWEH, BHFAEHELZEBN + BfR.
RERS BoREE IDIEMER.

2. £ Comment (&F¥) EPGANIZHEZBHEE.
#:¥ 2 TR Comment (&FiE) EH.

£/ RACADM & & Lifecycle Bi&

EEE Lifecycle HE, 1BER 1clogmd. BXEEEE, 1EZH dell.com/support/manuals 12 {EH
RACADM Command Line Reference Guide for iDRAC7 and CMC (i&F3F iDRAC7 #1 CMC &Y RACADM # & 1175 %45
&) .

WINTIE TR

& RE2| iDRACT B(IBNMRHPRE AT LR IT/EE R, THEIBRSEIBHEMEE lifecycle BES . BHLTES
iDRACT HENRA RBERIMITIEERR. BN ITIEIRES XIF 255 N2+,

ﬁ BRI T4 ERE.

BRI TAE TR

1. 7£iDRAC7 Web REH, %= Overview (#f%) — Server (BR2588) — Properties Details (E1E) —
Summary (fHE) .

REEN < & 5% System Summary (BRAHE) TTH.
2. 7£Work Notes (TAEFBE) T, EEAXKEPHAIIAE.

By & ENAEERTSHRTN.
3. BEFHAdd GRIm .
TEERASAMEBBE. BXFEARER, 5SS (DRACTBHIFE) -

B EZERG HEICR

BRI R R R AR Lifecycle BE. BUITIIR(EZ AT, FMR:

+ iDRAC7 FiZiE R Z 181 8 M 48 iETE.
IEI2 R YEF0 iDRACT LT RB—M .

£ Web AL ERERZAE

ERERERFHERERLE:

1. 7£iDRAC7 Web REH, %= Overview (#f%) — Server (BRE &) — Logs (HZ&E) — Settings (i
B .
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FEEN< & 7 Remote Syslog Settings (EFRERZLHZFIRE) RHE.

2. BRLRERZRE, EERS|HUURIKAS. GXFETEMER, ESE (IDRACT BHI#
a1

3. B Apply (R .
WEASRE. BAlifecycle HBEMMEB AZESRMNBEANEENTIZRSEE.

{EFH RACADM BL BRI R A EF

EREITZ syslog lRF|/IRE, BEAUTERIZ—:

* 1% cfgRemoteHosts A HI3T & 5 config S ELS1ER -
4% iDRAC.SysLog AP HIF R 5 set S EE1EM

BXEZELE, 155 dell.com/support/manuals 128 RACADM Command Line Reference Guide for iDRAC7
and CMC (G&FF iDRAC7 #0 CMC B9 RACADM # £ 178 %46/M) -

138



11
IR FNETE fR

ERATLUE R iDRACT IIZFIE RS ERFHRIRE K. BIEL D HFIFERENEERE, FTBG L RE R L
B

FEEE:
Eigower Monitoring (iR —EEZFERFNEFRRS. RRETERLICEFMYRITHE. EE
Power Capping (TIEHTN) — EFMEETERFANIERE, SFEETRINRKEBERTE. I
BEEEVFANE.

Power Control (EBiRIEF]) — iLEBATLLUERERITRE R G LW BEIRITHIRIE (FIFHVL. Xil. RS
EE. XNEBFHFEE XN .

FIRIETN — ECE IR, BIMNTIRER . AERMIRRMSE.

PSR
J%‘_'Iig z;%:
AT BRI EIRAE
IE TN
BHASZERBREZRE

MiRThR
iDRACT S E ME RSP MIIEF B R TIIIEAE:

IFEE SRR EHE.

RUTER, EENERURIEERR.

BI—ANNE . BT— R E—B AR T REFE

. RMIRKINE.

7 LI EFIIEE R B2 .

IEEREMGERREE GIRNRIAMERXRSH) .

£ Web SR HEBEZThE

EEFMXRKITES, 157 iDRACT Web REH, 3= Overview (HE%) — Server (fR%8E) — Power/
Thermal (HjE/M#) — Power Monitoring (ThENSE) . FEENS R 7w Power Monitoring (THEEMHES) TIm. &
KIEMER, 1SR (IDRACT BHHIFED) -

{8 F RACADM X537 B2 il

EEEHFEMNIESR, 1515 System.Power tAX R 5 get @ ST AER, =& I% cfgServerPower 375 5 getconfig

HLWMEER. BXELIER, 15517 del.com/support/manuals _E1214t89 RACADM Command Line Reference
Guide for iDRAC7 and CMC (i&/FF iDRACT 71 CMC 49 RACADM w1755/ ) .
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AT IR HHRME

¥/ Web S Esk RACADM, &R LAXT iDRACT IBZHITHHL. X#l. FiR. EFEXH. IEFEHPE (NMI) 5
HEBFHL.

& AT LU{E A Lifecycle Controller Remote Services ¢ WS-Management Hi{TiXLiR{E. EXEZER, 55
dell.com/support/manuals L3218y Lifecycle Controller Remote Services Quick Start Guide (Lifecycle Controller
Remote Services IREN[15E5) #A delltechcenter.com LIRERY Dell Power State Management (Dell BEIRESE
B L&A

{E/ Web SRETHITINERIZHIIRIE
BRTIHEITHIRE:

1. 7£iDRAC7 Web RE™H, %= Overview (#%%3) — Server (BE%3%) — Power/Thermal (RiE/M#H) —
Power Configuration (FEJREEZE) — Power Control (EBiRE¥EHI) . FERI< &7~ Power Control (FEiE#EEH])
TUHE

2. ESERAER RIRIR(E:

- Power On Sysytem (JTFHF AL

- Power Off System (X EAZKHEIR)

- NMI (Non-Masking Interrupt) (NMI [dE /R il 5 #7]D

- Graceful Shutdown (IE&Z#1)

- Reset System (warm boot) (ERE R [ EED

- Power Cycle System (cold boot) ({ERZEXHEHFN L BED
3. BEApply (KR - BXERER, BSR (IDRACT BHIFE) -

{1 RACADM $4T IR 4= HI3R(E

ERITHRIREERME, 15EH serveraction 7% . BXELES, 15217 dell.com/support/manuals 312 i#Y
RACADM Command Line Reference Guide for iDRAC7 and CMC (i&F3F iDRAC7 #1 CMC BY RACADM 45 £ 1175 %48
&)

DhERHTNH

EAIERDREERS, XEFIARREFLOFESARAFRMZIRMERNZHERE. XR—MRSFANE
RIThEE.

71 AR 55 28 R TR H TR

7R RBRSSEREENAT, IDRACT 42t CMC FTEEMINREXK. ZNERST I RERKIRINER, FARESR
MEGREEMESEITITE. SRSFRIE, RIFERSFHLIRNE, ERENIEEEATESIT . M
RUFEREERTEIEM, FERERSF[ERMNFIRIESERHZEATIE, iDRACT AIRER1FKIGIN & KX AT RETIAE,
MTE AT ZSEE . iDRACT {L3E/n CMC IR K RIBETHAE AR . MRINFER LD, EXRRIERB &N FATRED
T, WRFBL CMC 2 ECHITNIZ, iDRACT S ELIFKIBMINER.

R R MIEIE, iDRACT RIREEMRTIFEEITTEIAIRER. BMfE CMC SEHMTIRERKY, 7]
RIASRERE.

CMC MRLFER RS BRI AR ARATIR, HMESELARSRARMERMIIGRIRSRS .
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MRSEMNERE, TRXRSEAZEH. MRAEBTIFHIERER, iDRACTI RBHMALRIR.

EEMEERH TR

MRBAMELHTRE, EEMAKBINPITRAEXHINERS. MRAEH, ESERERINTENESD
RIRIPEREE. ZUMERFRIPERBEER A EXRKREHEEMI. RAMEESHITHSAE, WREMFERSET
B S {EFRIE .

MF NG, EERFER SRRV, (BERAIIEW AL HE, HEIMRIAETER. fla, NFEENRER
B, mARBEINEHFE T00W, Ma/NAlRETHER B AL 500W, & LI4E EF /B Power Budget Threshold (If)
RITEHE) , MWTEEFEM S ETHT 650W FEIRE] 525W. MUILETEE, RFHMEEESHITHSREE, MMERIEFD
iR, URBHAAEERBE5S25W.

MBI B ERHTEIR TFHEFLS/NBE, iDRACT ATEE T EREHE RN R HTRE.

BRI LA ELHE. BTU/Wr S AETEINER FIRAYE 43 bt (%) SRIEEIZ(E -

U BTU/hr IR BTN R £ TR ER, AU ABRMMNESSENARZRNEE . YiEEhEETRER,
MEL4FEEH A BTU/Mr S BIRUXMARFITEN. HEiit, SANEEESIZBNERR, 5, &EH 600
BTU/hr B9 BI{E 7EIX [E] RS 25 601 BTU/br.

£ Web R EC & iR PREA R IR
EEEEEBIFERE, ERITUTERE:
1. 7£ iDRAC7 Web RE™H, #ZE Overview (&) — Server (BR%%2E) — Power/Thermal (EE/Mi#) —

Power Configuration (FEEJREE) — Power Configuration (HJRECE) . FHEIS &7~ Power Configuration
(EEELE) TE.

7~ Power Configuration (FJRECE) TiH /G, ZA1HEIRERERG < SR Currently Active Power Cap
Policy (ZAIENEIFREIREE) AT
2. 7£ iDRAC Power Cap Policy (iDRAC HiFPREASREE) T £ Enable (B .

3. 7t User-Defined Limits (FA P EXHIBRE]) #B4>, LATL4FFA BTU/hr SULUHEE RGEBRFIBY LR E 2 LLAATh
ELER.

4. B Apply (NAD LINAIZE.

{£F§ RACADM Pt & Th #F R &1 SR %
EEMECE SRR REUE:

BT 3 & E & config Fo{EM:

- cfgServerPowerCapWatts
- cfgServerPowerCapBTUhr
- cfgServerPowerCapPercent
- cfgServerPowerCapEnable

o BUTXMRES set THSER:

- System.Power.Cap.Enable
- System.Power.Cap.Watts
- System.Power.Cap.Btuhr
- System.Power.Cap.Percent

BXEZEE, 155 dell.com/supportymanuals L3289 RACADM Command Line Reference Guide for iDRAC7
and CMC (G&FF iDRAC7 #0 CMC B9 RACADM £ 17& %46/ ) -
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{3 iDRAC iR B~ BIEFECE B iR PR &R IR
EERMELE AR, HRITLUTRE:

1. 7£iDRACIRE /N FIEFH, % ZE Power Configuration (FERELE) .
K i (RS R IR &SP IR MNIET, Power Configuration (FIRECE) #EATA.

It B 4% & 7% iDRAC Settings Power Configuration (iDRAC & & HLEEE) T1ME.

2. j%3#F¥ Enabled () LU/ iDRAC Power Limit Policy (iDRAC FERFR#HIRAE) . BN, i%$F Disabled (Z&
A .

3. (FHEINAZE, 7 User Defined Limits (AR EXBIRED T, MNETEHIRE.
BRETMELZIEE, E57 iDRAC Settings Utility Online Help (iDRAC i E 2~ A2 FEEHE3E)
4, {kEBF Back (E—%) . Finish (A #Yes () .
BRRAECSERE.

o & BRI & IE N

A LB B BRI FIET, WMUEARE. AEHAMEREIRE.

MRERREREEINE ARENABIFEEE (PSU) RIBRSH[ATTRA. X#E, H&PSUFMALUKIEES K
HEEENE. XEKRIIFLIGEHESEM B RERFHLAT PSU.

EEEHEA PSUBIRSG S, PSU1EL PSU2 ERRTABCE A £ PSU. ZEBE T4 PSU BIRSE S, #igE PSU (141
g% 2+2) 3FEA E PSU.

BR#RERRE, PSURTLURE G EMENEHSERBEN .

NEREYRZHFRNEENRSUANRZ L. SERWREAMKER, REFSEENNXARNHERELDERI
R, BAERT, DRAHEFESERSFH RSEEH.

f£F Web L E B iR 1% &£ 1T
BB AR AT

1. 7£iDRAC7 Web RE™H, %= Overview (#%35) — Server (BR%53%) — Power/Thermal (EiE/M#H) —
Power Configuration (EEJREZE) — Power Configuration (EBJREACE) . 1% 27~ Power Configuration (Ej&
BEE) M.

2. 7£ Power Supply Options (EIRIZ&IET) T, EFAEMET. BXEAES, B (DRACT KHZ
1)

3. BEApply (A . BRR&EENEERS.

{£ /3 RACADM Bi & iR IR &L T
ERERFRELT, FHUTRES set ThHL1EM:

System.Power.RedundancyPolicy

» System.Power.Hotspare.Enable
System.Power.Hotspare.PrimaryPSU
System.Power.PFC.Enable

BXEZEL, 155 dell.com/support/manuals L3245 RACADM Command Line Reference Guide for iDRAC7
and CMC (3&F3F iDRACT #1 CMC AY RACADM # £ 1T&%4E/E) -
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{£F iDRAC X B A A2 FECE BIFE &R
ERERIFIRFIED, BERITUTIRE:
1. 7EiDRACRELFIEFH, %= Power Configuration (FEJRELE) .
B i R 2AR 5 88 IRIG & 35 r R MR, Power Configuration (FiRECE) #EZA4 7M.

1% 2 7~ iDRAC Settings Power Configuration (iDRAC i& & HEiRECE) TiMH.
2. 7£ Power Supply (ELIEIE&E) R T :

- BEAZZM power supply redundancy (ERIEETTE) -
- B hotspare (&) .
- & & primary power supply unit (EERBFIZE) .

- BFASZEM power factor correction (THEREHUKIE) . BXIEATMEZER, 15510 DRAC
Settings Utility Online Help (iDRAC i& & /> FIZFEAHIEED)

3. {kEFBack (£—%) . Finish () #Yes (2) .
HIEREENEEE.

B SR iRz

ZERASERZER G LA BEIRIZE:

1. 7EiDRACIEE/AFAIERFT, %= Front Panel Security (RTEIRZL M) -

I B 1% & 7 iDRAC Settings Front Panel Security (iDRAC & EBIEMEZ L) TE.
2. &# Enabled (A LUSARIER. BN, 151 Disabled (R .

fkx 8 Back (LE—2%5) . Finish (5ER) #Yes () . RERTF.
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12
B EHEREMES G

R LUE A BRSNS A B T2 A%, @3 Management Station B2 . MIAFNRIRIS S =IRG8B LN
B & . XRiEATFHZRMNER RS S —TIS2F AT RITIRE. BONBRT, ZEEETNRRSSH A,
FEIRE

B XFHmZ AN EMERHESE. TESIEARNEER—FERSHIEFA.

IETTLATE S FE0Y Web 5588 (fEF Java 3 ActiveX #i1) HEFERISH & . 1R Management Station
FIETRISRIER S HIE Windows, M5 EA Java BEEHSE.

IHERIEHASIEN, TEREBIFASETITHAEZLEENM.

& AT LA BT FF A —> Management Station Bl — M Z NS E R RS N ELISHI A SIE.

IR BE(E FAHE R 893G 4EFT FF A Management Station 2| S & RS B AN ERUSHI & 2F.
MRE-ANRAPEREMSHAERIE, BBME—NRAAFHREMERFE. ATZnEsires
HZHEEER . REZBHNE_ITAPHZ—TNAFPEEFEEFIN. E—1TAPLAE=TI AN
N, BUEEFENEERTFE_NMAPFEONE. YAANSEHTESN, E—NARSERESR
TABI—£ER, RPAEFIBAEEERITHSE. IRE—ITBPAMEIHAEEEEER
WR, BUEF—THAANSIENSENREE-IAPRHNSIE.

LIPS 3
Ao & Web i 55 25 LAE A EE i &
BB ERES &
BEELIEE S

XIS PHERIFTER

TRIBTHFZERSR LETHEMSH S EMIENRERE D PHERIENARIFE.
%3 TEHENRE D HEMRIFHE

REDS PR RIFE (Hz)

720x400 70

640x480 60. 72. 75. 85
800x600 60. 70. 72. 75. 85
1024x768 60. 70. 72. 75. 85
1280x1024 60

BEETRENETROPEEREE N 1280x1024 B EHNE S .

Q MR EEESNERSEH A SENKIR O PHEN B RESIEZIEMIEHE, WRSSEEHESYIEY
EARMIES S LERRSRETESEIR. MRRFEIT Lnux BIERSE, W X1 5 & EERTER
BRATEEE. 7 IDRACT EERUZHI & IR T <Ctri><Alt><F1> LU Linux 33 STARISHI & .
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Ao E Web 3 ba 25 LAE A E S H &

BEEEEA EEREEHE:

1. MHIREREFAEE (Internet Explorer (Windows) 3¢ Mozilla Firefox (Windows EX Linux) . Google Chrome.
Safari) BUSZIFRRA .

BEXEESRRANELSE, 1553 dell.com/support/manuals 124t Readme (BIRITH) .
2. FBCE Web it 5288 LUEFH ActiveX 5k Java #i1E.
ActiveX ZF& 28{¥ 32 #% Internet Explorer. Java Z5F& 28 S #3H(F (A bn 2
3. EFERFLESANRIESR, UGHIRERERIBERMBREREAD.
%= 5 compat-libstdc++-33-3.2.3-61 A< B9 E {4 E1 .
i¥: 7 Windows £, 5 “compat-libstdc++-33-3.2.3-61” AR E S ATAE R &7 NET AEZR IR B 1%
ERFREEH.

5. MWMRE{ERE MACIRIERSE, 151%E41% Universal Access (iBAiAI8]) & O T B4 Enable access for assistive
devices (/B FXHBNZZRYITED) £,

BXREZER, BB MACIRIERFIRIAS .

HRHE
BLE Web I SE 85 LAE A Java #R14
BCE IE LUEF ActiveX Hif
1% CA iEH S )\ Management Station

ELE Web H3T 35 LAE A Java i

W ER1E{E Firefox B¢ IE F BB E(EH Java EFSE, 15X % Java Runtime Environment (JRE).
% E: 75 64 (R IE R G AT 3L 32 {08k 64 13 JRE AR, SX7E 32 ik R 48 L T %% 32 fir JRE hRAN.

EfE IE LUER Java 74 :

7£ Internet Explorer PR X H T H B HHER
£ Internet Explorer 22 Enhanced Security Mode (#23E87% 24 .

R HEE
Fo B P EI &

ECE IE LUE ActiveX 1

15 R AT LG ActiveX &5 Internet Explorer —#2{E .
Bt & IE LUER ActiveX #Hf:

1. BRI EIERER.

2. I%iDRACT7 IP S E#1& #nF Trusted Sites (FFIHE) FIK.

3. BEENKREESEN Medium-low (F-{f) SHERIZE U R IFLEZT A ActiveX HEfE.
4

BRASEUTHEMBENASHERAEZAHSERTE. EXLIILERE, 5% Z Tools (LR) — Internet
Options Clnternet J£I%) — Advanced (S4%) ., ;%F& Do not save encrypted pages to disk (FIEMBH T
#) &I, SA/5i%$F Enable third-party browser extensions (SERZE=AREHEI R &

ﬁ iE: E#F /330 Internet Explorer LUE Enable third-party browser extensions (BRE=AFREIR) &
BEEH.
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4% Tools (LE) — Internet Options (Internet £IR{) — Security (L) FiAFREEEITZNBIEFM
X3
B3 Custom level (HTENXRF) . 7£ Security Settings (Z£®E) H§OH, HITUTIRE:

- 3¢ Automatic prompting for ActiveX controls (ActiveX #Z=#B &1387R) i%1E Enable (BH) .
- f Download signed ActiveX controls (T~ &2 2 & Y ActiveX $24F) 1%+E Prompt (IRR) -

- %I Run ActiveX controls and plugins (i&E{T ActiveX $=EF04EE) 1%4F Enable (JZA) =X Prompt (38
R o

- Xf Script ActiveX controls marked safe for scripting (If4Ri240 AT R 2HITRIZAH) ActiveX Z={EHITRI
Z) i%#% Enable (JRA) =X Prompt (ER) .

BF 0K (FARE) ] Security Settings (R£®E) B0
B 0K (Fa7E) X<H Internet Options CInternet 3&TT) & O.

i R4 ActiveX 32281, Internet Explorer AT S B EE L . EX MK ActiveX ITHREDE, 15
£ Internet Explorer & % £ & BHE 5 ActiveX 1514,

Wlndows V|sta ‘EE?}TE’] Microsoft I{E R R H Mg E

Windows Vista 8 21 #5 Microsoft #2{F R Z R H iR E

Windows Vista 55 #HIIR1E R Gt AY Internet Explorer X S5 88 —IRFR A Protected Mode (fR#A#EzL) By
REINEE
EFE: /;/‘c'f/j@f(f?’f Internet Explorer ;% % 28 B /3 sh FiE4T ActiveX FZ 2 -

1.
2.

3.

EABEIBRIEIT IE.
4% Tools (TE) — Internet Options CInternet W) — Security (&4) — Trusted Sites (A[{53%
=) .

i

TBIR% B H Trusted Sites (AT{Eu44) [X131%4% Enable Protected Mode (JBFRIFIER) K. =HE, &
AT LLIS iDRACT #thHERANZE] Intranet X B AYEE 5. BUAIERT, RIPFERXIT Intranet Zone CIntranet Xia)
#A Trusted Sites (RI{E¥hS) XBH AL EE XA,

B Sites (355 .

7£ Add this website to the zone CI§iZMuLHRMBIXIE) FEEf, 7A0iDRACT Buttitt, SAEE T Add GF
m .

B Close (kM) , REELEOK (FAE) -
EAFEF R T BFRELEI.

BRI EERRERF

WMSRSTEANEFI AR HIEE (BHERER, RLEEE  NEBRKERNSEES BRIMB R
% LRI REFF R IRRR AT B R FHER.

By EGeiRE e RAURA BRI RN RRETR.

TBER IE7 hE9 R HH ActiveX R A&
EERR IET D BHAMRAH) Active-X EEH S, 1FHITUUTIRE:

1.
2.

%] Video Viewer (#SHEFEE) #A Internet Explorer Xl 32

EFFTIF Internet Explorer 332545 = Internet Explorer — Tools (IE) — Manage Add-ons (BN
1) , #Af5E Enable or Disable Add-ons (ERSEMAMEI) . MRS B/~ Manage Add-ons (BTN
) &M

M Show (E7R) THIZEE thiEiE Add-ons that have been used by Internet Explorer (Internet Explorer {& IRy
MEBD -
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4. MHRR Video Viewer (FI#iZEZE) ¥k

&R IE8 A AY ActiveX [BRRZS

E5R IE8 Fh IBRRASHY Active-X BE 2R, FHUTUTIRIME:

1. 5K Video Viewer (L3R&EE2R) A Internet Explorer 5T 38 .

2. EFFFTIF Internet Explorer |53 25 345 = Internet Explorer — Tools (TE) Manage Add-ons (Z3/n#
1) , #ARE i Enable or Disable Add-ons (BFSERMETR) . MEEIS 2/~ Manage Add-ons (EERNE
oD &H.

3. M Show (BR) THiZEE Fi%$E All Add-ons (FREMEIR) .
4. EIF Video Viewer (##7ZE#S) it 2§ More Information (BHFR) .

%% More Information (E&{E2) H O AI REMOVE (MR
2% More Information (BEZ{E2) #1 Manage Add-ons (BFEIFH) HO.

&0 Java |[HREZAS

ZER& Windows 3§ Linux 1 [BARZAAY Java EF RS, IBHITUUTIRIE:

1. HEHSTERRFL, BT javaws-viewer B javaws-uninstalls
kA4 B 7% Java Cache (Java 5 ER) TES.

2. MIBR#RER A /DRACT Virtual Console Client (iDRACT E#IIE#IE & F %) BIBIE .

4% CA iEH S\ Management Station

HEEHEMEHEREUN RN, RESERERRIEIEES. MREEEBEX Web BREEIEF, AT
L% CA SEB S Java 5 ActiveX BFURT{SIERE, MMl %RiXLRR.
R

4% CAEH S AF Java EEEREMEX

1% CA JEH SN ActiveX AJ{SIEH FE

% CAEH BAE Java BIEIEREHRE
2% CAIER FAE] Java FEIEHFHEX:

1. /331 Java Control Panel (Java {=HITEH) -

2. B Security (&) I+, AR E# T Certificates GEH) -
15 &% Certificates GEA) FiFHE.

3. MCertificate type GEHEE) THAFEP, %#F Trusted Certificates ((FERTEHR) .

4, B Import (BAN) , RSTFi%SE CAIEF (L Basebd #{HABIZR) , SA/FH & Open (3TFF) .
EEHERBIESNE Web BIHEEIEPEHER.

5. Z Close (£ , SAFHEE 0K (M) . Java Control Panel (Java ¥EHIEHR) & I%5H.

1% CA iEE B A ActiveX ATSIEBE

15518 B OpenSSL 44T T B 61321 A Secure Hash Algorithm (ZL#FIE %, SHA) HIIEB#FIE. BT
EEBINERTER SHA, Eitt, #EiUEA OpenSSL TE 1.0x REFMA. CAEPH 514 Basebd encoded
PEM (64 fi4mA5HY PEMD 18 . XR2SAEA CAEH—R IR,
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Z% CAIEB S ActiveX AIEIEH &

1. #TH OpenSSL &2 RE O,

2. {EFRLL T %IE1T Management Station - 2 ATIEZE{EFAARY CAIEBAY 8 FTHEIFIE E: openssl x509 -
in (CA EPAFK) -noout -hash

RESEM— ML . B, @R CAIER XM K cacertpem, ZWmSA:

openssl x509 -in cacert.pem -noout -hash

RESERMEMTF “431db3227 B9 B ST
3. BCAXHEGZAHHXEZ, FETEZHHFM— “0” . flan, 431db322.0.
BEASREHCAEBEEHIZIERF, 4, CA\Documents and Settings\<user> directory.

MEEM#ﬁA

BLEEIESI & AT, 15 R EEE Management Station.
#4577 LUE A iDRACT Web 52T =k RACADM S {TRE B B ERIZHI& .
HxiEE

B E Web N 583 LUE R ERITSHI &

BEEMEEE

&£/ Web SREECE ERUZH &

f£ /3 iDRAC7 Web REF B EIMIZHI &

1. % Z Overview (#f%5) — Server (JR%E8) — Console (iZ#I&) . 1§ &R Virtual Console (EEIIEH
&) TTHE.

2. BRERUEHIEIHEEMTERE. BXEMMIEER, 1§58 (IDRACT HHIFE)) -
3. BEHApply (A . ERUZHIAEEEE.

{$ /1 RACADM ELE [ERlIZHI &

EREERES S, BERAUTERIZ—:

4% iDRAC.VirtualConsole A F BIXT % 5 set s S ELS1EF .
BUTHERE config ST S1ER:

- cfgRacTuneConRedirEnable

- cfgRacTuneConRedirPort

- cfgRacTuneConRedirEncryptEnable

- cfgRacTunePluginType

- cfgRacTuneVirtualConsoleAuthorizeMultipleSessions

BERXEXNRMWESSE, 1527 dell.com/support/manuals L2 1EY RACADM Command Line Reference Guide
for iDRAC7 and CMC (i&FF iDRACT %1 CMC B9 RACADM 4 & 178 %355) .

s E RS &

BEERISEI 8 28T, BRI System (BRZE) — Properties (%) — System Summary (RFEHE) 71
T RS H] & AR Vlrtual Console Preview (FEHIEHIATIR) XEER—1E®K, RPEMIEH &K
7. ZEGER 30 MRIE—%. X& licensed feature GFATBITHEE)
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By EzEiiss & BRRERE R ERZH e .

B ERES &

& AT LUE A iDRACT Web SREISK URL BEIERIZHIA .
K & AENAZERGELE Web #5138 B ERIEH B R1E.

BRERIEHIE 28, 1BHR:

- BEBEEANR.
Web | 5T 28 BiC & 41 A Java 3k ActiveX i
Al s 5 1 MB/Rb.

Ky EOREAXRZFERE BIOS RERA, RMEMENZHE, WEMEHaEERNZA.

{8 32 33k 64 13 IE RSE &2 AN EHUEHI BT, MAERTESHIE B FHEY (Java 3 ActiveX) ATA.
“Internet JEIR” & B X AR SRS ER
£/ Java iEGBENERISH G, BURB/RSEE Java fHiFiEiR. EfRLLEIR, 1E4% % Java control
panel (Java i5#IE4R) — General (E#) — Network Settings (FI#Zi&E) Fi%1% Direct Connection (EIEE
B .
MREPRFHI AT E AER ActiveX i4E, ¥IXATBELAEF. XERAMBEZEEHFBIGIHES (EREE
FlERATER BRATES M. ActiveX B FimiBE T #AT 8 AT g8 T L AT 18] . RIN T EHIEMSRE, BAIUES
BIEBIEHI&.
MRAERT A ActiveX #E4FHY IE8 B ERUEHI&RY, AIBESE/R Certificate Error: Navigation
Blocked GEBEIR: SHEMIE) {58 . #7 Continue to this website CZEEERISSIEMYY) , SAFEE Install
(2%) 7 Security Warning (££E&) T:;iIIlEF"H"* ActiveX #=#4. EREHIESIEER.
HXHEE
£/ URL BahEiliss &
B E Web 5T 23 LUE Java #E4E
B & IE LUEF ActiveX 34
¥/ Web R E /B ERIEE &
EEAdstsi-tan

£/ Web SRE S s ERUZH &
ERTLUEI TR = R SR &

% ZE Overview (BEi&) — Server (FR%E8) — Console (3=#14) . FEEIS R 7 Virtual Console (EE#
45l&8) TUm. Fi Launch Virtual Console (BEIEIIEHIAS) . Virtual Console Viewer (ERUEHIAE
&%) =B

% Overview (HEi&) — Server (FR%) — Propemes (B . FEAIS E7R System Summary (&
%iH%E) TUME. £ Virtual Console Preview (FEHZHI&TS) &85, 2 Launch (JB31) . Virtual
Console Viewer (ERIZH AEER) B,

Virtual Console Viewer ([ERIIZHIEEER) RrFZERAFEMNET. FRHLERS, BN SEILTHITRE
R RARFNERAThEE.

BHMNAEFE, TRSERSNMEEE. ATHIERRBITENZNBERF, BEZSHANETIXLEHESIE.
N, BEEEEMBINAER.

MREBHEERNETFT—PHZNREEREO, FET Yes () LIREL
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EERGTOAFRSETHNRRES: —TEREEERS[HRRIES, 51 2ERMBMNRRES. ERSX
RASetR, ESAREY RIrE .

M Windows Vista E3uh B EMIZH GRS SR ETENBHELEH GMES . ElRtEM, BFET
I EIRE S ERBETE:

Control Panel (3=HIT4#X) — Power Options (FAJFIEIR) — Power Saver (F5§E#2/F) — Advanced
Settings (F%®&E) — Hard Disk (f##) — Turnoff Hard Disk After <time_out> (<time_out> #/5 X FI7&
£)

Control Panel (3=#IE#K) — Power Options (FEJEi%IR) — High - Performance (148> — Advanced
?ﬂsttings (B%i&E) — Hard Disk (FE#) — Turnoff Hard Disk After <time_out> (<time_out> # 5 & F1%E
)

{£F URL BahERIEHI&
E(FH URL BaiERISH &

1. FTFFZ#5H0 Web I ST g8 FEfEHBHEA= P4 LA URL (/1) : https://iDRAC7_ip/console
2. RPEROE, SETRHEMNA Login (BFR) NHE:
- MREES—-ZFEMAMAAH. Active Directory. LDAP BB REFE R, WS BRBMHAY Login (B
x) A,
- MRBRBABE—LF, M<REsH Virtual Console Viewer (ERIIZESIEERER) , FEF SRR Virtual
Console (EERZHIE) TUH-

3¥: Internet Explorer Sz#7Kth. Active Directory. LDAP. E&E+ (SC) B RF0E—%F (SS0). EET
Windows B3E{ER S L, Firefox STHFAME. AD #0 SS0 & 3%; 7EE T Linux BY3R{ERZ% L, Firefox X
7K. Active Directory #0 LDAP & 3%,

E MRIERA R EERISHE SRR, BEREBIFEEMTRAR, MWATERL URL BERIT
B, BRgERMEMESE.

EHEMES EERSR

EEH T ERIRMMEMEH, fInRRES . ERMSHET E. BIXiER. #8%. BiRRE. T—X3l
SR &M ERN RG], BXRFERXLENEEMNIESR, 15S18 /DRACT Online Help (iDRACT BXWLEEEN) .

By EWREEMSHXE, WSRERHES “NoSignal” (EES) -
ERnH & & E R4 8 R M Management Station 3%3£%| iDRAC7 B9 DNS &FREX IP #bhit. 4058 iDRACT i&H
DNS &#R, MESRIR Ptk X A:

TR FEXIRE -

<DNS name / IPv6 address / IPv4 address>. <Model>, HJ': <username>. <fps>

FFTIRBRSEEE:
<DNS name / IPv6 address / IPv4 address>. <Model>. <Slot number>, FJ:
<username>. <fps>

EREHAEERAMESETRREN. IEHTHEBHNELZFERIEN, RNEEREREIIESH—
PN ER . ZREET AN REMIRE, IFMITUTERE:

7 System Summary (ZZHZE) TUE B Virtual Console Preview (FERUZHI &) &, B
Refresh (RIFT) -
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£ Virtual Console Viewer (JERIZHIEEERE) H 8 Performance (14HEE) EI+H, FBRIEEA
Maximum Video Quality (FRE#SHRE) -

Bz trsiiy

YHiz@E ST 8 EERZERGEN, TERF LMRAMET S EEL EMRRAEHTREY, BltSHE
EERFOFETANRITES

4{% FH Red Hat Enterprise Linux ¢ Novell SUSE Linux B}, 1B7ZERHERISH A EE R Z BB E Linux B R IR
K. REMEIARIFEE R TR ERIRTH A T E R PRRRET .
HEFIHEIEFIAEER LR TANRREHE, RTRES[OBRERFEIIFENEMM. XFIF R Linux
BRIER G Lifecycle Controller IRE N, MMRRFF/AIRIRINIRIZE S EPIEFI A E P EMRRINERER
B, MESEERANRREH. ERRLEE, BRI B MEHREZ B RFFIE IR _E A RARNERAE T

ERF|ENES, EM Tools (TE) g% Single Cursor (NS

EiGERIFIE, 155 % Tools (TH) — Session Options (£iF%EIN) — Mouse (FR¥R) . 7& Mouse
Acceleration (BRFRANE) EIMET, 1HEETIRIERSIERFE Windows 3¢ Linux.

ERHBEANRIFEHER, 5% <Esc> HELERZ I,
% FE X IIEIT Windows IR ERFZMZTERAK T ER, RAZIRERFIIFRMEN.

MREAERIEH A EZBRETRF Lnux D RIRERENZTERGR, BAESBRRERSEE. Xa]
st = A GNOME = EHY Predictable Pointer Acceleration (RTHUM3ESTINIE) THAERTSEAY. Z7E iDRACT EEliE
Hla L EMRT R, YRZRALIIgE. ZEZRRFNRRNE, F7E /etc/X11/xorg.conf 3L R RIRER R R
fn:

Option "AccelerationScheme" "lightweight".

MBRMABINE B, 157 <user_home>/.gconf/desktop/gnome/peripherals/mouse/%gconf.xml 324 i# T IAT
LiphESE

# motion threshold flmotion acceleration BRIEEMA -1,

WR7E GNOME K& _EXFARIRINE, BEELITH AEFHES, %= Tools (TE) — Session Options (£iF
IZIR) — Mouse (FR#R) . 7&£ Mouse Acceleration (ERARINE) EIW-EH, i%$% None () .
ATHEFRIEEREEITHE, BLMZAARMITT & F7E Virtual Console (FERIIEHIE) Tl L1 Max
Sessions (RASEH) EFHEEN 1.

B RIS SR B ARE

& 7T L3 F Pass all keystrokes to server CIEERE#HLIRZIRS SR EMHBIEIIEH AEERERERE
IRBAEENEREAXIZTERS. MRZALING, ESBAERBASEREEIETH &SIEEEIET
R IRE . ENAREEERIRSESE, 157 Virtual Console Viewer (ERUZHIATESR) F, #Z Tools (T
H) — Session Options (ZiEEIR) — General CEH) IEINFFFIELHE Pass all keystrokes to server CIFFTH %

HFRBRERESR EIEEEENBERRIZERS.

Pass all keystrokes to server CHEFTB T LIREIREE) RERITABURT:

o EREHESEETMMESZEE (Java 3 ActiveX) BE.
¥F Java B i, SINEANLE, Pass all keystrokes to server (IGETB 153 EIARSEE) #0 Single
Cursor (AR BN A BEEIER. WRAKRMEAHE, N Pass all keystrokes to server CIEFiH#E T
21521k 552%) #A Single Cursor (EANRAR) EIMBEUEIEH . MRESNERE R, NSER—FK
EIRES, BRI ETIERTIED,
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¥ F ActiveX B P, ABUNEANEE, Pass all keystrokes to server (G EHEIEZRIRSE) ke
FEHER. WRKMEAHE, N Pass all keystrokes to server CIFFTE#EHEIERIIREZ ) EHEGH
TR, MREHHNERTED, MWESET—FEIRES, BRAZHZIEE.

3FF MAC ##{E& %, B Universal Access GEF518]) T AY Enable access of assistive device (/5 X}
BN FHTITIE)) LI, Pass all keystrokes to server CHEERBREHIBREIRSR) et SEIEM.
Zﬁ%fiﬁﬁﬂ%%%Zﬁt@ﬁﬂ‘]ﬁfﬁ%éﬁo WERE FNRERAEENNRBEASASEKREIZTER

ERUEH A B EE R —Windowed (M) =X Full Screen (£8) .

7E Full Screen (&) T, Pass all keystrokes to server CIEFTE#EEHEIZTIIRS ) ThEEERIAE
RTERH.

7£ Windowed () #BRXT, (REERIEFEEERANFEFNNFSHERIRE.

M Full Screen (£F) R E A Windowed (FO) #RF, LRTHEREMEREHIRTIFERE.

X HE
1€ Windows B1ER % FIEITRIE T Java BIERUEHIE S
& Linux 3BER S HistTHIE T Java RYEERUSHI & SR
7£ Windows ##{ERSE FIiE{TRIE T ActiveX RYERUSHI & S1A

# Windows BERZ LIZITHET Java HIEERUEFI B 21

RFEAR S Crl+Alt+Del R XBZFE RS, {HRIALSET Management Station 1 THRRE .
Zl%%E'.EFﬁ Pass All Keystrokes to Server CIFERB#EHRLEREE) , UTEBEIFISEZXIZTER

- NEERIREIRE

- NISTEREUBHIRGE

- ST R RIFIRGE

- NSERELIIRGE

- TR R

- ST R iR

- NISERFFIRFAE TR

- EERE

- BUNEEERE

- BAEERE

- T—ph B

- bt—ph B

- BN

- BRUEEN iR

- B R

- EEN IR

- RYMERERF 1R

- BEINRTER 2 iR
RPWRASIEMERMARE (FTRIAFIRBENES, ME—XBMMEDR) XRXIZFTERGE. XE
iﬁﬁﬁﬁlﬂﬁﬁiﬁ\ Shift. Alt. Ctrl $EFASE s, XLb4%iE s AY—3ER4> 3 Management Station F15 & R 5L ER

gm.
5140, ZNSR Management Station FI& & RGIEITRIZ Windows IR1ER S, FHBZEH Pass All Keys (ff
BEFAIRE) , M YHIEIRT Windows 3R8ER$TH Start (FFIR) 3<EH A+, Management Station F1Z & %
% LHY Start (Fi8) SKEHSITH. BE, WREM PassAllKeys (EiEFTAIRE) , WRAEZERSE
B9 Start (FFE8) 3B SHTH, Management Station FEIFRSFTFF.
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WRZEH Pass All Keys (fRiBFTAREE) , MEURFIRTAYE S #0454k 4E S B Management Station -
BIRIERFIRITRERE

# Linux ERF LETHOET Java HIERIZHI A 215
FRTEJLSSN, BTE Windows ##{ERGRIIT A HER T Linux IERS:

R ZF Pass all keystrokes to server CIEFEIBETHRIBRLRESR) . RESIF <Crl+Alt+Del> 151R4F
ERG LB IERS.

Magic SysRq ##=H Linux W*ZL_ TR AIREEA S . 05 Management Station S Z & A% FHIIRIER %K
%%ﬂrﬂ?ﬁ_‘éﬁ BEEMERG, XSREA. EBALUERTIIAEZ—7 Linux 3815 & % LB A Magic
SysRq #%

- B—1%BiRME fetc/sysctl.conf

- echo"1">/proc/sys/kernel/sysrq

4R Pass all keystrokes to server CIGFTEIRBIIEIBALREE) BEH, R SI5 Magic SysRq 125 %1%
HZERG LIRMERS. EERERAS (EEUEREDRRTHERTEHIS) MREFFIITAR
#2F Management Station 2% B AT Magic SysRq:

- %15R Management Station -2 /& SysRg, M <Ctrl+Alt+SysRg+b> 2k <Alt+SysRg+b> S E &
Management Station, A& RGERZS AT,

- 415 Management Station - 225 SysRq, M <Ctrl+Alt+SysRq+b> 5% <Alt+SysRg+b> RS E S
ERGLRIRERS.

- RHZLSIGHE M SysRq iRELE S (fFlEN, <Alt+SysRg+k>. <Ctrl+Alt+SysRg+m> %) HHBRATER
%%, MAE Management Station = 2% /S SysRq 3282,

i"

7£ Windows ##{E R4 LIEITHIE T ActiveX KIEHEIIEHI &

3 F7E Windows I1ER LK LIZITRIET ActiveX BIEBIZHI & zlﬁ, BB REA X EPEARSEBIIEERIT
#4157 Windows Management Station Liz{TRYE T Java BIERUEFI A SIER IR T AR, BTE/LER

g

154

IR Pass All Keys (f53&FT A% , M3k F1 £FEATE3h Management Station F152 & 2 4 B9 57 B
EFEE, FERUTHEE:

Hii; virtual Console (EFIFEHIE) WH LK Help (FWP)) WA EAELH I
RE T e IARAME I FEIRIREE.

RSN <Alt + Space>. <Ctrl + Alt + +> F1 <Ctrl + Alt + > X EFIF E RS, XUig§HESH
Management Station _E B3R 1E R GEit i THRRE .



13
BEEEMNT R

ERN R RFZEBRS2817 18] Management Station E R/ R & E(E ML= 49 1SO CD/DVD M&, FiiFig=
TERSELMIEE—H.

ERERINT RN, EATkL:
B TR i BEIEEIRE R FEN R

 RENARER

s EHwmIERF

s ERERZLREBRERSG
W FHZRAAE X RS S, RIFFERIDIEE. XM TFIIRRRSEEE, ZUIREEIARTA .
FEhEE

FEBLIT BRSCFREERLSEUR (CD/DVD). 3RAEIREhZE (E4EET USB RYIEZNZS) #0 USB iNFFE.

& A EEF E R Y Management Station EMiin—4"4K&. USB INTEE. B&. BHHS— A EIRE
2. PR IRE R G R ARG — N ATRARERR. IFHLREN[REERE —MAAY
S B IRBH 2K 1SO ARG ST

TERRTHBHEMUNREE.

MEEIMN Fos% i/ 18] iDRACT B IR BN R .

ETERG L, HUEZENEMN REBSEUYIRES.

AEETF Windows BIZE RS L, MRERNRENBCHINFHESRNEZS, WSBEIME.

%ﬂﬁfﬁ%“@ﬂaﬁ’]g$ Linux 2 ERG L, ERNREHNBASEME. EFmMBEsNE, FE
Az an <

WNZE RS & M FTE EMIR 2517 1918 K & =18 id M 28 4% & & Management Station.
c EERHBMBAEERENRNZERFEL, BUEESERABTNERNSE.
o BATUERANSE RS AL ZE Management Station CD/DVD IRz188 (Ri%) , {EREEHLZ USB N &
© ERNREDVEZE 128 Kbps BT AR KH T
« MELOMELNIC KN, EMNRSIBETRESEIF.

Managed System Management Station

/(—/‘\\ Remote CD/DVD/USB
iDRACT7 S — . — Network —==—
! erver \_A/ Remote Floppy

4 ERNTRIRE

B =3 L b

TR T B BT RS IERNER .
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.20 TIHHR PRI EF

BHE MG R

R . EE 100 AN 10 SR
< CD-ROM
« DVD
« CD-RW

* A CD-ROM TR E &Iz 25

BEAURR IR B 25 - 1S09660 %3t &9 CD-ROM/DVD BR{& 3 14
* 1509660 %=\ Y4k 22 1% 3T

USB (7522 . #35 CD-ROM /iy USB CD-ROM IR 512
+ 1509660 #& 3 A9 USB IA7F AR & ST

\

A& LT R

BESEMNRIEER, WRSHEE Web HUE 28 L1{E A Java 3¢ ActiveX FH# .

HBXiEE

o & Web i 50 28 LAfE F EE B &

{§F3 iDRAC7 Web SR & IR
EREEMNRIRE:
/\ b ETEB REENFEER DRACT. B, WHREBIMER, BIEZKNE.

1. 7£iDRAC7 Web RE™H, % Z Overview (#%) — Server (BR%SE) Attached Media (BN -
2. EBEMERE. BXEMER, ESR (IDRACT EHI#E)) .
3. B Apply (MR RTFRE.

{% A RACADM EC & 1/ B

ZEEEUNE, BFBITLUTERE:

4% iDRAC.VirtualMedia ¢H F RY3F R 5 set S ES{ER -
4% cfgRacVirtual A KI5 5 config S ELE1ER -

BXEZEE, 155 dell.com/supportymanuals L3289 RACADM Command Line Reference Guide for iDRAC7
and CMC (G&FF iDRAC7 #0 CMC B9 RACADM £ 175 %46/ ) -

&£ iDRAC RE A REFEEEMN K

AM{EF iDRAC IRELAFIEFMIN. 2B BaMmERNR. ERITIIRE:
1. 7£iDRAC Settings (iDRACIZE) AFHIEFH, ¥ ZE Virtual Media (FEIINBD -
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FEEN < 27 iDRAC Settings Virtual Media (iDRAC i& & EHIN &) T1H.

2. RIFFEILIZFE Detach (£F) . Attach (Fin) = Auto attach (EFIMIIND . BERXLEERMNELFE,
i858 IDRAC Settings Utility Online Help (iDRAC 1@ B 4> FA12 FFEEHZEEN) .

3. fkX&EdiBack (E—%) . Finish () #Yes (&) .
EMNRIEENTREE -

B A e 4 B 7S F0 AR G i [

TR T EF M BRI ER RGN .
. 25: AN A9 9 BUR7SFN R G0

A0 B9 BUKZS ARG

nE TR MIRIRET B R 5.

awl X Client View (ZFFImiEE) B EZH AT LIRSS TR

BENE Client View (FFIRILED TSN R, TP im0 E 5% i Rk

77 i8] EE$A 9T B

AERASAERERUZE G EEMUN R, HEEBNTRE, —EEEE Web 5335

EPSE L
o B Web i3 %5 28 LUE F R U= 6 &
B B FE LT R

£ ER=S & B EERAN R
BRI & BN R, EWHER:

ERRAELEFIA.

BRGRENETTRENRE. ENITIIRIE, 1B Windows FIFEEIEEE 1 SA1E Folder Options (32
ﬁ]ﬁIﬁ) ﬁéﬁﬁ? Hide empty drives in the Computer folder (BRI EH TR APRIZ=IEEIT) KN, KiF
#8 OK () -

E(EFERRE &7 B BRI R
1. 7£iDRAC7 Web RE®, % Z Overview (%) — Server (BRZZ38) — Console (3=FIE) .
REEN < B 7% Virtual Console (FERIIZHIE) FE.
2. B3 Launch (J&®h) Virtual Console (EEHIZRHIE) .
REEN 4 331 Virtual Console Viewer (JERIISHISEESE) .
7 7E Linux £, JAVA 2iiE ERIEH & RBOAEG LS. 7 Windows £, ZE{EF JAVA 78] EHIE
&, 1BFTIF jolp XEUUBSERIZHI&. 3 &8
3. # Virtual Media (BE#L/rR) — Launch Virtual Media (BEiEBINR) .
FEEN & BIRERIST &R Client View (BPRIED &0, HA5|H oA FIREAZE.

% sE: i BRI/ FRET, Virtual Console Viewer (RIS EEDR) & O L FRFFER.

HHKHEE
o B Web i3 %5 28 LUE B U= 6 &
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B B FE LT R

AER EREEH & /B s E R R

LZE[ Virtual Console (EBUEHIA) B, ERINELIN AT, HHR:

ERINRQTF Attach (B Kis.

BRGRBEATTERER. ERNITIHIEE, 1B5E Windows FRESIEE D SH1ZE Folder Options (3
FIE) , ;5BR Hide empty drives in the Computer folder (RISt BN AL FHZIRFNS) ®I, KE
BEHOK (BE) -

L2 Virtual Console (EIUEFIA) BT, ERFINEMNR:

1. 7£iDRAC7 Web REH, %% Overview (#t%) — Server (BR5588) — Console ((ZHA) .
FERN< &7 Virtual Console (ERUESIA) TNE.

2. H Launch (J&3h) Virtual Console (EHIEHIE) .
R R RUTEE:
FEREEHIG CAE R . 7 Bk F R R B E 11 ?
3. BFEOK (M) LUEEIERINE.
RERN & B R ERI/ R Client View (FPimilE) T O, HAF|Ha A TIBEAgE.

i i RERE LHERIEE RS 5 Management Station L EI#IRIREH 28 S A —H.

¥: 7 Windows 2{ERZEZ P £, WERE A Internet Explorer Enhanced Security (Internet Explorer 12
BHMREERE) , BERNRAIGLEEEIE. ZRRIEA, 1557 Microsoft #E R L4 B
REAZEER.

R HEE
o B I R

NN EE L 9T R BR 15

ERMEUN K, EEUNR Client View (FRIHIED HOP:

ERNBR%, B Add Image GRANBRR) , SA/5 M Management Station S Z & R G R C: IR 25 1EHFAR
B3

IS0 SR ARSI R INEI AT AR & HITIRS

o ERMMICHFAEN IS0 FAENAERRG, 155 & Add Folder as Image GRANZAEEMERNBUE) . HINAEIEE
BmIE TR B FRARIG IS HAE D AR S5 2R IR1E R i USB Bt iR & %2,

RN RIS EREHE B L Client View (ZFPIE) HOHEH.

S RAE DRGSR AT, 1S ZE(ER LT AEAY Management Station ST L 13— .iso X, R
MBSt iso 3T, MLy & Client View (ZARIIED & O P T3 R 89 BIGREIER.
e, 1ER EFmX BN ERHNBMER iso . Fid, ATEEEABHEEREEZBERARER
Remove Image CHMBRBIRR) MIFRi%% B RMIERiZ .iso T4

TR B2 L9 FrER
BMRILIME, ZERBINR Clent View (EFHHIED WOM, MEHBHMEMG, 54/5 8% Remove Image

(TIBRARIR)
IR ERIBRIK IS M Client View (FPimiRE)D & ORIRETIRPMIBR.
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EFEMRFFARER

ETEELIEEFEMES, EEELNE ClientView (ZFIRMME) FOH, B Details GEARFSE) . BE
~ Details GEER) Xig, RPATHMEMNESHIEMEENITE/SEN.

EE USB

EFEUSBIRE:

1.

HEEIA R Client View (ZFFIKRME) BHOH, B Details GEASE) , AR USB Reset (USBE
B .

RAESET—HUERELEAP, MEEE USBiERE, NESEMEMEENAEHRN, SFEEMNTR.
SRR

2. HiYes (B) .
USB FERNSEE.
4 i BNfE1EE5H iDRACT Web RERIE, iDRACT EHINT R

MR &Y LR 5hEF

East IR 25

Ey i ERET ActiveX A9EHIIREN 3R AL URE IR A BERRETIRAE R4 DVD 3 USB INTFRE (B iEHE
EBIE) . EMSIRENEE, 1ELUUEIE R 5% BE1500% iDRACT IP bR B ZEERE S 5RP .

1. A EHEMERIREIE, AREHBEMHESIMNRIE,

2. EEPIN K ClientView (FEFIHMED T O, HFMAIGSIE EMIGRITHE.

3. 7 Mapped (BBED FIT, i E5RNBAXMEGAEMREGENEIRIE. BB NEEHE A RiEE
%, BEMRSTRTIERIZIR &8 Read-only (i) %R,
TR EARS B FE RS,

Xz

R G Y IF B FE DK B B8R
/IJ HD}LM/\J ﬁﬁ HE@R

SRR S Y IE #f KR 015K = 25

£ ET Linux B9 Management Station £, FE#I/T R Client (FPi%) B ORI ERABMEBENRE, BIIRET
Management Station. EIRIEFAIEIMIEZ AT LIRS, 3B ERE SATAESRHBRIHOEE. EER
TR IRME:

1.

E#75|5 Management Station EAJIRIER . AN B (POST) HAEIRT <F2> 5 <F12> # A System
Setup (RHK{RE) -

2. % Z SATAsettings (SATA®RE) . RIS ERHOFAER.

3. RBAXREFEHEEEIFEARENHO.

4. FEIEN R Client (FPFIR) BH. 2% O R T AT RSB IEMRIENER .
LEPS:3E

AR 5 FE PUIOR 21 2%
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HUH RS E HIOR = 2%
B MR IR S %

1. EEIANE Client View (FRim#LE)D & HOH Mapped (BERSH) FIT, EMRIRFNIEHEIEIE.
ERIREh RGN T E RGP EUEBST

2. B Exit GRY) #&1F Virtual Media (RN £iF.
[E#AST R Client View (FFmME) & O %M.

i3 BIOS & &3 | R IHiF

EAARZBIOS RENRRERF, BRLIRZERS REANEL S ERN[HELREEHNRTS.
Ey EEEEREEMENNRSFLRRES SIRRF.
BEEZERRHIESIS:

1. SIBZERE.
#2 <F2> i# N System Setup (RZARE) TNHE-

#: Z System BIOS Settings (FE % BIOS & =) — Boot Settings (5|18 &) — BI0OS Boot Settings (BIOS 3|
Big#E) — Boot Sequence (31 RIFEF) .

EREEAR, ERLARMEBFEDRERNESTESISREIE—E.
HREMENFEEBAFHINATETSISNMRHNEMNEE. WRFE, BRBRERBIELEISIRF.
B 0K (FA%E) iR[E System BIOS Settings (F%E BIOS &) 7w, A58 Finish (SER) -

BifiYes (B) REFMXIHES.

ZERKEHGS.

ZERFBRESISINFZANASISRESS. MREEEZEMEEHFBEEETIIENKR, RFEsI
SZE#REE. BN, REBZEEE, SHEEEISNREIERER R,

BR—REENN RS S

EEZFZBEMNRREZRE, BREEZL—RISIF.
HERA—RMSI SERZ AT, EHRR:

- 1B Configure User (FEBRF) R

£/ Virtual Media CEERAANERD 3T, FAMSEMIRENZE (CD/DVD. KA USB INFFIRE) BRETE
A5 S Rk .

RN R T Attached (BEHMIIND K7, LMERMEHNRESISHFHET.
ERA—RMSISRTFHMERN R SZERS:

7£ iDRAC7 Web RTE H, %5 Z Overview (#&) — Server (BR%3%) — Attached Media (BR/TER) -
£ Virtual Media (EE#I/-B) T, i%#% Enable BootOnce (ER—&14315) AFHEE Apply (ZF) .
ESISHEITHAZE RA IR <F2>.

B 5 RIRFE A TR EMN REE5 5.

EHSI SRS

TERFENEUNR—RHESIS.

EES 3

LA
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B B FE BT R
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14
ZEEFN{ER VMCLI A BERF

ERNReGSITHRT (VMCL) 2HEFE2—15%m, EEMHM Management Station 2|5 & &4t L8 iDRACT B E
PN RIIGE. B ARER, ERTLUFRIERN R, SIEMEGSCHIYIRIREIEE, MMEMLHHIZ 4
MRS LEERIERY

% 7E: 12 0 gE7E Management Station 34T VMCLI AR,
VMCLI A A F 2 # A T I 8E:
B IR AE I AN B 1 B AT F a1 S T AR R -
/2 FA iDRAC7 E 4 Boot Once (5|8—R) #£IAT B #I&IESE.

FRZEEEFE (SSL) #AfR5S iDRACT HBER £
1T VMCLI %%, HEH:

- EEBBEHEL.
- BERFR IR,

& i EL&1E Windows FrRY#HEE, BIERESEESR.

224 VMCLI

VMCLI 2 B2 & 7E Dell Systems Management Tools and Documentation DVD &,

B VMCL 2 AERF:

1. 4% Dell Systems Management Tools and Documentation DVD #i)\ Management Station B9 DVD 3B #1325,
2. BERFELRIEAZRE DRACTE.

3. ZEMINE, #E instal\Del\SysMgt\rach 324 LIFA 1R vmcli.exe 777E. FHEHs, #E UNIX IR NIEE.
VMCLI 2R FRIEREERZ L.

iZ1T VMCLI 2R #EF

MRBERZEEE ENRSER T, NIEESERMBINREA 8621T VMCLI 5.
7£ Windows &%t L, IERIRBRNFES Power User (BSHRAA) NRAEEEIT VMCLI A FBIERE.

7 Linux R%E L, il iDRACT, 1FIET VMCLI ABER. FiERAR®S, FEBRAPLAE
VMCLI @y 2RI L sudo. B2, ERMSMHKIE VMCL ERSHEFMAR, EEM visudo %

VMCLI &%

Windows #0 Linux &%t £ #9 VMCLI R Ex£#[[E. VMCL iE%%:

VMCLI [Z#(] [H##ERZ_shell 1LEIH]

5140, vmcli -r iDRAC7-IP-address:iDRAC7-SSL-port

Z#1F VMCLI BEf5 E I8 ERIRR S5 88, (8] iDRACT FHRR ST EI4E E HIE BN R
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Q FE:VMCLI B AR A KN,
ATHIREE, HEEFEFERTSI VMCL 3%

vmeli -1 — BRABEVMCL MR ERAZ. ERTUBHREEMA R EEHREN B BEBAR

.
vmeli-r <iDRAC7-IP-address[:iDRAC7-SSL-port]> -S -u <iDRAC7-HF'#> -p

<iDRACT7-H F'#> -c (< u%ﬁ%» | < BB > — #6577 iDRACT CAE B EEEH M. WMRiE
XM, BITHGS Hﬂ%iT"—i— . B2, S ALIRIIMIT, FEEL VMCL £iF. BX

VMCLI 28 EZER, ESH I/M(,‘L/ #’m VMCLI Man (VMCL] E#8) 7.

HxuEE
sl EE LAY FRAY VMCLI fv &
VMCLI 3@1EZ 4 Shell I3

B ERL ST R EY VMCL %
B RG F1 R EL RN BT B VMCL §%.

3.26: VMCLI &

FEAT R s

REBIRFF vmcli -r [RAC IP E{EMNI#&] -u [iDRACT HJ
F41 -p [iDRAC7 HF#i3] -f [H&KH]

] 5| S &&s USB TR EZMIE vmcli -r [iDRAC7 IP #ihk] [iDRACT HI)
41 -p [iDRAC7 #tH] -f [floppy.img]

CD IXzNEE{E -f i£IN vmcli -r [iDRAC7 IP Hufk] -u [iDRAC7
J141 -p [iDRAC7 W41 -f [W&KL] | BB
f£1-f [cdrom - dev ]

75| % CD/DVD BR1& vmcli -r [iDRAC7 IP #ilik] -u [iDRAC7 HI

F#1 -p [iDRAC7 #18] -c [DVD.img]

MRXHERZERP, ERNRATESSEARGEH. ZEHEEDNTRASEANR:

B ERIER R RERIPAL S RS S
© [ERIRENSRIFIIEE

ERME ERIG SR, ZNRERUEZRE RGN R
ERVECIBIER R, —RARE—NREHE— MR EYIRIRENE.

VMCLI $##4E % 4t Shell £

VMCLI {£ ] Shell €T3k /B T FIRIER ST &8

stderr/stdout EE 6] — JFEAFITENRI N AR FHE EE R ECH.
Blan, FERAXFEFEAE () FEXHZIELL VMCL 2 BZFTENa M E B =15 T,

% 7E: VMCLI 2 B2 FEARS MR (stdin) iEVEEE . Eitk, RNEE stdin EEE.

FEa#IT —ERINERT, VMCL ARBFERMGHIT. ERIRERZRI ML Shell IEERTILARERF

ERBIET
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flan, 7E Linux RERGET, EWSRELIFHALULREFER— MG EHE. X ARERA
BFHEEER, HVMCL < BHFMERR, ERLULEIASEHIT (BN, BMASELERT,
B3| VMCLI #2FF£21E) .

WREMEZ A VMCL 21E, BERBERFHEM TRRIILMEZIEHRE.
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15
18 vFlash SD £

vFlash SD £ 2—1R £ (SD) &, FHEAEZRYL vFlash SD FiEHEH ., ERLUIFERR K 16GB ZEMF. BANZ
€&, WwHUSH vFlash ThEELLEIZFNEIR S X . vFlash RIRBIFAIIERITNGE.

WRIZ TR GBI vFlash SD F4EME T ARAT A, 457E iDRACT Web ST Y Overview (#E35) — Server (BR%28)
— vFlash TRRATHEIRIER:

SD card not detected. Please insert an SD card of size 256MB or greater. CAAG I
B sp . iEHAKDN 256MB BE K sD £ )

% ;E: #4R1X 7 iDRACT vFlash £ HEFE h i N3 vFlash B9 SD . MRIGIHEANTHKAH SD &, WA LiIZF
G RRUTEIRISE: Anerror has occurred while initializing SD card. (#7451 SD FA71% £ 28, )

EERE

IRt TR B FHEHL USB iR &
ERL 1617 X, XESREMME N RERTARERNE. EEAEIZE CO/OVD FahE, &
RALIE E RS T E -

© WX HRFEBGESX. XFF .img XA THRE. iso #8X AT CD/DVD LI% .iso #1.img 183X
FAFREE IR,
B2 75| S USB 18 & -
—RME5| SEIEBLA USB 7 &

% %%HaSh $RVEHA 8] vFlash IFATIERT GE ST HA . SNSRI IF R, MIEEHITHI vFlash RI1ESERE
JTX o

Fc & vFlash SD &

7EBLE vFlash Z 8T, EMRAZL LT R vFlash SD F. XFMTNEZRLEMBRREHER, 557
dell.com/support/manuals _t R4t H9 Hardware Owner’ s Manual (BB PRFM#) .

Q iF: 1B F Configure iDRAC (BLE iDRAC) #FRA #E/E FISUZEH vFlash ThREFN#IIE 1L 1%+ -

R
&% vFlash SD £ EE
B 22 vFlash T ¢
#1434 1% vFlash SD £

#5E vFlash SD £ 1%
JB A vFlash Th&ERS, f&RTLU{EF iDRACT Web F = RACADM R&EE SD B 4%

{53 Web REZEE vFlash SD £ E 14

E & vFlash SD F/E M, 157 iDRACT Web RE S, %% Overview (H#¥E) — Server (BR%28) — vFlash.
FERN< &7~ SD Card Properties (SD E@1f%) TiE. BXMERBHNES, 1FSHR (IDRACT BEHIZE)) .
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{&F RACADM & vFlash SD £ B 1%
E{F RACADM &5 vFlash SD £/E1%:

1. $THFEZH telnet. SSHEBITIZHAHERE.
2. MAWE: racadm getconfig -g cfgvFlashSD
ERUTRiEE:

cfgvFlashSDSize
cfgVFlashSDLicensed
cfgvFlashSDAvailableSize
cfgvFlashSDHealth
cfgVFlashSDEnable
cfgVFlashSDWriteProtect
cfgVFlashSDInitialized

{55 iDRAC & B HIZ/F&EE vFlash SD £ B 1%

E#F vFlash SD £/E 14, 7E iDRAC Settings Utility (iDRAC iREAFIERF) &, %% vFlash Media (vFlash /i
JR) . iDRAC Settings vFlash Media (iDRAC % & vFlash /¥ fR) TTHMEHSEREMN. X THREREMEMIEME
2, 1BBR iDRAC B E LN HEFEY 8.

[ FIS(EE A vFlash Th&E
2SR A VFlash TTRES BEHIT 4 K ETR.

£ Web /3 A2 vFlash Thig

EBHSZEM vFlash ThaE:

1. 7£iDRAC7 Web RE™, % Z Overview (HE¥) — Server (FR%38) — vFlash.
FtEN< & 7%~ SD Card Properties (SD FE1) Tim.

2. & vFLASH Enabled (/28 vFLASH) EIRA] B vFlash ThAE, EMIZELN 522 vFlash Thae. RS
fRAEA vFlash X, MFEZEF vFlash, FESET—&KEIREE.

ﬁ sE: NEREEM vFlash ThiE, MAESERSD £EM.
3. B Apply (BIFB) . vFlash ThEeEl S B AR, EFEURTIEAYERE.
{5 F RACADM /E RIS £ A vFlash D&
E{FF RACADM /2 FIsiZE A vFlash Thag:

1. $FTFZRZR telnet. SSH B BITIZFRIEHFER.
2. WAUT®HL:

E S vFlash, #iA:
racadm config -g cfgvFlashsd -o cfgvflashSDEnable 1

ZE2 M vFlash, #HiA:
racadm config -g cfgvFlashsd -o cfgvflashSDEnable 0

Eq £ RBTEE vFlash SD £Af, RACADM 2 AR . MREAF, MNBRUTHS: ERROR: SD
Card not present ($&i%: SD FARFE)
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{3 iDRAC & & A A2 /2 =2 A vFlash Thik
E B RS2/ vFlash Thig

1. 7£iDRACIREFIEFS, % = vFlash Media (vFlash /&) -
FEEN< & 7 iDRAC Settings vFlash Media (iDRAC i&E vFlash /7 /&) -
1£#% Enabled (JBF) /B vFlash ThiEoki£#% Disabled (¥F) ZXH vFlash Ti&E
f&x B Back GGEE) . Finish (52R%) #1Yes (&) .
vFlash T RERNIRIBIEFE B ANEA.

#3414k vFlash SD
M RIES EHIER L SD F3HREZF LA Flash REMES.

{£F Web S HE #1444k vFlash SD &

E 43R 1K vFlash SD

1. 7£iDRAC7 Web R, 5% Overview (#t%) — Server (BR%88) — vFlash.
BEEN < 27~ SD Card Properties (SD B T1@.

2. 3 F vFLASH i Initialize (¥0364L) -
FRIEIB NSEIGHME, EIERFM vFlash REEEEFHERL.
RN T (T vFlash 5 X, WA LIRIEERKEH B REBIRER

{# F§ RACADM 471341k vFlash SD

E/{$F RACADM #7441k vFlash SD +:

1. FIFEZB telnet. SSHELERITIRHIAHEFE.

2. MWIANUT#%: racadm vflashsd initialize
RGBT B E S XA EHIERLIZE

{5 iDRAC & &> P 2 #1451k vFlash SD £

E({F ] iDRAC & & 2 FF#08A 1k vFlash SD

1. 7EiDRACIRE/ANFIEFH, %= vFlash Media (vFlash f+/&) -
FERN % & 7% iDRAC Settings vFlash Media (iDRAC & & vFlash 7 J&R) -
B & Initialize vFlash (#)3&4% vFlash) .
BHHYes (B) . %)11131413‘%1’3{"9?1130
B Back (GR[E]) %33 Z=[E]— iDRAC Settings vFlash Media (iDRAC & E vFlash /T /R) TTEEFRINER
FrEMEB N A& IS MIBR, -H%EFE HHY vFlash RFEESEMIERL.

{$ F§ RACADM #REX L /IR7TS
EFEEN B X & 1% 45 vFlash SD R RIFNIE L S BVIRTS:

1. ¥FTHEZEY telnet. SSH B BITIEHIBHEF.
2. MIANUT#%: racadm vFlashsd status
RIS RR&I1EL SD TR SHIIRTS
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3. EIREUFTA vilash XAy LRRES, BEERUTHS: racadm vflashpartition status -a
4, EFRIES XM LEXRE, BERAUTHS: racadm vflashpartition status -i (index)
K & mREEIDRACT, LRHSRBIEMRESER.

&1 vFlash 9 [X

&R LAE A iDRACT Web SRS RACADM #4147 A T #24E:

By & EERAWE Flash 5 X ERITHIHRIE. BN, ELURE Access Virtual Media (7 EIERINTR) 4L
PRABECIZE. MR, BN1L. KN, 2BHEFPXHAS.
=R X
{ERR G 5 X
- BRUSK
c BEERETHASKX
B X
© MimsaES X
s MBREBERX
THLIXAE
c FBEHKX
B ESRERAEF (B0 WS-MAN. iDRAC & &2 F#2 el RACADM) {5 F vFlash B 8 vFlash TTE £
BOMEIEIR, SSM2| GUI hAyEth—LETim, iDRACT ATRESERULTIEE: vFlash is currently
in use by another process. Try again after some time. (vFlash 4ufiFE#dLqhidife
o VBN A E AR R )
vFlash BEBS7ER B H ML IETEREITHY vFlash #R4E (flantgiL. MIMAXE) FHITRES XeIE. FHit, &Y
ERITEMR AR XIREZRIERSIBIBA N X,

tIg=aaKx

TAES XHME RGEREUFE A USB (ATFE&E. AI7E vFlash SD F ERIBZASX. A 613 A EALER
PR, ERAREEIESS XIS HFS X 2R CD.

fIE=a o Xa, EHR:
«  E7 Access Virtual Media GHEIEINR) R
+ 2L,
£iXBEZ SR,
o EERITERITIIRLIRE.

£ Web RESIEZHSX
E6|iEx [ vFlash X

1. 7£iDRAC7 Web R, %= Overview (#%5) — Server (BR%#8) — vFlash — Create Empty Partition
(FI=A7K) .

1% < &= Create Empty Partition (SRS X) M.

2. ETEMENES, ABRE Apply (B . BXRXERTNESER, 15SR (IDRACT BEHI#HE) -
BN BFASRXUMTANR, ZPXARE. BERIRFAEFS LT E. WREETIE
. BRRERER:
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- FEERP.

- BREMRESNESEMER—F.

- AFEXNAATIEENE, ZEEZFERFAZE, HSEKNKTF 4GB,
IEFEX FHITRIIE L IRIE.

{£F RACADM gIZ= R4 X
fIE20MBT=HYX:

1. $THEZR telnet. SSHBITIZFIEHER.

2. HWIANUTH%: racadm vflashpartition create -i 1 -o drivel -t empty -e HDD -f
fatle -s 20

BEIZ FATI6 XA 20MB ZE S X. BAERT, TASRXBERAZENX.

ARG HEIRS X

& AILLTE vFlash SD £ E{E BRI ST (1L img 3¢ .iso ViR SIS XK. X0 XAEHILER. KE
(img). ###& C(img 3L .iso) =X CD (iso). EIIEAYS X K/NEFIRIGEITHK ).
MBRIG ST EIZ S X 28T, THTR:

EA Access Virtual Media GFEIERINER) 1R
BB,
FREZERIP.
4 R 3 E AT HIIA IR AE
ARG 2B SR R R ITRL.
By it LEEBEREAAEL SR, DRACT MRS XBF EMIEER S HIOE. film, 1
S{EF 1S0 A& ) 5 X FH B2 2B F 4 Hard Disk (FE#) , T BIOS T3 MILARIG S| 5.
MG IVNTF S E T | LRI R EE.
o MUESTHXRIVINTFHET 4GB, EAZEHHRASXK/IMA46B. Fit, fFH Web HSEREEIENX
B, BRIGSCEER N GUNTF 2GB.,

#id Web RE{ERMGCEHES X
MBS ST B3R vFlash 4 (X

1. 7£iDRAC7 Web REH, %= Overview (#f¥5) — Server (BR%38) — vFlash — Create From Image (MBR
B .

1% & 7~ Create Partition from Image File (MMUEXHAESRX) THE.

2. MINFRERR, SARBEE Apply (R - BXREMMIER, (BSR (DRACT BHIZE) -
BEE—FO X, 3T CDEIEE, BZEREMSX. 3F Floppy (35X =X Hard Disk (FE&) #
PIER, BURIESHX. MREHBLUTHER, BRETERES:

- FEERP.

- BIRAMEME S XMER—#E.

- BRIGSTH AN KT 4GB SR T £ LR A E.

- BENHAFEERBREXHT REEAR img, AR iso.
- BEENFRITIRLIRE.
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{85 F§ RACADM MBR{& ST eI 5 X
{3 RACADM MBRIG S E S X :

1. FTFERZH telnet. SSH B HRITIEFIGHEF.
2. MIANUUT#%: racadm vflashpartition create -i 1 -o drivel -e HDD -t image
-1 //myserver/sharedfolder/foo.iso -u root -p mypassword

BOE—IMHPX. BUABERT, SIEMSRARE. kHSHREXHT RB2ERS KNS, WRH
VRBAKXE, 510 F00.1SO MA=Z FOO0.iso, M <ZiBMEIEZXEIR.

E4 i 7sit RACADM A3z b Th&E .
% FE: AN 3B CFS 2 NFS IPv6 B9 48 2= | BYBR& ST vFlash 5 X,

- WA 4P

IERATLURYE SO R EEAE AL vFlash SD F EMIIA DX IFRIXHRGEEE A EXT2. EXT3. FATI16 F0
FAT32, EREEMRULEESRBLRBNNHES X, TREBRMLCD. BXZERXMLAZS K.
MBS EIRS X Z AT, BfR:

B4 Access Virtual Media Gl EERITR) R
*E¥EK.

+ FIREZERIF.
2 R IR HATHIIALIRIE .

Z1g3 1k vFlash (X

1. 7£iDRAC7 Web RS, %£ZE Overview (#%5) — Server (BE%a%) — vFlash — Format (#&zX4k)
1%< R 7R Format Partiton (#=X L9 KX) TTE-
2. WIANFTENER, SARERE Apply (BZAD -
BRERMMER, BB (IDRACT BHIEE))
BREREERER, BRSXHPHABEERIEHER.
3. BiEOK (F#EE .
Frit s XEERNUAEENLHRFRE. WREAETIHFERBETERER:

- FESRIP.
- BREMFRITIBLRIE.
ERWTASEX
iR vFlash NEEEBA, LETEEMAS KHTIE.

R Web REEFATRASX

E&HE A/ vFlash 22X, 7 iDRACT Web RE 45 E Overview (%) — Server (AR 8&) — vFlash —
Manage (E38) . FEEIS 27~ Manage Partitions (B4 X) 7w, EHFIHATAS XS 2 XBEXE
B. BXROXWNER, 157 (IDRACT BEHIZE) -
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{&F RACADM EE T AS X
Z{EFI RACADM EERH R R EE M
1. $TFRGH Telnet. SSH SLRITIHI GBS,
2. BAT&%:
- EIHFENE S XREEM:

racadm vflashpartition list
- ERBURES X1 BTIRR:
racadm vflashpartition status -i 1

- ERBFFAIA S XERKR:

racadm vflashpartition status -a

B4 i o EEERRSRIERE .

Euma X

AL RIES XRER AT ENR, K2R, BHSXET, EHR:

vFlash TheE 2B F -
B3 Access Virtual Media (i E1EBINTR) HIHUR.

K EFASRRESX.

{&£/ Web RE &S X
ZREUHX:
1. 7£iDRAC7 Web REH, %5 % Overview (#t%) — Server (PE%588) — vFlash — Manage (&) .
184 &5~ Manage Partitions (B4 X) THE.
2. 7£Read-Only (Ri%) i
- EESXHEIRIE, AFESE Apply (BLA) EXUA read-only (RiE) .

- ERORXHMEIRIE, REHEE Apply (A EXH read-write GEB) .
S XIRBITMAEZFEE LA RIENIEE.

By iEmRSXACDEE, REKARK. ERAGRESELAEE. MRS REMM, SEEFE
TARE.

{&F RACADM 5% 4 X
EEEFIHAASRREREN:
1. $TFRGH telnet. SSH SLBITIEHAFHBR.
2. MAUT&%:

- EBRESRERAESHK:

racadm config -g cfgvflashpartition -i 1 -o
cfgvflashPartitionAccessType 1

- EREEAREIARESE
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racadm config -g cfgvflashpartition -i 1 -o
cfgvflashPartitionAccessType 0

Hifns s &4 X

HEMM—I RSN XE, XESRSLUUSB KEEFHLERRERERLBIOS . HEMME A5
XE, RI|\OEHIERS], XEHXEFERFIBIOS 51 FIMFREPIUFAFIIL
WRHSBHX, NHRXRAERRAERERSEIBIOS 5| FINFHRER.

HiEMmsi o ES X, ZERFHHUSB RESEE. XSFMIERA vHash FRIEBERF, FESEF
iDRACT EHUNREIE .

Mins A B XA, EFRR:
vFlash ThaE 2 /B .-
& R T E AT IR .
B Access Virtual Media GHFiEIEBINTR) BIIUR.
£ Web REMIIMSK S EH X
EMmma BN X:
1. 7£iDRAC7 Web R, % ZE Overview (#%) — Server (BR%38) — vFlash — Manage () .
1< 27~ Manage Partitions (EE4X) TiH.

2. 7t Attached (BMifn) Fid.

- ERSXMEIERE, AREE Apply (R MmsX.
- AR RMEIRE, AREET Apply (HR) 7B5EX.
o XARFEPTAEEMMS S E -

{&£ Fl RACADM ZE#3 sl i FF 57 X 243

BT o X EE:

1. FTFELR) telnet. SSH K BITIZHIBHER.

2. HWALUTHS:
- BEESKX:

racadm config -g cfgvflashpartition -i 1 -o
cfgvflashPartitionAttachState 1

- B S XiER:
racadm config -g cfgvflashpartition -i 1 -o
cfgvflashPartitionAttachState 0

S XBIRIERFEITA
¥tF Windows FA Linux 3{E &%

BIERGITHIF S ECMIIN S KRR .
RiENXRBERGE T IZENZR.

BIERZW MMM S XX HERE. B, BB EMRMEARIEZNSIEXSXBAZE. Flan,
7£ Windows SREF, BERGETIHE Linux RAERER EXT2 5 XK., RE#E, 7£ Lnux FREF, B%E
A%t T A5 E Windows R GE[R4E A NTFS 2 X 28,
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vFlash £ X EHR 51 USB 1R &F LI HRFERRE .. EBRIUNRERFERIEN USB REE
%o BR, XASEHFMETE IDRACT YT XERBFR.

MERIAE & X

MIFRELE 5> X8, 1F#R:

vFlash ThaE 2B .
FEBEZERP.

o SXAKHIAM.

o EARITEMITIIIE IR

&£/ Web REMBRME X
BRI E 5 X

1. 7£iDRAC7 Web REH, %= Overview (#t55) — Server (BR%528) — vFlash — Manage (&) .
1< 27~ Manage Partitions (EE4HX) T1H.

2. 7 Delete (HHBR) 7, BEHIEEMERAYS XAIMIFRERR.
BET—FER, RARBESKAMBRZSX.

3. BEHOK (BB -
5 XEN#EAMBR -

{8 FA RACADM MIRSELE £ X
B 53 X -
1. $TFRGH telnet. SSH SLBITIEHAHBR.
2. WMAUT®%:
- MBS X:

racadm vflashpartition delete -i 1

- EMBRAAS X, EEFHVIEL vFlash SD .

THIRXAR
&R LIS .img 3% .iso 48T AY vFlash S X A B T E2:

© RERLG (DRACT EHAPITITHRE)
AR5} 2| management station B4R E .

THHRXRAAZA, FHR:

«  E7A Access Virtual Media GFEIERINER) BIHR.
vFlash ThEEE /B F -
& R I ERITRIEA IR .

* IEB XA EEMIM.

ET# vFlash A RBIA A :

1. 7£iDRAC7Web EE®, % ZE Overview (§£%) — Server (BR558%) — vFlash — Download (%) .



1% < 25~ Download Partition (F#E4X) .
2. M label (Fbr) THRKER, EFREETHMSX, SAREE Download (FEH) .
By iEMEREHEX (MM XN BERRETIRST. E—10RARIAES.
3. BERTFEXHHIMLE.
RESXBABTB THREIEEMNE.

By & REEETXHRLE, RIBSXERMEAZHBTR, CD MERE S XM REN Iso, K
BIEELB S XY RE N img.

51RESKX
ATLG B MR vFlash 5 K& B T —R 5 SRIENS SR E.
SISARZAET. EHR:

vFlash X GBI & A 5| S8 (img 3% .iso #8x) WUIMIE&SIS.
« VFlash ThEeB B H.
B Access Virtual Media GFE]E#INER) BIR.
£ Web RESISFZHEX
EIg vFlash S XIEEANFE -3 3% E, BESREEE—5IEE
7E: 20 R First Boot Device (F—A"51Ri&#&) THREH KRG H MY vFlash X, 1§HR BIOS EFEH
ah=k:111 7% N
{#/ RACADM 3| S EH X

Ei& vFlash P XIEBE N E—5I15i8%, BEH cfgServerInfo. BEXELER, 157 dell.com/support/
manuals 3289 RACADM Command Line Reference Guide for iDRAC7 and CMC (i&F3F iDRACT7 #1 CMC H4
RACADM 3£ 1T8%36/)
BT SR, vFlash S XirEENREHANSIE—IX - cfgserverBootOnce ®EH 1. 55—
BRI E— RS SRS X, HFEFSKEEAARBAESISIRNFHHE—NL.
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16
{8 Fl SMCLP

Server Management Command Line Protocol (BRZ$5252IBA4SITINY . SMCLP) #MSERTSEIET CL MRS E

B, EEXTEBEIAEREZFHREHEEMSHM. tiER human-oriented (ERAD HIWSER

318l Common Information Model Object Manager (A5 2EEIX R EIEEE, CIMOMD . SMCLP 2HHREIE

{£554H (DMTF) SMASH B S Bk L & T & RAEERM— N FLHM. SMCLP #SELUI K Managed Element

Addressing Specification (ZE&TEIUHTE) F1 SMCLP RSt #ISE A1 & Bl B IR 7 RSB E LT

FRAEN AT B ER.

% iE: AR EE I Systems Management Architecture for Server Hardware (IRSS2878 409 R B IR 2L,
SMASH) #rAELA K SMWG SMCLP #3E .

SM-CLP R 2 EIR1E 5% 4H (DMTF) SMASH (BESFRE L 2 FARF[EEN— N FEHMG. SM-CLP BEUAR

FEITEIUMIEFN SM-CLP FRET HISE M5 & Bl & TR 7 B I E B SHITHRR &SR B R,

M iDRACT =%l 22 B4 FF IR +EE SMCLP 3+3 3% Telnet. SSH #IE TR ORISR HE. iDRAC7 SMCLP REE T DMTF

£ 2042 {4t A SMCLP #SERRZA 1.0.

X FEEXH. ¥R MOF 8915 2 7E dellitechcenter.com _E124t, B4 DMTF {5 2 7€ dmtf.org/standards/
profiles/ 12 {it.

SM-CLP #5 4 3%F 7 Z&ith RACADM S BI— 1 F&. XEGSHBIARSIEEER, EAETUMN
Management Station fs S 1THUTXE M. EATUAERRA RIFHXHEFREXEGSHEmME (EFEXML , A
MECHARSFSMEREMEBTEER.

&£/ SMCLP Ry R ETRINBE

iDRAC7 SMCLP L& 7RI LL:

EERERBIRE —TH. KANEHGISRSE
ERARLEMHBAE (SEL) — BREGER SELIER
=12 iDRACT B ATk A

EERGREMN

JZ1T SMCLP &%

1B R LA{E A SSH 8} Telnet RTEIZE{T SMCLP 454 . $TFF SSH &X Telnet REFUUEIE R 545 F iDRACT. BET
SMCLP $27~%F (admin ->),

SMCLP 27~ %:

yxIx TR RS E8(E M -5.
yXIx FZRANE KR FZ B ER admin->,
yx2x 71 R tBRFNE R ARSS 25 ER admin->.

Heh, yEFEBHFFR, HlM (RRTDERSEE) - R CRRVIZERSEE) T (RRERXRSEE) ; mx
HEF. ZEFRT Dell PowerEdge BRE B HE LK.
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Ky xR - MEIARERERT yix RY: BN yx REFE, £H adnin-> BWHRARTIA. 1
IRFIE AR S5 2R .

iDRAC7 SMCLP &%

iDRAC7 SMCLP f& F zhial#n B AR i81d CLH IR R R EEINGE . SRFRRENTRIRIE, MEIRHBEEITIZ
BRIEMR (TR

SMCLP #3 & 1Ti&%:

<G> [<EW>] [<EF>] [<BHE>)

TREETHAREEX.

. 27: SMCLP =hid

hia] EX

cd f£ A Shell SAL MAP

set BRMEREAFEE

help RIS E BARAYEE B

reset EiRBR

show SRBirEMN. AT B
start FIFH B

stop X BFr

exit M SMCLP shell &iEiR H
version RN BRI AR A B 1%

load 1% = HIBR G M — URL B ZE 45 E BARitbit

THRIEET BirIE.
%.28: SMCLP BiR

B#r EX

adminl SR
adminl/profilesl iDRACT FRYE ;EMECE ST
adminl/hdwrl e

adminl/systeml ZERGBIR
adminl/systeml/capabilitiesl T &R SMASH W g Th &k
adminl/systeml/capabilitiesl/pwrcapl SERFHEIREN A
adminl/systeml/capabilitiesl/elecapl ZE RS BiRINEE
adminl/systeml/logsl iR AEBWE B R
adminl/systeml/logsl/logl AREEMHHE (SEL) 2E%EB
adminl/systeml/logsl/logl/record* SERG LAY S SELIEREKSG
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R

adminl/systeml/settingsl
adminl/systeml/capacitiesl
adminl/systeml/consolesl
adminl/systeml/spl
adminl/systeml/spl/timesvcl
adminl/systeml/spl/capabilitiesl

adminl/systeml/spl/capabilitiesl/
clpcapl

adminl/systeml/spl/capabilitiesl/
pwrmgtcapl

adminl/systeml/spl/capabilitiesl/
acctmgtcap*

adminl/systeml/spl/capabilitiesl/
rolemgtcap*

adminl/systeml/spl/capabilities/
PwrutilmgtCapl

adminl/systeml/spl/capabilitiesl/
elecapl

adminl/systeml/spl/settingsl

adminl/systeml/spl/settingsl/
clpsettingl

adminl/systeml/spl/clpsvcl

adminl/systeml/spl/clpsvcl/clpendpt*

adminl/systeml/spl/clpsvcl/tcpendpt*

adminl/systeml/spl/jobgl
adminl/systeml/spl/jobgl/job*
adminl/systeml/spl/pwrmgtsvcl
adminl/systeml/spl/accountl-16

adminl/sysetml/spl/accountl-16/
identityl

adminl/sysetml/spl/accountl-16/
identity2

adminl/sysetml/spl/accountl-16/
identity3

W | A
<

% & R4 SMASH U 5E1&

=1
% EARGINHE SMASH g5

K

I

ERGIEHIE SMASH I &
R 4biE e

PR 55 40 22 23 B (8] AR 55

Bk 5%

7

oo

AL 33 ThAE SMASH g

CLP AR S5 ThRE

R RIRRSEERS A

kP EIRAR 5T RE

ET ARt AErERINEE

AT A BRI AE

IETHRE

PR 55 4h 38 BRI B &R
CLP BR 558 EHIE

CLP BR 35 thi% AR 55

CLP BR S5 thilim =

CLP BRS5 148 TCP i =
CLP B35 th il Al A
CLP AR 35 th il
RIRRSEERS
S Rl gl

AR P SRR

IPMI B 44 (LAN) itk A

IPMI & (E1T) kP
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B#R EX
adminl/sysetml/spl/accountl-16/ CLP H14 ik A
identity4

adminl/systeml/spl/acctsvcl At Atk P ETRRR S5

adminl/systeml/spl/acctsvc2

IPMI i 2 & R AR 55

adminl/systeml/spl/acctsvc3 CLP ik A EIRAR S5
adminl/systeml/spl/rolesvcl At fy B B AEIR A (RBA) AR S5
adminl/systeml/spl/rolesvcl/Rolel-16 Kitfta
adminl/systeml/spl/rolesvcl/Rolel-16/  ZAibfaEIR

privilegel

adminl/systeml/spl/rolesvc?2 IPMI RBA AR %%
adminl/systeml/spl/rolesvc2/Rolel-3 IPMI fa &

adminl/systeml/spl/rolesvc2/Roled

IPMI LAN E&1T (SOL) o &

adminl/systeml/spl/rolesvc3 CLP RBA AR %%
adminl/systeml/spl/rolesvc3/Rolel-3 CLP &
adminl/systeml/spl/rolesvc3/Rolel-3/ CLP A &R

privilegel

PSS
iZ{T SMCLP 5%

Bt MAP #b1it 23 8]

A[iAid SM-CLP EIRRIAT RIB I E R A EIEEA & (MAP) Hilit Z= @895 B2 8 P HESI 8 B iR . Hilbpgfz

A5 TE A 4 2 B R Bt ik = ) B 3 R AR AR

REFREIRE () R () Fow. XREER DRACT RBIEIAES. FA cd ShAAT MRE TS
By & ®E% ) FRMK () £ SM-CLP sk is @R A Bif. BR, @ THERNRMERTHSE T —ITHE

FRED N SHHBREE.

B, ESMBRFEHEE (SEL) FHE=ZMER, BAUTHS:

->cd /adminl/systeml/logsl/logl/record3

AR BIREY cd s AT EHR EAEMU =B R SFTIE. .. # . 45 5T Windows #0 Linux F 891ER
AR .. EREAT . EHETRA.

{5 Show zhia

THEXTER show AN BIRAIFRER. NN TERMEMSE. FER. KEMZALERITRY SM-CLP
wiadlk.
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{EF -display i£IR

show -display EHEERTLIEGSHBHREIA—IHEZ AR, BiF. XEMzE. G, EXER
HEIEREMEMBER, BERAUTHS:

show -display properties, targets

EFHFLERENE, RUTHSFURE:

show -d properties=(userid,name) /adminl/systeml/spl/oemdcim mfaaccountl

MRABET—IEY, ATUEKIES.

£ -level 3ETR

show -level IS E BIRRIMINERSEITIRRE LT show 84, EEFMUT B RFRE BiRIIE
T, BER -1 all gl

{E 5 -output iEIR

-output IEIEZE SM-CLP ®himéaH A MFHig= =z —: text. clpcsv. keyword A clpxml.

AR A text, FERHZEMIEMHAME. clpesv BREESHRIERR, BEAMBTBEFRIZEFSD.
keyword 1 AFIT— “KiEF=E" WIRIENMEIFEE. clpxml X 2—1E 24 response XML TTEHRY
XML 3Z#4. DMTF 248 clpesv #A clpxml 4% & E#4%, AI7E DMTF M4 dmtf.org LR EXLER A,

T RBIET T AL XML i SEL A :
show -1 all -output format=clpxml /adminl/systeml/logsl/logl

&R B
BRI SMCLP HORSERBIB .

AR 55 25 PR R IR
SEL &%
© BREIHIRSH

BB 55 2% BRR B R

UTRGINBTEZE RS LmER SMCLP R#MITHEIFEEIRIRE.
1B7E SMCLP S SRR TN T %

EXHRSR:
stop /systeml

WA RRUTHR:
systeml has been stopped successfully (systeml BIHEIED
ERBERSESH:

start /systeml
HEEETUTHER:
systeml has been started successfully (systeml CRINE3))
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 EEHSISRSSE:
reset /systeml
LR RRIUATER:
systeml has been reset successfully (systeml CJNINEB)

SEL &

T RIS R SMCLP e S E R4 LT SELIIXIRIE. 7 SMOLP S SRRH FRANT A

- & SEL:
show/systeml/logsl/logl
REBRRUTHL:
/systeml/logsl/logl
H*ﬂf\‘:

Recordl

Record2

Record3

Record4

Recordb

JE T

InstancelID = IPMI:BMC1l SEL Log
MaxNumberOfRecords = 512
CurrentNumberOfRecords = 5
Name = IPMI SEL

EnabledState = 2
OperationalState = 2
HealthState = 2

Caption = IPMI SEL

Description = IPMI SEL
ElementName = IPMI SEL

i

cd

show

help

exit

version
show/systeml/logsl/logl
REBRRUTHIL:
/systeml/logsl/logl/recordd

JE T

LogCreationClassName= CIM RecordLog
CreationClassName= CIM LogRecord

LogName= IPMI SEL
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RecordID= 1

MessageTimeStamp= 20050620100512.000000-000
Description= FAN 7 RPM: fan sensor, detected a failure
ElementName= IPMI SEL Record

s

cd

show

help

exit

version

delete /systeml/logsl/logl/record*

REBRRUTHIE:
All records deleted successfully (FraicsxRIMHER)

BRSH B AR5

SR RBIRFAATER cd RS MAP. EFEREIH, MGEABREREH /.
T57E SMCLP S 2B NN T @<
© SMEIRFBERFEHRIS:
cd system1 reset HATECINBHRA /o
+ Szl SEL BHRFHERBFIER:
cd systeml
cd logsl/logl
show
© ERRHETER:
BMAcd .
© EELEBH—R:
BiANcd ..
+ ERH:

exit
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17
MEBRIERS

BALUERUTEEAREFHRMERRBEIZERSR:

Virtual Media Command Line Interface (N R&®SITHRE, CLD
Virtual Media Console (FEHIfTERIZSIES)
*  Remote File Share GEIEXXHHZE)

R HEE
£ VMCLI BRERE R %
ERmiE X ZEREIRIE RS
EHENN REBERIERS

£/ VMCLI ER21R1ER S

£ vmdeploy BIAERBIRIER G AT, 1BFHAR:

+ 7 Management Station %% VMCLI A F#EF.
71 F A /2 i iDRACT H4 Configure User (BZZF ) 1 Access Virtual Media G IEIEE#I T R) R
7£ Management Station £ %225 IPMItool.
% i NRES E AL Management Station EEE T IPv6, M IPMItool FA2{ER .

+ #EBHEERS LR E iDRACT.
o RFRE MBS ICHEIS.
+ {£iDRAC7 /3 F LAN L IPMI.
Mgt =62 BARERR (530 .img X .iso) BIIRFNIE FFIRIER ST 5| SR ST
E E IR SCAR, RBETIOENENRESREITIRIE, FHBBRGIFICH R, KM
RENBRFRRAS I SHATHRMBESE.
ERINBRES A MRS
7£ Management Station #1222 vimdeploy BIZK . &F& VMCLI M5 891tk =450 vmdeploy BIZR . iZBIZK 94840
B RIER GBI MERANTIZR K. ©EMRERER VMCLI 1 IPMItool .

4 % vmdeploy BIZR7E 2230 AR AR (KM T B R A — EE 53 . BMHM BRIEAMA, H—IHE
BB XM, WMRZE R IPMitool 2 EF, BERZAREFREMH.

BRI RS LB RIERS:

1. 7Eip.txt XA 5 B ARizi2 R4 A iDRACT IPv4 Btk . S1751H—4 IPva it .

2. 7£ Management Station 3R &18% PN T 5| S4{EF S CD = DVD.
B2 RIBRITH SR AT FHIE1T vmdeploy BIZK :
vmdeploy.bat -r <iDRAC7 IP MilibEi3cff> -u <iprRac7 HI/"> -p <iDRAC7 W/ &> [ -
£O<BRBIES | <RKBF>Y | —c | <AL | <GS 1 (-1 <& ID>)

E4 iE:vmdeploy R32#5 IPv6, B X IPv6 R3#% IPMI TR,
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7 vmdeploy IR IE -r IS vmcli -r iZBEE AR, MR -r iEMHNSHENE XHEHA
FR, BIZAIE MEESCHEITEL iDRACT IPv4 3% IPV6 Hitlt, HXMEITEITIZAREFR—X. MR - %R
RS HIFIESCHER, MR hE— iDRACT #ilit, ZEXFER T, -ri&an VMCL 2 B2 FmnE Tk,

TRNE vmdeploy B4 54
%.29:vmdeploy 7 $34#

s

L EA

<iDRAC7 >

<iDRAC7 ip | 3>

<iDRAC7 H/"#ME>8, <iDRAC7T Zhd>

—c {<WEBRR> | <WESCE>)
<ERFL VL85>
<ERFL WG >

<W4£ ID>

EPS3Ed

ERZEXHLZRERERS

Fic B FE AT IR
BZ & iDRACT

{ERILA2 3L = (RFS) APBIRIERFZHT, IR

JIF R JE A iDRACT B Configure (BE2&E) User (FAF) #A Access Virtual Media G IEIE#ITR) R
MG HEZ GBS LN RFRER (140 .img BX .iso) IR HERIIRFNIE FFNIRIE R G AT 5| S ARG S0

iE: GIZRRG SO AT, IRBETHREM 4R Y

EfEH RFS BB RIERS:

E FITIE 2L = (RFS), i@3T NFS 5% CIFS 4% IS0 =% IMG Mg T B Z B R LK.
= Overview (#f3%) — Setup (i&E) — First Boot Device (F—3|2i&&K) .
7£ First Boot Device (S8—3|Ri&&) THRFIFFIE5| SIMFi%E H» Remote File Share GEFEIL#H3E

iDRACT P& . 880 AEUTEME:
- BNARZ
- iDRACT EERIN B PR
ﬁu%PRAm R, BB REIRERFAL

k%,

iDRAC7 IP it 5% 612 iDRACT IP btk B4 ST 14

iDRAC7 i PR ZEHS,
WIS iDRACT IERTY, B R REIRIEEFELE

&%,

f‘ir’ﬁlﬁd’ﬁ,‘?éﬁ&% CD 5% DVD &Y 1S09660 AR5 B9 E&

1=.

f‘a‘rﬂ@@ﬁ‘d’ﬁ%ﬁ?% CD. DVD SERAHIIRFZHIEE
=,

1B BB B R R .

3|5 —RBIIEER ID.

A qfe%ﬁﬂﬂ%&ﬁ?ﬁfﬁ, FHIEEREMIGFRICA RiE, Nk
MEETEAEIE ITHRINREBSE.

%1% BootOnce (513—R) &M, BRAZERFLUEAREIHNN T —PLGIEHIS-

2.
3

2.
5. EBHMNA.
6. EFSISTERSHIZBREE LMIRZATREE.
R EE
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EITIE RS
ML =D kA

WEE ISR

EREE N GEE

fF/A “TEXHHEE (RFS) 7 Thée, BALLEER TMKILE EAY IS0 5 IMG &3, FH{E A NFS ¢ CIFS
S HAEH CD = DVD #1738, MMBHEENEMRMBRZTERSEIIRERKFER.

g E: CIFS #0 NFS #3245 |Pv4 Hitit . CIFS {2 #F IPv6 it .

A2 T Z AR FE img F0 iso BUGSCHHAE R . RESNE img SXHEE B A EMERE, ™5 .iso XTHEEEEA
&l CDROM.

DFHRE BN BRAR A 8842 RFS.

| #) SI:E%IH% ESXi?’;E%gé;é%}EJ:iiﬁ, F BN RIEERITIE S ZEHRAMRE (img), N ESXi BIERLER
RETE SRR IR RS

RFS BO3EFEIR7STE iDRACT BEF IR, —Bi%EiE, BIEEM iDRACT 454, #£3 RFS BUEIRENB L TS B
EiE. WREIR IDRACT & MKEIZEK, RFS EIZES KA. 7£ CMC #0iDRACT T LU T Web FEmEFAfy
SITIETR XA RFS 3E3%. CMC #Y RFS EiEia42 < B 35 I1E iDRACT H Y RFS 3.

% E: iDRACT7 vFlash ThEE 5 RFS ;& B KBk,

5/ Web REEC B2 CHHE
BRZEXHHRE.
1. 7£iDRAC7 Web SR, % FE Overview (#38) — Server (BR$8) — Attached Media (BMIINMNTR) -

1% & 7% Attached Media (2MiMNER) TE.

2. 7t Remote File Share GEFEXHHAZ) T, EFMIMNEE ZHMMNHIE G STHREZE. BR. AREZIE
75, HXAXEFHEIESR, 1557 /DRACT Online Help (iDRACT BXHLEBEN) .

R 1% ST EE 12 TR 151
- [I<FTERE CIFS TR GERY IP>/< TR 1RS>/ <BR G B FR>
- NFS - <F T3&4E NFS TR BB IP>/< SRR 1RS>/ <IR G B FR>
% B\ EEHA AT XERE.
CIFS 3233 IPv4 70 IPv6 Hbhib, {8 NFS {X3Z#F IPv4 thiik,
WMREANS £E, BASXHSKRNG, BERFAEHERA <SCHKRES 1 <RI RTR> .
3. B Apply (FA) , A Connect GERR) .
EEIEIER, Connection Status (GEIZIRZE) ERA Connected (Bi&EE) .
% ERFCEETENSRE, HTFRLFERA, Web REASETHAAERER.

T Linux &, FEIBITHRA init SIRIERT, WWINRERTREREFSEHGS. FSHBEEAT:
mount /dev/0OS specific device / user defined mount point

HH, user defined mount point @FEFMSEMEHGSEMMA FERMEMNER.
3FF RHEL, CD &% C.iso EIli&&E) B /dev/scd0, Ei&E (img EIEE) £ /dev/sdc.

3tF SLES, CDiR&R /dev/sr0 MRAIRER /dev/sdc. EMRIEMEMAIIRE (AT SLES3L
RHEL) , HEEIZERIEER, %7 Linux 0S LIRS TR S:
tail /var/log/messages | grep SCSI
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X ETRHRRIREIA (flan, SCSIig#& sdc) o FEBITRAN init 3 F{EM Linux ZITHAT, ILiEFHIE
RATFERNER. BOANERT, ERNRE init3 hHIERFESH.

{$ /1 RACADM BEc B imfz X =

Z{EM RACADM L Eimiz X%, 15ER:
racadm remoteimage

racadm remoteimage <options>
IETR] A -

-c: EERE

-d: EiFFRRIGIEE

-u<APE>: BTFARREXZMARE
- p<E>: AFiFiEMEgHLZaIED

- 1< _GIE> MERZ FHMGAE: ENERRERANSIS. ESHER Web REREZEXHHLZE
7 P EYBRIG S ER R IR A
CH iﬁ‘ﬁﬁﬁ'{k?ﬁ
FRAPA. BEMRG_CLERERRUTERINIRAEMFHT (BRFBEFNERFR « ~ (B
5318) .7 (XIS ., (S . < UM F3) > (KFS) .

EREM T REBERIERS

FREUNRBBRERFZA, BHR:
RN BRALT Attached (B K7, LMEERIEHRESISIRFHER.
Z}l%;%ﬁ?ﬂfﬂﬁﬂ:]: Auto Attached ( Ga5fimn) B, WEINREAEFLABH, RETHEIISE
Mg LZ G FIRESRR (Fla0.img 3 .iso) RIIEHNIEFIIRERF AT 5| SIIETH.
EMERERE, LAERERINR:
1L HITUT#REZ—:
- BIRMERL =% CD = DVD 45\ Management Station CD 8¢ DVD IR E18E .
- MAIRIE RFARIK
2. ¥ Management Station F R T EMURAIIRENEE LIS E .
3. FAUTHZZ—SISEMERE:

- {£F3 iDRAC7 Web RE1% 5| SIFFi%E A M Virtual Floppy (EE#1%k#) =X Virtual CD/DVD/ISO (g2l
CD/DVD/ISO) 5|1&5—&R.
- BEESIS 2R <F2> 8, M System Setup (RGIZE) — System BIOS Settings (%% BIOS i&
B) ®ESIEIRF.
4. EHSISEERFHFIZBRELAIGATEXEE.

HRXHER
B & EHT R
WEE3ISRE
FL & iDRACT
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ME T BEREIFERS

1. BUHRRSTIIAHY CD/DVD.
2. BT —5K CD/DVD $ENIZIE R R IRFZR .
3. E#ARSE CD/DVD IR Eh=R -

£ SD * ERMEMANBRIERS

£ SD F EREBARNEERIZF:

1. BHEA SD FEARGAIAERM SD =R (IDSDM) FEHEH

2. 7£BIOS F/EA SDERFAK (MBLE) .

3. SISEEHIR <F11> I SD FEHP—MEFRFLEETA.
4. BMEMARNBRERFHRBIRMERRRLGAAITRE.

PSS :3E3

%F IDSDM
£ BIOS H1 /5 SD #EERFNT &

£ BIOS H/3 F SD ERFTTR
7 BIOS /5 F SD fRRFTTHK:

1. SIS iEdhi% <F2> #.

2. %% System Setup (RZ&E) — System BIOS Settings (&%t BIOS &) — Integrated Devices (FERZ
®E) .

3. 1% Internal USB Port (&R USB ## ) i&F 4 On (FF) . WRIGEE A Off (£) , M IDSDM T3£AESI S
®E,

4, WMBREETS (B SDE) ., 1545 Internal SD Card Port (FIEB SD £ & E 4 On (F) 345 Internal
SD Card Redundancy (&R SD £7R&) % E A Disabled (BEH) .

5. WREFEZETSH (NSD+E) , 154 Internal SD Card Port (IR SD kM) % E 4 On (FB) 4% Internal SD
Card Redundancy (9% SD £JUA&) & E A Mirror GEIR)

6. EidBack (GRE) F & Finish (ER) -
7. BdiYes (B) RFIRE I % <Esc> 1B H System Setup (BFIEE) -

*F IDSDM

MERXY SD #&3k (IDSDM) X ZEE AR T & L2, IDSDM B ERIEANZE—1 SD FNEREHZIE—/ SD &
BYEIRTEF SD FRIBM T AR

XA SD FERATLMEA £+ Hln, R IDSDM RZE@mAEHAY SD &, SD1 2&E# (£) +, SD22&
BAEf. ZESBHFESSEAANFL, BR2EMN SD1 TS, TitMer, {amfshk SD18i# SD1 4

[, SD2SBHMTMEN (£) £

& AT LA iDRACT Web 8¢ RACADM EEIRAS . IE1TAKLFA IDSDM BT . RFESH SD E KRS FARLE
EMHCRE SELH, FERERLER, MRBHER, WSER PET £4R.
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18
£ iDRACT Hifr 2 & R Gl =

AIE A LUT A& XHTE %8 R G B TI0 Wi s MU HERR -

BHEH &
FHL B HEKED

* BEANER IR IR

s EREGEERE
RBEBEHARK

+ Lifecycle Hi&
AIERAR S

s WUERTRAT

* RFIBITIKOR

X
ERB TS A
EEFN BEHKT
EES| SRR

=+

ik Y
B

iy

B %‘ \k
RFIEITIR

ERZH=H &

iDRACT 2t THOEIME ST TEE S, X5 Microsoft Windows sk & F Linux IR ZEHh B S T EAEM., FH
iDRAC7 Web R, BrILLfRIMEIRARX TR,
BEiFaisiEEl & -

i

1. 7£iDRAC7Web RE™H, #Z Overview (#¥5) — Server (BR%2&) — Troubleshooting (#IPEHERE) —
Diagnostics (i2Hf) .

2. 7£Command (W%) XAIED, HIAGS, AFET Submit (IBK) . AXEHLHEMAER, HSH
(IDRACT BZHI#7EY) «

FEENEE R BRfER —Hm Lo

EFFHEENT

FH BRI E RS BIOS RIEMEEIE RS, RTERERWIISNFHENNE, FEALESIS RE
51 SRR BFHE. PostCodes (FHLEMATD) NHE TSI SRIEARMMRTREFIN BRK,

EEEFNEHRNKRD, FEE Overview (%) — Server (BE%E8) — Troubleshooting (&{EEHERR) — Post
Code (FFHLE#EMKED .

Post Codes (FHLEMRKIE) NHBRAFZITRRIER. +RstHKBIKEEIREA.
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E& SIS RBIRAIN
EAEE TR

ngmﬂ SR’ — 5| ER/AFIER TSI SBIANELFS. 51 SEIRIRIZBIAFIE B B9IRF
THED
i —RERRIIN — BRI RSB M ENSEHFT.

XE— N IREIF AR T AR
iDRAC7 1E%T§Iﬁﬂha%£+4\ﬂuo EUSH—EREENEISRE. MRESE DRACT, 51SHHFEMIE
TETAH, BAIZMTEIEE RAM 1, ERLEMIE.

Ky ESoFRAHEELZE 8 SEER RARA RS S MRIIRAN A S IR .

ZE#5E Boot Capture (3| SHHERMIT) B3, 5 F Overview (HEE) — Server (AREE3) — Troubleshooting
(HBEHERR) — Video Capture (#RIFiHFR) -

Video Capture (F35HHFE) BEMESETREIMNMWIN. GXEAES, BSIH (DRACT KHIZE) .

EFHE

BRI EER RS EMHHE (SEL) # Lifecycle BE. AXIFMER, FESREFERLEHHEMESE Lifecycle H

=+

Lro

EELRAGHRR®

LR RR R AR RN RS 2R EEE, 37 DRACT R ERiZEE. N IRBIF ATIE
BYTHEE.
ETELXERRE:

1. WREXEEREDGEER.

2. 7£iDRAC7 Web R, %= Overview (#if) — Server (BR%2%) — Troubleshooting (HREHERR) —
Last Crash Screen ( EXERRRE) .
Last Crash Screen ( LR FimRR) NMHETRTERFE L EHRGEHNERRER.

iTTT Clear (/Hl@') _Iﬂﬂl B%J:/Tkﬁﬁ/? %

LIPS 3
BH LR

BRI ERRE

ZE ARG LRRIERE B RGP T AR

Rt

R

(EPN

RIRIZ &

AIRBEINFN R

RE

RIE
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BRI ERZE REMETERATS:

o FHFHIZEFNEAPRSEES: LCD BIEMRFNZSE ID LED JR7SE LED BEHRFNZRSE ID LED RS
FFITTRRSESE: {XPRZ% ID LED.

EFAGAER LCD R

EEEMEMYZEFE IR % LA LCD BTEMRIAZS, 7£ iDRACT Web REH, % Z Overview (#EiR®) — Hardware
(781%) — FrontPanel (BiE4R) - 1% %7 Front Panel (BIEHR) 7M.
Live Front Panel Feed (RIEREAHER) XiZERH A1 LCD AIEMR L R/RAIEAHES . HRSKIEE T1ER
(3834 LCD i A IE &K =KD , W Hide Error (FRREE5E1R) #0 UnHide Error (BIGERREIEIR) IRE. &
D EeRR s BUE PR B R A S AR S ER OSEIR
Z($H RACADM &= & LCD BTEHUIRZS, 1E{ER System. LCD AP BN SR . BXELER, 1557 dell.com/
support/manuals _E12 85 RACADM Command Line Reference Guide for iDRAC7 and CMC (& T iDRAC7 #0 CMC
# RACADM &3 &1T5%18R) »
R
fLE LCDRE

EERSRIER LED K7

EEFYFZRS D LED IR7s, 157 iDRACT Web R\, % = Overview (#EiR) — Hardware (3@¥) — Front
Panel (BfME#R) - Live Front Panel Feed (BIEREFHMER) ENIE B RBIER L BT AVIRTS:

EeKE-ZERFLISEHEIR.

BNk - EEAIRMNER (LitRETEEZTERAER) -

EHEKS - TERFLTERYFIFER.

FHENG - RERK LFEHR.
REEFITITH (A LED AIER LR EE@IEITIORERRETR) , Hide Error (B2FI$8iR) #0 UnHide Error (EX
HIREEIR) B, BXAT LA Z2AnE R AR 5 28 P M S BUE PR SR 1R -
E{Ff RACADM &EFH AL ID LED IR7s, ATLUEH getled %% . BXEZIEE, 15517 dell.com/support/manuals
LiR14t8Y9 RACADM Command Line Reference Guide for iDRAC7 and CMC (i&F3F iDRACT7 #1 CMC B9 RACADM %4
TSEER) -
HXHE

BCE Z% D LED 8 &

TSR TRAT

T 14 5K 0] R B4 -
© REEER
REERE
© MEERER
© BRIIENFRLLE
+ USB JrEa#ifz
IR I

RIEERIER R T 575 A RRR B -
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EERRSBGHERBHN RS

MFNRRRS R, EREREFBANE R AREAEE.
EiE R IR AERE USB INFR

E RIS E i AR AN 48 FL 4G

WRERNIATGIE, 1558 Hardware Owner’ s Manual (fELEFFAFA) HETFEHEE T EHIEHRE
&

G o

ol 5 A RERIT RO P IR SIS HE AN RIS T IRME, SRR LS BIER S LR TR EIARY
RRBHTIRME. BT Dell IRANMLEBM SHAMARERBZI. RHIEHSE-RAEMHR SR
.

ERFRFEITRR
iDRAC7 #1 CMC GERF7IFBR%EES) Web ARMBFE R TIEMMRKSER:
it
R
SN
e
ABHAERR
B
o
CPU

7£ iDRAC7 Web RTE®, % Z Overview (#¥%) — Server (fR%2%) — System Summary (RFEHE) —
Server Health (FREZ|JFZITRIR) #5 -

EEE CPUZITIRR, B4 E Overview (#%5) — Hardware (i#ff) — CPU.
REBITIRRIE AT A
- Bl ERMTERRE.
A R FeEsrs.
. Q— RRATFHBERT
— RTAFRERE.
B3 Server Health (BRE2ETHR) IMABIEMEAGEZTR, AOTEEXTRAGHIEHER.

HERFFHRESRELEEHRER

EIAE LED (NtR, HE45SERSEZE5EIRAT, LCD EAYEZE Server Status Screen (FREZF[IRTSRE) SLUESE
REBRZFHNHIRSEEE. £/ LCD SMHREBERZEMAIRES, ARETHRENIEE. BRMESE
EBEE-THETR. X LD ARLETHEBIRERIER, HSRARSEN (BRFM .

E /a3 iDRACT

A LABITER/BE iIDRACT ER M B X HIBR &K 25:
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BERD — ERSEEH, %(E LED =15 7.
HE B — {# /8 iDRACT Web FEE 3 RACADM.

{5 F iDRAC7 Web SEHEIE % iDRAC7

EEMAE3NIDRACT, 157 iDRACT Web REHHITUTHRIEZ—:

o %% QOverview (HEiR) — Server (BR%528) — Summary (J§E) . 7 Quick Launch Tasks (IRIRBENE
%) th, i ResetiDRAC (Fi& iDRAC) .

« % Overview (#iEiR) — Server (BR%#&) — Troubleshooting (#FEHERR) — Diagnostics (iZH) .
B Reset iDRAC (Ei& iDRAC) .

{% F§ RACADM Ei% iDRAC7

EEH/B51IDRACT, EEM racreset n S . BXEZIES, 15517 dell.com/support/manuals 12 {itH5 RACADM
Reference Guide for iDRAC7 and CMC (i&F-F iDRACT7 #1 CMC #9 RACADM S%35/) -

1% iDRACT EiR AT BN E

AT LUE A iDRAC i E N A2 =3 iDRACT Web RIS iDRACT Zig A H I BINRE.

{5 F§ iDRAC7 Web 52 4% iDRAC7 |t A B BLINRE
ZE({FF iDRAC7 Web R % iDRACT Eik AT EINRE, BHITUTIRE:

1. % Z Overview (#Li&) — Server (BR%528) — Troubleshooting (¥F&HER) — Diagnostics (iZHD) .
FEEN £ & 7% Diagnostics Console (2 B4 &) TIE.

2. H3; ResetiDRAC to Default Settings (1% iDRAC Ei& HEIAIRE) -
iDRACT E# 5| S F R E A K BIAE. iDRACT IP EigF B Fikimial. EATLUEARIER=L BIOS B & IP.

{£F iDRAC i B A #1254 iDRACT Eig A H BN E
S{§ IDRAC 1 B/ FIIZ 545 IDRACT Big0 T BRIME, 1B HUTIUTIRME:

1. % Z Reset iDRAC configurations to defaults (4% iDRAC BEC& Fig W EIAE) -
Il B 4% 2 7= iDRAC Settings Reset iDRAC configurations to defaults (iDRAC i&E 4% iDRAC BLE Eig A EINE)
TUE

2. BEFHYes (B) .
iDRAC E& /351

3. HiBack (L—7) SfnZ[E— ResetiDRAC configurations to defaults (% iDRAC ELBEiR AEINE) T1
m, EFERINES.
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] "~ H
= Dl o) @
AERAFIH T THIE W a8

REEHBEE
Mg
Active Directory
B8R

c BREFRER

s ERUEHE

© EUNR
vFlash SD £
SNMP 363
Fi#gE
RACADM
Hith

System Event Log (R&EHHE

i3 Internet Explorer {8 F3 iDRAC7 Web SRERY, A1t 4 SEL&EHER Save As (BEH) ETRTE?
EERHTIERRE. ERRLLER:
1. 7€ Internet Explorer #1, %% Tools (TH&) — InternetOptions CInternetiEI) — Security (T£L) , £F
ESRTHEEPHXIE.
f5ian, iR iDRACT & EM FAHMAEM S, MiEHE Local Intranet (7St Intranet) , #Af5 & Custom
level... (BEXRS!..) -

2. 7€ Security Settings (RZ£i®E) & O Downloads (T#) T, FRERABR T TIE:

- Automatic prompting for file downloads (X THIBEFRET) (WNRIIEATH)
- File download (3CfT &)

vty ERRER T8 iDRACT BYiHEM MR L, EARELE Miscellaneous (EAt) T B Launching
applications and unsafe files ([BEIEAEFATREXH) EM].

s e

58] iDRAC7 Web SRR}, RHASBTR—FREEEHRFAIERINIEYLH (CA) Bk R SSLIEBARA{E.
iDRAC7 €& —/EXIARY iDRACT AR % 85 iF 5 RFAREBE T E T Web H9 R E A1 FE RACADM 17177 18] Bt B A 2%
Ze, ZIFBAEHAE CAMAR. EfRIEEE, F L& —1HAT{5 CA (g0, Microsoft Certificate
Authority. Thawte 3 Verisign) #i% &Y iDRACT BRZ 28iEH .

731t 2 DNS RR&5£54 ;47 iDRAC7?

FLE DNS BRE 25 MBS %15 31 NF 577 iDRACT ZFR.

5] iDRACT EF Web IR ER, RASBR—FREW &K SSLIEH EHNZ S DRACT EMZFEE.
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iDRAC7 &2 & —/EXIARY iDRACT AR S5 83iE H SRFAREE I E T Web A9 R EF0ZFE RACADM 317177 8] B Y ) 4%
Za, MRFERIZIEE, Web MERSETRT—FRSEL, RANMAL iDRACT B9BIANIEE 5 iDRACT £4H14
(f5lgn, P thfit) AETHEL.

BRI B, 1§ EH— % 45% P Hht st iDRACT 412 H) iDRACT BREZHBIEH . L4 CSR (BFMAIE
) B, 15H#4R CSREYE M4 (CN) 5 iDRACT IP ibhit (AnSRIFFE AL IP) SEMEY DNSIDRACT &FR (41R
JEH MM A& 45 iDRACT ;EARBYBFR) PLED,

% CSR 5% MY DNS iDRACT A FRITHL:

1. 7£ iDRAC7 Web R, %5 ZE Overview (M%) — iDRAC Settings (iDRACi&E) — Network (F4%) . B
B4 &% Network (M%&) TUE.

2. 7 Common Settings (& I&E) =h4:

- i%3#%¥ Register iDRAC on DNS ([a] DNS ;¥ ## iDRAC) £ .
- 7£ DNSIDRAC Name (DNSIDRAC &#R) FEL#, i iDRACT &FR.
3. B Apply (RZIRD) .

Active Directory

Active Directory B SR, S e AR 1k () 2 ?

EiSWTIt DS AY#E, 5 7E Active Directory Configuration and Management (Active Directory ELEFIEIE) i@
L, B TestSettings GMIXIZE) . MEMRLERFEERE. ERMEFHETUN, BEMXHP BT
WETE.

BE, BRETHmAE:

c HERE, BWAEAERAAEE (MAZ NetBIOS BFR) . WMREHFAM DRACT BAMKF, 1§
fERAARUEIRERE IDRACT. BRE, BEHRK:

- 1£ Active Directory Configuration and Management (Active Directory Be EFNEIE) MmE LBiES
Enable Active Directory (/= Active Directory) IR
- iDRACT Networking configuration (iDRAC7 M4&BECE > Tim LAY DNS K EIEH.
- WMREBEEIEBWIE, MNEIFIEHAY Active Directory 1R CA iE %% iDRACT.
- WMREB(ERIRELEH, iDRAC Z#RF0iDRAC 18/ 5 Active Directory TMEAL & AL,
R IRE FRRAELEH, A FN4AIE 2 5 Active Directory AL & ITHAL.
o HETIIEHIEE SSLIES LUK iDRACT Y B ZEIEB BB REIA .

BMEE B AERIEIE, Active Directory ERM SR . MRERSBTRUTHIZER. ATASEEXMIF
W AMERRAR?

ERROR: Can't contact LDAP server, error:14090086:SSL
routines:SSL3 GET SERVER CERTIFICATE:certificate verify failed: Please check
the correct Certificate Authority (CA) certificate has been uploaded to iDRACT.

Please also check if the iDRAC7 date is within the valid period of the
certificates and if the Domain Controller Address configured in iDRAC7 matches

the subject of the Directory Server Certificate. (§5i%: Joyki#E#:3] Lpap HR4S4s, 4
P®: 14090086:SSL routines:SSL3_GET SERVER CERTIFICATE: IEPIIFAM: : IEKMELGFDL
EREREBIEN  (ca) iEB 3% iDRACT. [ 7 J.DRAC7 HIe S EIE BraEg0un, IR
fE iDRACT HCE A Hl sl 5 H s IR 45 25E 1 i) 32 UL

MREBAIEPBRIE, 2% iDRACT 5B RARS 252 L SSL iE#ERT, iDRACT £ LA CAEHIE B RARK &5
IEH . IEBEIERKRE R EEE:

+ iDRAC7 BB AR SSE2EP L CAIEF RIBEXHA. 4% iDRACT BB FIIER RO RHA
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7£ iDRACT HEC & AT Hl s8 btk 5 B R AR K 851EF 89 Subject (FER) 3K Subject Alternative Name (&
BERAR) ARB. MREER P, FET—NEE. WREFEH FODN, FHERSERANZ
i HI2E (MAZ48) B9 FODN. {540 servername.example.com (T A~= example.com)
BME(E R 1P dbdb A s 2 b, IERWIFthSKK. MRBRLEER?
BT IEHI 28 EH By Subject (EFH) 5K Subject Alternative Name (FE&RAEZH) FE. BE, fEEEHIsE
JEF AY Subject (EEFH) =K Subject Alternative Name (EB& &R FE ., Active Directory EFEH M
= P ik, ERRRLEE, FRITIATRE:

. EélgRAW R EUEHIRR R E M2 (FQDN) ECE A #4247 1t 4, LIS RS 25IEH A E s £ /& A AR
tHC.

BN BR %% 8 EH LA7E Subject (EF) 3¢ Subject Alternative Name (& REZH) FEH{ERIP
Hhtit, M5 7E iDRACT RECEAY IP fthik FTEC,

MRIERFEEUBIEH [ M AT E SSLIEEF IR PIWIEES, BERIEREIE.

LS EHRERERY BN, W E S st ?
X w4552 iDRACT Xt 5% B e 13 FP 35 %Il 83 B9 £ 4114 (FQDN) 3¢ IP thiik .
{AT A} & & Global Catalog Address (£B4mFHat) ?

MREERARERGERRINAREREFERNE, NATESEEHEFRMIE. EXMIBERT, BMATLUER
Universal Group GEFRR) -

MRFHMEIFERGBFRERAPNARETAERRE T, NWAKEESFREF.

MREANRT BEM, NAERL BTt

EREMNERFRETA?

iDRACT JEiEE2 BB & AYiEdsdl 25 tthht, MMRBAFAGREM T ZEF, BRESCR,

W R BB & Global Controller Address (£ /5= #I251it) , IDRACT S4k4EZif Global Catalog (£2/%FE) - W
RNEREFHREBIMMME, XLRRS R,

iDRAC7 #&4%#E SSL {8 FH LDAP g ?

2R, FTEEURERE T 2 &% 0 636 FA/ax 3269 HiTiEM. EMIRXI&ELFEA, iDRACT {X#A1T LDAP CONNECT
(LDAP i##%) LIFREZER, MAREIER£%EE 1T LDAP BIND (LDAP #457%E) .

J11T 4 iDRACT BN B FEH IEE?

iDRACT7 52 51758 A A %2 £ 414 SR iDRACT E1E3 B8z 4|2 9 5. WMBRFSUTIEPRRIE, BEX AR
IR iEHI R FEhiF SSLiEE. AR EXEN, MRBIRFEETAEEEIEBRIENIZIETIEE, W@ Web
=% RACADM JGH 2 F.

iDRAC7 % #5 NetBIOS & FRAZ?

AR H

A1t 218 Active Directory S —B R EEFERTEM 447 865 53| iDRACT?

Active Directory B —Z RIMEEF B FZBEITERT 10 #oehatae TR, BER2MBIEIEE T Bk DNS R =
FAEZF DNS BR5588, MEIEDNS RS BEAEWE, NAREEEKEMOD A EER. & DNS fREEEXH
B, Fit<HI0 DNS #8AT. 7EX#1E:R T, iDRACT £{EFH &M DNS FRE S iTE R,

Active Directory ¥} Windows Server 2008 Active Directory {57 BUEH{TECE . 2B FiE, APRMAERT
RA—FiEid, #EARRZENERE. LB ERFiEH KA FE%E iDRACT B, Active Directory a—%
EERM.

XAt R TFHEERIRIEM. Active Directory BREZ = SR LA LS.

Security (£%) - REBATEEERPFERITENAELEZZRURFERARKIRE.
DK - SRAMNBATRFHES LTIFR.
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HIRATMRAEE N “RE7 . BIRRERASREAREEMNR LSRR, ERFLUERENRTIEARRE

®E.

B—EX

SS0 & 5% 7E Windows Server 2008 R2x64 k. FHEHITHPLL G B A BRI ?

1. AIEIEH 25 FN1E 5K B IZ 1T technet.microsoft.com/en-us/library/dd560670(WS.10).aspx A 9\ B HIHRAE

2. BeE i+ E#1LLE A DES-CBC-MD5 #5348 .
X E R AR FMIMER FE PRI BN SRS U R AR FRFRAM. Kerberos SREE A FRIFL BN 2
B4 F Computer Configuration GGHEHELE) — Security Settings (2% E) — Local Policies (A1
B%) — Security Options (L£EH) T.

3. IEMRIEE PR E R B GPO,

4 EWLITR, ¥ gpupdate /force HfFM klist purge ¥ MIFRIA Keytab.

5. 231 GPO 5, €IEHAY keytab.

8. 5 keytab EH7%] DRACT.

INFE AT LA{#E A SSO % % iDRACT.

J34+ 4 7E Windows 7 #1 Windows Server 2008 R2 ., Active Directory Fi PH#E{T8 — B R LM ?
1@ 553 A Windows 7 1 Windows Server 2008 R2 B9ina5 K2, EEAMBZ LB,

LUEERSEEEENRMARSHESR.
2. % Z Start (FFIR) Fi&1T gpeditmsc. BEEIZS &R Local Group Policy Editor (ZMi4HSEMARIERS) B O

3. % Z Local Computer Settings (At & #Hi&E) — Windows Settings (Windows &) — Security
Settings (Z£1&E) — Local Policies (A<h%ER%) — Security Options (¥£iEmM) .

4. /%28 3 Network Security: Configure encryption types allowed for kerberos (M%&%£: ECE Kerberos #1F
EOinZEAER ) FHi%$F Properties (JBIE) .

5. BARTEIRI.
6. B OK (FE) . IFERTLUER SSO %% iDRACT.

3F Extended Schema (3" RZE#) , HITLLTHIIMZE:

1. £ Local Group Policy Editor (A 1ti2A%KERHRIE2E) B+, SALZE Local Computer Settings (ZSihit+ 4%
&) — Windows Settings (Windows iZ&) — Security Settings (L££i1& &) — Local Policies (Zith%k
B%) — Security Options (ZR£iEL)

2. 2 B & Network Security: Restrict NTLM: Outgoing NTLM traffic to remote server (4% £ BRI NTLM:
EEREREZ AL NTLMB{EE) Fi%HE Properties (B .

3. 1@3‘5 Allow all (£ . BEFH 0K (FBE) , AR/ XM Local Group Policy Editor (A< Hh4R 5KEE4REEES)
BmH.

4. % Z Start (FFHR) FiziTemd. IS ETHSIETEO.

5. 121T#% gpupdate /force. AREEBEISEH. THE, FXAGSREREAO.

6. % = Start (FIR) FIiE1T regedit. FERNS E 7 Registry Editor GEMFRmIESS) F 0.

7. St = HKEY_LOCAL_MACHINE — System — CurrentControlSet — Control — LSA.

8. EEAMERP, AELEHIXEFE New (FiE) — DWORD (32-bit) Value (DWORD [32 ] &) -

9. 153 iE M TIN5 & J SuppressExtendedProtection.

10. %2 % & SuppressExtendedProtection 3 & & Modify (&%) -

11. 7£ Value data ({EHHE) FEHEN1FH8E OK (D) -

12. % i#] Registry Editor GEMRMEBLE) T . MARLUER SSO & iDRACT.
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4052 iDRACT B T SSO 3 E{#F Internet Explorer 3% iDRAC7, SSO & kMIiETM AR ZMERD. {T
FRR I (5] 7E ?

157 1R iDRACT IP #b11t 51 F Tools (TH) — Internet Options CInternet $£IR) — Security (&%) — Trusted
sites (R{FEEML P MRKFIFEA, SSOSKMIRTEMAAAZFAZM. FEE Cancel (BUE)

BHEFER

£ Active Directory B 8- F & RIh4EE F iDRACT FEE S W ¥Rt E.

IEERY Active Directory ZREFEFBEARIEZ 10 %, BINRETE Network (B TIEHIEE T &% DNS AR
£ 22ANE I DNS ARS8, FEEIEDNS RS EEAN, NAREEEKIAM A4, DNS RS HBENFHFHASHM
DNS #8Af. iDRACT #&{£F#& F DNS BRZ2R1LEER.

ActiveX &4 T A IZIE BB 1K .

T#41% Microsoft Windows 1R{E R G X35 s5F. Windows H5H BREIE B b £ N 25 AR 12147 (CSP).
—fRit, ERTERFERFin LREHEAESEF CSP, 7EHIT Windows &% (Ctrl-Alt-Del) BHETIFE G FHEA
EEEHEE Windows 2EHNENE e £ 2R PIN IHEHE.

S4:F PIN FIER.

MESDEFEEHTAERMNPIN 2 AEE ZMEE. EXMIERT, BRARELDIEEF&1TE UK
R

R H &

BP{E#®% tH iDRACT Web R H, EEUZH &S ENARFES. XRMEMITAHIE?
7&. XM Virtual Console Viewer (ERIZHIEEEE) FONUBEHENBHSIE.
TEBR 5588 L B9 AR ST K i3 B AT LA FS shf B IE AR MRS D 2

2.

At 48R KA RS E FTE 15 #A 88X A PR SS88 L R A 35 ?

fEARH P AN S TELST S A AT SR B L4 1E .

FTF A AR S7 At 5 B (B ZE SR AT 2

%75, DRACT B A MSAITHIEKE, SR ILRIFTH

i F Pt AT LA SC R SHT FFARSRAS 2

LA H SRR, AibBAPREERF ST
KAFHMRR BB S XA R EINFRIR?

&

KAFEIEF &R ES XHIZRIZH 6 21E ERR°?

e, IIRABEARBMAS RIZEF ESIETLX.

iDRAC7 F P3TFras 36 i A 3tk AR 55 22 AR 5T 5 2 1+ A ARUBR ?

{2 % iDRACT BL E X BRAYFA P &8 T LAFT Fr sl KA AN HhiE ) &

NRTIR 1S AN 1B AR 55 SR A ST B KO 2

AR5 B BIR1E Virtual Console (FERUZHIA) TTE L.

{£F RACADM %34 racadm getconfig -g cfgRacTuning AJLAZERTER
cfgRacTunelLocalServerVideo RRRABEER.
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g & M Telnet. SSH BIEFE&iEE R T 5 RACADM #%:
racadm -r (iDRAC IP) -u -p getconfig -g cfgRacTuning
AT AEERIEF] & OSCAR B RSB hEERDER . BRAAHITTHI &R, RERSEERERSHIMRE
. ZE, BERES%RTIDRACTI BELHEARMITEIE.
At 2 EEPIEHI AT ORERE RERBRER?
4% Management Station B /RS 5 #E IR B 5 1280x1024.
4t 4 Virtual Console Viewer & O 7€ Linux #EE R 2 HINELFT 2
Linux LRZFIEEERFTEUTFS FHE. BHREEMNIEEHE, WREEBFEHNREFTHE.
A1t 4 Lifecycle Controller B Linux XAE$ & FTHBRFERRESH?
EREHI & FE USB RARIEShIZRF, 1B USB FRARIRSNFE FF{XFE X-Window IRIERFK T ATA . 7E Virtual Console
Viewer B, FMIT T INE—IRIE:

+ % ZTools (TH) — Session Options (ZiEIEM) — Mouse (R#R) £+ . 7£ Mouse Acceleration

(RPRINE) T, %% Linux.
£ Tools (TH) 3BT, i%4#F Single Cursor (B—34R) %I,

HATZE Virtual Console Viewer B O ® [E R RIE 5t ?

ERFEPIRFIASER, MRABRERFTIERET ERINRE.

R B 2% & iDRACT FEHIRHI & % A% L B4 Single Cursor (BA—3k4R) %I (T iDRACT EHliH| &3 B
Tools (TE) T) . EIAANTLIRER .

B R & T2 R4 Microsoft IR(ER SR, ATLAEREESRIRG?

gt W TFELZEBIOS HFERTERISH AMAS, EIERETIIHFM Microsoft IBIERFR, 154X EMS
EEER, TEGEEIEEOK (BE) - AFLAEARMRE LIEE OK (HE) , AETEEFEITEN
BRS588. Efi%ds, RS BIOS PFIEMISHIA.

%iEH 2 Microsoft £, ATEERAREMEHEERH. EMRAETZER, EHRETERERER
Bz HI, IR IDRACIRE A REFDXAERISHIE.

A4t 4 Management Station _E B9 Num Lock (B==$i%E) 3BRKTABE S BLEFERE 3588 £ Num Lock AYIRAS?

@37 iDRACT i/ 1a]BF, Management Station £ A9 Num Lock 5§ RAT A EE 5 EARE £ LM FH EIRSHEE .
EREESIEN, HFPERSBATEEREHIZE, 5 Management Station & Num Lock KT %
AT AN ENE I ERER A S1E RR% 4 Session Viewer O ?

BEANKRFRBELIEFE. HIRMEATIE.
MREMEHASBEEHTHEEAMAPHOZTERSRE, F—IMAPRESKIESEER?

A%, WRAHARFERSG, BEEERFIEHR.

BITEMEHESETESVER?

AT EZUMRIFRIMERE, HEFER 5 MBPS iEt%. A THFRRIKERE, FE 1 MBPS &,

Management Station iZfTERIEH & B HARKREEXK?

management station 23K Intel Pentium 111 500 MHz 43228 F0 % /L 256 MB RAM .

A1t 4 Virtual Console Viewer B OG-SR “No Signal” (EfES) HER?

BRiZEE R DRACT ERURF A S S G BRI ERSREmMAN . BEBFLT, HITERSE XM
SEEXMIER. G, EERSESEWZEREELSSHETZER.

A1t 4 Virtual Console Viewer & OB B < & 77"0ut of Range” GELIERED AIER?

BIRiZiE B R E AR SRS LGB Y iDRACT REMBIHRMNASER .. FLSH, B RoPHERRIF
EidE, JRSSEEBYTERE. BEERLT, PERS (FIMMRRAERNSERE) RETSHENRXTEE.
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M iDRAC7 Web REBEIERIEFI A SIEN, ATASERT ActiveX REHEHO?
iDRACT FTBEREZEME AR . ERRLESREIHEMEH ESENERREMHEET O, 1E15 iDRACT RN
FZE A R e S S R
1. B Tools (TE) — Internet Options CInternet &) — Security (%) — Trusted sites (Z{5ik
A
2. B3 Sites (34D Frisi N iDRACT &Y IP bk sk DNS Z#R
3. B Add GRin) .
4. B3 Custom Level (HEXESD
5. £ Security Settings (R£%8) & O, 7 Download unsigned ActiveX Controls ( #7247 ActiveX 3%
#) Tik#% Prompt (327R) -
#1114 Virtual Console Viewer 8258 ?
MREFEVUNFR, BEEEDIEHER, MARMUEHEERHRIEMN RN, BERASERIER
SZRMITHIA.
FEREREH &M, ATARKREDOS RARES?
Dell BIOS 1% R ERIEBhFE FFiE LA PS/2 AR, FEITAE, PS2 RinMEARMEHNEMNNE, XSHERS
Rt &Z 4 FEIR. iDRACT B USB RARIRENIERF, ARIFEXMIEFEZYIRRIRIESIRER. BI{E iDRACT 4% USB 4
ITRARALE %1% Z Dell BIOS, BIOS HEMAABHILREEMAE, TAREAE. EREXM A, BE
Configuration (ELE)> RHEPIFRFENIEE N USC/Diags.
BaIERIEHERE, BFOLREEMEH &P ED), EERBREDLER. AMTASEEXMER, W
TR ?
315 Mouse Mode (FRARIER) & E 4 USC/Diags, SAEXFIER. =T At+ M AT UEAMARZEAR
FRo BXIRT Alt+ M AT LAEEERIE S & P {ER RIR.
BIERRE & Z Rz CMC Web 5T /3 5h iDRAC7 Web SRHB}, A{t4 GUI iESHBR?
M CMC Web S /G337 iDRACT B ERUEHI &8, BITHREE N, RAEBRIMEINEHE. BEE IGFEEM
EHEITHETRAXKA.
J&zh management station _£[5]— iDRAC7 R 4tHT GUI FERUESI &/, MRAEXFABMHUEFAZABEGCU, S4
4 iDRAC7 GUI iERBRT . MREXFESEREH ARHEEOZRE, B CMC Web H T /Z3h iDRACT GUI,
BARSHIiZEE.
At 4 Linux SysRq #27E Internet Explorer E7c3%{$ R ?
M Internet Explorer 1 i EE#IEHI BB, Linux SysRq BRIITAHBE S AR . EA % SysRq ##, 2% Ctrl #1 Alt [
AF4% T Print Screen $#, SAE#AF. E#A(ER Internet Explorer B, @53 iDRACT 4% SysRq 2% 1% F 52 Linux AR
£
1. BUEIETE Linux R85 ERYEASETIRE . BT LUER T34 £ 7E Linux &im BN EBUE:
echo 1 > /proc/sys/kernel/sysrq
2. 05E Active X Viewer B2 R HiBHER .
3. 32T Ctrl+ Alt + Print Screen.
4. {XFZ 74 Print Screen.
5. 42T Print Screen+Ctrl+Alt.

% E: Internet Explorer 1 Java 4 B4 32 #F SysRq TIRE.

At ATEEEES & REBE R Link Interrupted” ( “3EHEHET” O BER?
ERZEE=HNSISHEERAEZMM O, 4 BI0S EE ™A1, iDRACIESEIFF. WTFATEZ 10Gb £ L
2B K, FEMREENMEZRMER T Spanning Tree Protocol (AR #HHL , STP) , BiFFATEISHEIM
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Ko ERMIFRT, BUGTERIRSFHZSINIHOBA “portfast” GHAMRE) - KEHFRT, EINZ
H 81 8 ik E .

FE#AI R

AT AEBNREFREREFNSEHA?

MG BET f5, iDRACT EMFS BT, Wi AR5 23 A0 0K 2 28 8 AY ik i

MREZFPIHAFZPERCD, FHHCDBEFEMNETIEE. EXMMIFRT, WREFIHRESHEACH E%E
CD, EFwIaE#BET, ZFIEFSPH. MRZFZEF, "IN GUI EFEIZEH L Z BIRIIRIE.

1R Virtual Media (EEBINTER) BLEi&E7E iDRACT Web FE K@ i3 A RACADM S E M, HEEEMNA
&, EEEEN RIS EFEE.

ESEMEEEPIRNE, FFEHRELINE Client View (FFRHHE) HO.

AT 2B I ERN RZ L Windows R{ERSEEEE AT ?

WNER1E R Dell Systems Management Tools and Documentation DVD %% Windows 21E& %, 3FH MK EERE,
BTFMEER, REDEFMETEE KN EAEEE iDRACT Web RE. REBFOAFRSIHERREHE.
WA B FEE A5 SiE?

EZEZRS, 78 BIOS Setup (BIOS &) HEZE5ISKE., HKEIENICD. EHRIERED vFlash, AEREF
EFBUREMEIBINFE. ko, ERTLZE CMOS IR B MG BIRF iR “spacebar” (=) #, BEBIEHFIR
BAF5IS. flin, ENCDEHNRSS, FEHCORHNBEENSISMFEPHE—MEE.

Bk N RAER AL E AT 5] B8 E?

iDRAC7 £1F AT RT3 SN RIS

CDROM/DVD #4B 1

1SO 9660 AR{%

1.44 S BN EB UK
WIRERGIMERT B £ 00 USB IN7FE
USB A7 &A1&

M USB INTERIE AW 5| g &7
7£ support.dell.com 3% 2 Dell Boot Utility
&R LART L@ IS Windows 98 B3I 518, HERFXHMNBHNEEHIE| USB INTFR. flan, 7£ DOSIB/RHFF
T, WATI&GS:
sys a: x: /s
Hi, x 2EERENT5ISEER USB ATEE.
BERN RB2M I EEITRYE . ERTETEET Red Hat Enterprise Linux 5 SUSE Linux IR {ERZRI RS
LB BRI/ ERL CD k& . WMAMRRXAEIE?
FL Linux AR ERER A ZBNBERIRERENEFEN CD IRehds. EMIBERRKERNE, F
E# 3 Linux SRR ERISREZRHMBHIRET S, EMIERKERNE:

1. $TF Linux S SRR T HSITUT @2

grep "Virtual Floppy" /var/log/messages
2. RENZIEBWRMZ B HICTRIE,
3. £ Linux BRFRIBITU TS

grep "hh:mm:ss" /var/log/messages

hh:mm:ss & grep £ H 8 1R E15 2 RIFT BB
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4 EDZR3IH, BFE grep SHERFRIIK FEMRENRES .
5. R EMINFEIER BRI B IR ENEE
6. 7£ Linux IRRFFALZITA T &%

mount /dev/sdx /mnt/floppy

Hr, /dev/sdx 2H B4R EIMIEER, /mnt/floppy RMES.
EMEER CD IEENEE, FTEHE Linux S ECZIER CD IR AIZET S EMEERL CD IRFI:E:

1 $TH Linux SR TFHFHFEITUATH%:
grep "Virtual CD" /var/log/messages
2. HBZERMREHZBEFIETRIE.
3. 7 Linux RTFRIBITUT 4
grep "hh:mm:ss" /var/log/messages
hh:mm:ss 2 grep ZEH 18 1R EE S BIET B 2.
4 EHRIP, EF grep wSHERFREIM T Dell A/ CD BIRER
5. MR 2 & MINFFEREE L CD IR SRR .
6. 7£ Linux IRRFAILZITA T @<
mount /dev/sdx /mnt/CD

Hrh, /dev/sdx RSB 4R EIMAIEER, /mnt/floppy =M S.

At 4fER iDRACT Web REHTRIEEGEHZE, EET RS [AEME B[S HMER?
E4E# =S IDRACT EE, Wi miziEZI e EMIREE. iDRACT TREER, WEHRHIEHRHIN.
At 4R USBREZR, FRAR) USB REHETHERE?

ERINTFRI&EF0 vFlash I EEHN E S USB & EEFEHL USB B&, BIHEZR—1 @A USBimO. Tt
AT A REk vFlash USB 1% & &% 8] 4/l USB BERSIBT T ESE, FiA BRI A0 vFlash i Z#01% M EH1 USB
BEEMHTIER, RARTCINBEMEE. WRENBRERZFERAEUNFREE, BLEMMILSB—IHZ
Arﬁm Rk vFlash &% . EEBEFERZA, BEXEZAERENUSBEE.

USB Reset (Fi%) BB TAIER?

BRI EREZEIREFAVITTZE USB & &A1 USB 128 .

TR BUEHIA T R BB EEIERE?

ELPENN R REESE, ERIZERT ENITH SEMN R, SUITTIE—RE:
BEREERIAER KIRE.
ZRAEMN RANERISH A8MmE.
7 EAELERT, SERSHBMELNREELIZS A /Y iDRACT Z BRI EHREM A ZIRIP.

0 R4 F{E AT Windows BR S 884 {E &%, 151=1E Windows BR %% Windows Event Collector. ZH T
1€, 158 ZE Start (FF48) — Administrative Tools (ZIETE) — Services (BRFS) . &% & Windows
Event Collector 7 /5 B2 Stop (4F1L)

AERRATNRY USB IFENAEN, BIELNRERR—1EHR, HASHHERKKRHE

27
RAaiFERHmREMREIRE. ESXEMLERHNEZR, EXHATEERNEANBTHNBRER.

BRI IR EE SIS R 2R ?
ERIERAEIRS2E 35 FAT16 5 FAT32 X4 R % .

At AR ER S B DVD/USB B, BIMEEBNREAFIAER, MARTERER?
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415R Remote File Share GRIEXHHEEINGE, RFS) EHEFER, BESETEIRERE. BXNAIFER RFS SE
PNR-HEWEP—A, TERER.

vFlash SD &

vFlash SD £ AT $i7E ?
LIMETETEMITR, RHESHIE vFlash SD £. flan, EXELIRIERIES.

SNMP 36 1E

At 4 BRER “Remote Access: SNMP Authentication Failure” GEFZi5iE: SNMP BiESLK) ?

TE A EIRTHBERYEARKER S, IT Assistant 2RI FBY get F0 set FKZFR. 7E IT Assistant /7, &Ry get H{A
ZFR = public T set BI{R&#FR = private. EKIANER T, F-F iDRACT XIRF2/FH9 SNMP RIBTRF B R Z TR A
public. 2 IT Assistant & i set 15K ES, iDRACT RIBIZFSHE MK SNMP IESEIR, EAEMIEZREHAKS
public B9IEK .

EPHIESE K SNMP IHESEIR, B FURARIBIEFIEZT AR EZTR. BT DRACT AR IF—1ERETR, Hit
BT IT Assistant 1% E{F FHEFE AT get FA set AKRZ TR,

it &

R EIES RS g S8 5 2885%E 87, 3B OpenManage Storage Management (OpenManage 755 8)
RRHITE4IE &L iDRACT &, Aft4?

iDRAC7 {X &7~ Comprehensive Embedded Management (& #AREIE, CEM) ZIFMiREEER.

RACADM

1T IDRAC7 ({£FH racadmracreset %) EEE, WREZHUEMHES, WEBETFUTHEHR. XRFHALE

B
llb\?

ERROR: Unable to connect to RAC at specified IP address (§fiiR: TiREIRE 1P M
ki rRAC)

tH B RTELFEE IDRACT EREER, THALEM®S.
£ RACADM fr $#FHrén, RLERTMSH.
f$F RACADM 2T hf, AIRESBEILUT—1HE MER:
Zith RACADM $HiR1E 2 — aiEE. ENRISERFNZFREEIREE @R
JTFZ RACADM $EiR1E 2 — W IP Hehb$8iR . A P B $BiIR U EADSEIRF B1RT .
¥} iDRACT i#4T Ping MiX A8, MREETABREFZER Z @ HiEmMEER, Ni&H Ping ML .
TBMRARL LH ARP .
FZ#ZE RACADM Fcik M SUSE Linux Enterprise Server (SLES) 11 SP1 #£$%] iDRACT.
IR E LI E A openssl # libopenss| KA. ZI{TU T $ %% RPM 4461,
rpm -ivh --force <X %>

Heh, 42 openssl 5 libopenss! rpm &R £ 3014

206



Blan:
rpm -ivh --force openssl-0.9.8h-30.22.21.1.x86 64.rpm

rpm -ivh --force libopenssl0 9 8-0.9.8h-30.22.21.1.x86 64.rpm

At AEREEBR, 42 RACADM Fi&F Web BIRRESTE/AA?
=& iDRACT Web fRS52R/R, FIREREZF/LS 8, LiE RACADM AREZFIET Web MR EA S LEATA.
LU S E 8 iDRACT Web AR %23

£/ iDRACT Web AP A EEHU MK BN MER LB MR .

B4 cfgRacTuneHttpsPort Bt (E14Fi@3d config -f (BLE M) SHITEMRE)
{EF racresetcfg A S BT .

E & iDRACT B,

L E#89 SSL AR EEIEH T .

{ERZAH RACADM tiEE G, MREXEMELSR, AMBREIRES?
XERERAAEEGESX. B, 2o XI—KEEESHBRHET “EMEIX” BEE. MIREZEE
T, BB XIIRETR, RERBRSX.

HAth

W E R 7] AR 58% 89 iDRAC [Ptttk ?

A& A LU TR —Fh 7555 E 4% iDRAC IP 3t

{£F CMCWeb SR &: % % Chassis (HlF) — Servers (FR%28) — Setup (&E) — Deploy (3B8) . £
THIREHEBRIRS A IP ik,

FEREREHE: FHBHK (POST) HEEH/Z5NARSEES DRAC IP it @i BITiEIE%RE 0SCAR
Ry “Dell CMC” #Z=#| &% % CMC. AJMILtiEIZ %4 1% CMC RACADM %74 . 5% CMC RACADM Fin & 5%
B (& F IDRACT #1 CMC £9 RACADM > $1TEZF M) -

fEZA 1 RACADM /1, {Ff#%: racadm getsysinfo, fflal:
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1. B3 CMC Web R FH4E ZE Chassis (#1F8) — Servers (fES28) — Setup G&E) -
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.
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